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Description of Change

Release Date

VIR6

Apple
macOS 11
(Big Sur)
STIG, VIRS

- APPL-11-005051 - Updated verbiage
throughout to accommodate approved
external devices.

- Restrictions_Policy.mobileconfig updated
to reflect APPL-11-005051

- APPL-11-002062 - Changed SRG-OS-
000481-GPOS-000481 to SRG-OS-000481-
GPOS-00481 to align with SRG ID naming
convention.

27 April 2022

- Apple
macOS 11
(Big Sur)
STIG, V1R4

- APPL-11-000051, APPL-11-000052,
APPL-11-000053 - Updated the
vulnerability discussion and added a Not
Applicable statement to the check.

- APPL-11-002010, APPL-11-002011,
APPL-11-002019 - Removed deprecated
command from the STIG.

- APPL-11-002070 - Updated the
requirement to allow for the use of the built-
in MRT application or a third-party product.

27 January 2022

- Apple
macOS 11
(Big Sur)
STIG, VIR3

- APPL-11-000015 - Replaced HBSS with
ESS throughout requirement.

- APPL-11-000032 - Updated the
procedures for the creation and validation of
FileVault users.

- APPL-11-003052 - Removed duplicate
text in Fix content.

- APPL-11-005051 - Added a requirement
to disable the ability to connect USB
storage devices.

-Updated the Restrictions Profile to include
the "eject" option for all writeable USB
devices.

27 October 2021

- Apple
macOS 11
(Big Sur)
STIG, VIR2

- APPL-11-002031 - Updated "iCloud" to
"Apple ID" to reflect the correct name of
the preference pane.

- APPL-11-002032 - Updated the check to
verify that Internet Accounts is both hidden
and disabled.

- APPL-11-002051 - Added a requirement
to hide and disable TouchlID.

23 July 2021
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- APPL-11-002052 - Added a requirement
to hide and disable the Wallet & Apple Pay
preference pane.

- APPL-11-002053 - Added a requirement
to hide and disable the Siri Preference Pane.
- APPL-11-002062 - Updated the
requirement to include a test for the
Bluetooth preference pane being hidden and
disabled.

- In the Mobile Configuration Files folder,
updated the "Restrictions” profile to include
new requirements.

- Apple
macOS 11
(Big Sur)
STIG, VIR1

APPL-11-002060 - Updated the
requirement to allow any applications with a
valid digital signature to be installed on the
system.

- APPL-11-002061 - Removed requirement
to allow for the documented exception of
mission essential unsigned applications.

- Updated the "Restrictions Policy" to
remove the configuration reference to
APPL-11-002061.

- APPL-11-000055, APPL-11-002032 -
Corrected a typo in the check content.

- APPL-11-002005 - Corrected a typo in the
finding statement.

- APPL-11-002038 - Corrected a typo in the
check and fix content.

- APPL-11-003052 - Corrected an incorrect
file location in the fix text.

23 April 2021

- Initial Release

20 November 2020
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