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UNCLASSIFIED 

REVISION HISTORY 

Revision 

Number 

Document 

Revised 
Description of Change Release Date 

V2R1 - MS 

Office 

System 

2013 

STIG, 

V1R9 

- DISA migrated the MS Office System 2013 

STIG to a new content management system. 

The new content management system 

renumbered all Groups (V-numbers) and 

Rules (SV-numbers). With the new Group 

and Rule numbers, DISA incremented the 

version number from V1R9 to V2R1. 

- DTOO193, DTOO199 - Corrected registry 

key to remove directions about "for every user 

profile hive". 

23 October 2020  

V1R9 - MS 

Office 

System 

2013 

STIG, 

V1R8 

V-17759,V-17773,V-17627,V-17664,V-

17612,V-17740,V-17590,V-17769,V-

17768,V-17619,V-17617,V-17547,V-

17750,V-17741,V-17659,V-17560,V-

17669,V-17661,V-17765,V-17583,V-

17731,V-17749,V-17805,V-17660,V-

17605,V-17670,V-17581,V-26704,V-

26630,V-40860,V-40861,V-40862,V-

40863,V-40864,V-40875,V-40879,V-

40880,V-40881,V-40882,V-40883,V-

40884,V-40885,V-40886,V-40887 -  

Corrected finding statements to remove "for 

every user profile hive" since check only 

validates the HKCU. 

- V-17547 - Removed duplicate requirement  

 

25 October 2019 

V1R8 - MS 

Office 

System 

2013 

STIG, 

V1R7 

- V-17547, V-17560, V-17581, V-17583, V-

17590, V-17605, V-17612, V-17617, V-

17619, V-17627, V-17659, V-17660, V-

17661, V-17664, V-17669, V-17670, V-

17731, V-17740, V-17741, V-17749, V-

17750, V-17759, V-17765, V-17768, V-

17769, V-17773, V-17805, V-26630, V-

26704, V-40860, V-40861, V-40862, V-

40863, V-40864, V-40875, V-40879, V-

40880, V-40881, V-40882, V-40883, V-

40884, V-40885, V-40886, V-40887 - 

Modified check criteria to validate HKCU 

keys instead of HKEY_Users. 

26 April 2019 

V1R7 - MS 

Office 

System 

2013 

- DTOO345 - Modified Check content to 

allow modern authentication through ADfS to 

Office 365 with CAC/Token authentication 

26 October 2018 
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STIG, 

V1R6 
but only for the specific DoD instance of 

Office 365. 

V1R6 - MS 

Office 

System 

2013 

STIG, 

V1R5 

- DTOO179 - Corrected registry key path in 

Check Criteria from 

"\Software\Policies\Microsoft\Office\15.0\co

mmon" to 

"\Software\Policies\Microsoft\Office\15.0\co

mmon\internet". 

-DTOO182 - Corrected registry key path in 

Check Criteria from 

"\Software\Policies\Microsoft\Office\15.0\co

mmon\internet" to 

"\Software\Policies\Microsoft\Office\15.0\co

mmon\ptwatson". 

27 April 2018 

V1R5 - MS 

Office 

System 

2013 

STIG, 

V1R4 

- DTOO181 – Removed requirement for 

disabling of .png output format. 

- DTOO411, DTOO412, DTOO413, 

DTOO414, DTOO415, DTOO416, 

DTOO417 – Modified check content to 

reflect validation to be made in HKU vs 

HKCU registry keys. 

- DTOO179 - Corrected Administrative 

Template directive. 

28 July 2017 

V1R4 - MS 

Office 

System 

2013 

STIG, 

V1R3 

- DTOO199, DTOO200, 

DTOO201, DTOO203, 

DTOO204, DTOO206, 

DTOO207, DTOO208, 

DTOO212, DTOO321, 

DTOO345, DTOO403, 

DTOO404, DTOO405, 

DTOO406, DTOO407, 

DTOO408, DTOO409, 

DTOO410, DTOO411, 

DTOO412, DTOO413, 

DTOO414, DTOO415, 

DTOO416, DTOO417 – Modified check 

content to reflect the requirement to validate 

all user profile hives under HK_Users hive. 

27 January 2017 

V1R3 - MS 

Office 

System 

2013 

- DTOO183 - Corrected registry key in Check 

content to reflect ShownFirstRunOptin instead 

of ShowFirstRunOptin. 

- DTOO407 - Corrected Check content to 

include "Policies" in registry key reference. 

24 July 2015 
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STIG, 

V1R2 
Corrected Check content to indicate "OneDrive" 

in Administrative Template reference. 

- DTOO189 - Modified encryption value from 

"Microsoft Enhanced RSA and AES 

Cryptographic Provider, AES-256, 256-bit" to 

"Microsoft Enhanced RSA and AES 

Cryptographic Provider, AES 256, 256". 

- DTOO190 - Modified encryption value from 

"Microsoft Enhanced RSA and AES 

Cryptographic Provider, AES-256, 256-bit" to 

"Microsoft Enhanced RSA and AES 

Cryptographic Provider, AES 256, 256". 
V1R2 - MS 

Office 

System 

2013 

STIG, 

V1R1 

- DTOO407 - Modified references to SkyDrive, 

replacing with One Drive. 
23 January 2015 

V1R1 - N/A - Initial Release. 06 December 2013 

 


