UNCLASSIFIED

SOLARIS 10 x86 STIG
REVISION HISTORY

Version 2, Release 2

22 January 2021

Developed by DISA for the DoD

UNCLASSIFIED




UNCLASSIFIED

Solaris 10 x86 STIG Revision History, V2R2

22 January 2021

DISA

Developed by DISA for the DoD

REVISION HISTORY
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V2R2 - Solaris 10 | - GEN005505 - Updated Vulnerability 22 January 2021
x86 STIG, | Discussion, Check Content, and Fix Content to
V2R1 reflect cipher order requirement.
- GEN005201 - Added requirement to disable
X11 forwarding.
- GEN005202 - Added requirement bind the
X11 forwarding server to the loopback address.
V2R1 - Solaris 10 | - DISA migrated the Solaris 10 x86 STIGtoa | 23 October 2020
x86 STIG, | new content management system. The new
V1R27 content management system renumbered all
Groups (V-numbers) and Rules (SV-numbers).
With the new Group and Rule numbers, DISA
incremented the version number from V1R27 to
V2R1.
- GENO003503 - Updated fix text to elaborate
possible group owners.
V1R27 - Solaris 10 | - V-22429 - Corrected CCI typo to CClI- 24 April 2020
x86 STIG, | 000366.
V1R26
V1R26 - Solaris 10 | - V-792 - Updated the permissions for man 24 January 2020
x86 STIG, | page files.
V1R25
V1R25 - Solaris 10 | - V-993 - Updated language related to SNMP 26 July 2019
x86 STIG, | passwords.
V1R24 - VV-11984 - Updated owner of skeleton files.
V1R24 - Solaris 10 | - V-12031 — Updated mount command to use 25 January 2019
x86 STIG, | udfs.
V1R23
V1R23 - Solaris 10 | - Added GEN004400, GEN004440 — 27 July 2018
x86 STIG, | Requirements were missing from V1R22.
V1R22
V1R22 - Solaris 10 | - Updated GEN006640: Updated text to simply | 27 April 2018
x86 STIG, | require the installation and use of antivirus
V1R21 leaving other configurations to the AV product
STIGs.
V1R21 - Solaris 10 | - Updated VV-22429 - Updated 1A control. 26 January 2018
x86 STIG,
V1R20
V1R20 - Solaris 10 | - Updated VV-12765 - Updated language related | 27 October 2017
x86 STIG, | to anti-virus software requirements.
V1R19
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- Updated V-907 - Updated OVAL to verify
existence of PATH variables before checking
them for null values.
V1R19 - Solaris 10 | - Updated V-22303 - Updated Check and Fix 28 July 2017
x86 STIG, | instructions to whitelist hashing algorithms.
V1R18 - Updated V-22304 - Updated Check and Fix
instructions to whitelist hashing algorithms.
V1R18 - Solaris 10 | - Updated V-24357 - Corrected Fix instructions | 28 April 2017
x86 STIG, | to use asemicolon (;) instead of a colon (:) for
V1R17 the plugin definition.
V1R17 - Solaris 10 | - Added V-72771 - Integrated wireless 27 January 2017
x86 STIG, | requirements from parent SRG.
V1R16 - Updated V-924 - Added a list of acceptable
files and directories for devices as is
documented in other UNIX STIGs.
- Updated V-935 - Updated check to permit the
use of NFS root mounts if this has been
properly documented.
- Removed V-22541 - Removed requirement
because it was disabling IPv6.
- Updated OVAL V-900 - Disabled the OVAL
because of a bug in SCC.
V1R16 - Solaris 10 | - Updated V-776, V-808, V-810, V-907, V- 28 October 2016
x86 STIG, | 4269, V-4301, V-4696, V-11985, V-11986, V-
V1R15 12765, V-22291, VV-22292, VV-22354, VV-22355,
V-22359, V-22360, V-22363, V-22364, and V-
22582,
- Updated V-899, V-4249, V-22310, V-22413,
V-22414, and V-22582 OVAL.
V1R15 - Solaris 10 | - Removed V-22554 and V-22575. 22 July 2016
x86 STIG, |- Updated V-787, V-794, V-4301, V-11985, V-
V1R14 22354, V-22355, V-22359, V-22360, V-22363,
and V-22364.
- Updated V-907, V-955, V-956, VV-957, V-
12003, V-22304, VV-22310, V-22413, V-22414,
and V-22600 OVAL.
V1R14 - Solaris 10 | - Updated V-761, V-776, V-811, V-11986, V- 22 April 2016
x86 STIG, |12002, V-22409, V-22410, V-22411, V-22412,
V1R15 V-22414,V-22416, V-22417, \V-22550, V-

22551, VV-22553, VV-22554, \/-23738, \V-23741,
and VV-23972.
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- Updated V-811, V-4248, V-4249, VV-11999,
V-22290, and V-22582 OVAL.

- Solaris 10
x86 STIG,
V1R12

- Solaris 10
x86 STIG,
Revision
History

- Solaris 10
x86 STIG,
Overview

- Updated V-828, V-907, V-4248, V-4249, V-
4250, V-11999, V-22290, V-22415, V-22460,
V-22463, V-22585, V-22586, V-22587, V-
24624, and VV-30004.

- Updated V-770 and VV-848 OVAL.

- Updated Overview to reflect template
changes.

22 January 2016

- Solaris 10
x86 STIG,
V1R11

- Solaris 10
x86 STIG,
Revision
History

- Updated V-940, V-11947, V-22306, V-22323,
V-22422, and V-22609.

- Restored V-835.

- Updated V1R11 revision history.

23 October 2015

- Solaris 10
x86 STIG,
V1R10

- Updated V-828, V-829, V-1030, V-1056, V-
11945, VV-22435, V-22436, V-22497, and V-
22500.

24 July 2015

- Solaris 10
x86 STIG,
V1R9

- Updated V-22418, VV-22582, and V-22418.
- Updated V-22604 OVAL.

24 April 2015

- Solaris 10
x86 STIG,
V1R8

- Updated V-805, V-12003, and V-12765.
- Updated V-787, V-793, V-11997, and V-
12003 OVAL.

23 January 2015

- Solaris 10
x86 STIG,
V1R7

- Solaris 10
x86 STIG,
Revision
History

- Updated V-1010.

- Updated V-22304 OVAL.

- Reversed order of entries in Revision History
from ascending to descending.

24 October 2014

-Solaris 10
x86 STIG,
V1R6

- Updated V-22579.

25 July 2014
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V1R6 -Solaris 10 | - Updated VV-782, V-794, V-847, V-11976, V- | 25 April 2014
x86 STIG, | 22358, V-22399, V-22401, V-22496, and V-
V1R5 22579.
- Updated V-763, V-955, V-12003, VV-22347,
and V-22489 OVAL.
- Updated Benchmark to SCAP 1.1.
V1R5 - Solaris 10 | - Updated V-11976. 24 January 2014
x86 STIG,
V1R4
V1R4 - Solaris 10 | - Updated V-11986, VV-22363, V-22364, V-808, | 26 July 2013
x86 STIG, | V-904, V-22422, and V-22606.
V1R3 - Updated V-22603, VV-22604, and V-22605 and
associated OVAL.
V1R3 - Solaris 10 | - Updated V-783 and V-22579 vuls. 26 April 2013
x86 STIG, |- Updated V-907 and V-847 OVAL.
V1R2
V1R2 - Solaris 10 | - Added Revision History to initial release 25 January 2013
x86 STIG, | document.
Revision - Updated V-4701, V-800, and V-822 vuls and
History OVAL to reduce false findings.
- Solaris 10 | - Updated V-906, V-907, and VV-847 to support
x86 STIG, | Service Management Facility.
V1R1
V1R1 - N/A - Initial Release. 23 August 2012
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