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REVISION HISTORY 

Revision 

Number 

Document 

Revised 
Description of Change Release Date 

V1R6 - Canonical 

Ubuntu 

20.04 LTS 

STIG, V1R5 

- UBTU-20-010033, UBTU-20-010035, 

UBTU-20-010036, UBTU-20-010037, 

UBTU-20-010038, UBTU-20-010043, 

UBTU-20-010044, UBTU-20-010047, 

UBTU-20-010048, UBTU-20-010049 - 

Updated check text to include sshd_config.d 

directories. 

- UBTU-20-010453 - Updated CCI. 

- UBTU-20-010415  - Updated check and 

fix text. 

27 October 2022 

V1R5 - Canonical 

Ubuntu 

20.04 LTS 

STIG, V1R4 

- UBTU-20-010006, UBTU-20-010054 - 

Updated Check text command. 

- UBTU-20-010009, UBTU-20-010172, 

UBTU-20-010267, UBTU-20-010298, 

UBTU-20-010403, UBTU-20-010443, 

UBTU-20-010460 - Updated Check and Fix 

text. 

- UBTU-20-010038, UBTU-20-010044 - 

Updated Check text command output. 

- UBTU-20-010070, UBTU-20-010463 - 

Corrected typos in Check and Fix text. 

- UBTU-20-010124 - Updated Fix text. 

- UBTU-20-010276 - Removed 

requirement; this is covered under UBTU-

20-010179. 

- UBTU-20-010430 - Updated Rule Title, 

Check, and Fix text. 

- UBTU-20-010457, UBTU-20-010458 - 

Updated Rule Title, Check, and Fix text. 

27 July 2022 

V1R4 - Canonical 

Ubuntu 

20.04 LTS 

STIG, V1R3 

- UBTU-20-010455 - Changed SRG-OS-

000481-GPOS-000481 to SRG-OS-000481-

GPOS-00481 to align with SRG ID naming 

convention. 

27 April 2022 

V1R3 - Canonical 

Ubuntu 

20.04 LTS 

STIG, V1R2 

- UBTU-20-010461 - Added a requirement 

to prevent the automounting of USB storage 

devices. 

- UBTU-20-010462 - Added a requirement 

to check for passwordless accounts. 

- UBTU-20-010463 - Added a requirement 

to check for "nullok" in the 

/etc/pam.d/common_password file. 

- UBTU-20-010143, UBTU-20-010144, 

27 January 2022 
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UBTU-20-010145, UBTU-20-010146, 

UBTU-20-010147, UBTU-20-010149, 

UBTU-20-010150, UBTU-20-010151, 

UBTU-20-010153, UBTU-20-010154, 

UBTU-20-010156, UBTU-20-010157, 

UBTU-20-010158, UBTU-20-010159, 

UBTU-20-010160, UBTU-20-010180, 

UBTU-20-010268, UBTU-20-010269, 

UBTU-20-010270 - Combined requirement 

with similar syscall rule. 

- UBTU-20-010142, UBTU-20-010148, 

UBTU-20-010152, UBTU-20-010155, 

UBTU-20-010179, UBTU-20-010267 - 

Combined similar syscall rules with this 

requirement. 

- UBTU-20-010435 - Updated the allowable 

values for "maxpoll" to be congruent with 

other Linux guidance. 

V1R2 - Canonical 

Ubuntu 

20.04 LTS 

STIG, V1R1 

- UBTU-20-010072 - Updated the 

requirement to utilize "pam_faillock" 

instead of "pam_tally2". 

- UBTU-20-010124 - Removed "adm" as an 

authorized group owner. 

- UBTU-20-010181 - Updated the 

requirement to show that SRG-OS-000477-

GPOS-00222 is also satisfied by this rule. 

- UBTU-20-010276 - Updated the Check 

and Fix to reference the "init_module". 

- UBTU-20-010302 - Removed duplicate 

requirement. 

27 October 2021 

V1R1 -N/A - Initial Release. 10 March 2021 

 


