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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V1R12

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33619 - Clarified intent of
check with regard to data elements to
monitor.

27 January 2017

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33619 - Check and Fix -
Added the full path.
- Updated V-33592 - Correct typo.

22 January 2016

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33594 - Check and Fix.

23 October 2015

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33592 - Syntax in the check
and fix section.

- Created a new vulnerability: V-60981
Exch-2-768: Rule Title: Internal Send
Connectors must use an authentication
level.

- Created a new bundled package that
contains a folder within a zip.

- Added section 1.6 to the STIG Overview.
- The Overview has been updated to be
consistent with the STIG.

- Note: The previous release package
consisted of two zips.

24 July 2015

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33623 - Check content with
the new Information Security Role
acronym IAO to ISSO.

- Updated V-33625 - Check content with
the new Information Security Role
acronym IAQO to ISSO.

- Updated the Overview with the new
DISA STIG support email address.

- Updated the Overview with the new IA
security roles and acronyms.

- Updated the Benchmark Maintenance
description with the new DISA STIG
support email address.

24 April 2015

- Microsoft
Exchange 2010
Hub Transport
Server

- Separated the Exchange 2010 STIG into
an individual STIG packages.

- Created a scaled down Hub Transport
Server overview.

23 January 2015
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Revision
Number

Document
Revised

Description of Change

Release Date

- Created a Hub Transport Server revision
history.

- Added overview, revision history, and
new readme documents to the
U_Exchange 2010 Hub_V1R7_STIG.zip
file.

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33629 - Updated check
content SP2 or greater and fix content to
the latest approved service pack or a
supported release.

25 October 2014

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33626 - Added an extra
validation command for DoD certificates.
Give the user a more accurate validation
for DoD-issued certificates.

24 January 2014

- Microsoft
Exchange 2010
Hub Transport
Server

- Updated V-33561 - Added an extra
validation command for the receive
connector.

- Updated V-33587 - Added an extra
validation command for the send
connector.

25 April 2014

- Microsoft
Exchange 2010
Hub Transport
Server

- Modified V-33576 - Added guidance to
allow forwarding to remote domains .mil
and .gov domains only.

25 October 2013

- Microsoft
Exchange 2010
Hub Transport
Server

- Modified V-33561, V-33572, V-33579,
V- 33587, V-33594, VV-33608, and V-
33629 based on feedback from Defense
Enterprise Email (DEE).

26 July 2013

- Microsoft
Exchange 2010
Hub Transport
Server

- Initial Release.

17 December 2012
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