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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V2R2

-MS
OneDrive for
Business
2016 STIG,
V2R1

- DTOO606 - Removed Exploit Protection
requirement. Settings for EMET deprecated
by Microsoft.

01 November 2021

-MS
OneDrive for
Business
2016 STIG,
V1R3

- DISA migrated the STIG to a new content
management system, which renumbered all
Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule
numbers, DISA incremented the version
number from VIR3 to V2RI.

- Renamed the STIG from “OneDrive for
Business 2016 to “Microsoft OneDrive”.

- DTOO602 - Removed the requirement
“Users must be prevented from using the
remote fetch feature to access files on the
machine (32 bit)”.

- DTOO603 - Removed the requirement
“Users must be prevented from using the
remote fetch feature to access files on the
machine (64-bit)”.

- DTOO604 - Removed the requirement
“Users must be prevented from configuring
personal OneDrive accounts.

- DTOO605 - Added requirement that
OneDrive must only allow synchronizing of
accounts for DoD organization instances.

- DTOO606 - Added requirement to
configure for OneDrive.exe exploit
protection mitigations in Windows 10.

- DTOO607 - Added requirement that the
use of personal accounts for OneDrive
synchronization must be disabled.

13 November 2020

-MS
OneDrive for
Business
2016 STIG,
VIR2

- V-71323, V-71327, V-71331 - Added note
to check text regarding the two sets of
OneDrive ADMX/L GPOs and which will
result in the paths in the STIG.

24 April 2020

-MS
OneDrive for
Business
2016 STIG,
VIR1

- V-71331 - Updated template path from
Computer Configuration to User
Configuration.

23 January 2017
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-MS - Initial Release 14 November 2016
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