UNCLASSIFIED

NETWORK INFRASTRUCTURE POLICY STIG
REVISION HISTORY

Version 10, Release 3

27 July 2022

Developed by DISA for the DoD

UNCLASSIFIED



UNCLASSIFIED

Network Infrastructure Policy STIG Revision History, V10R3

27 July 2022

DISA
Developed by DISA for the DoD

REVISION HISTORY

ﬁi\g]st')cé? nggs{?:é“ Description of Change Release Date
V10R3 - Network - NET-TUNL-030 - Updated the requirement | 27 July 2022
Infrastructure | to clarify the Discussion.
Policy STIG,
V10R2
V10R2 - Network - NET-TUNL-026 - Replaced reference to 27 April 2022
Infrastructure | IPSec VPN STIG with VPN SRG.
Policy STIG,
V10R1
V10R1 - Network - NET0185 - Updated requirement to include | 27 January 2022
Infrastructure | IPv6 ULA address space.
Policy STIG, |- NETO0198 - Updated requirement to severity
VIR10 of CAT II, and expanded the info collected.
- NET1622 - Updated requirement to replace
references to Mission Assurance Categories.
VIR10 - Network - V-66359 - Removed NET2003. 24 January 2020
Infrastructure
Policy STIG,
VIR9
VIR9 - Network V-14737 - Corrected CCI. 25 October 2019
Infrastructure
Policy STIG,
VVIRS8
VIRS8 - Network V-14738 - Changed reference to CJCSI 26 April 2019
Infrastructure | 6211.02D.
Policy STIG, | V-12072 - Removed requirement.
VIR7 V-12106 - Removed requirement.
V-18596 - Removed requirement.
V-19900 - Removed requirement.
V-25319 - Removed requirement.
V-30255 - Removed requirement.
VIR7 - Network - V-8051 - Added POC for USCYBERCOM | 26 October 2018
Infrastructure | and the Connection Approval Office to the
Policy STIG, | Check content.
VVIR6
VIR6 - Network - NET-WIDS-001 - Added clarification that 27 July 2018
Infrastructure | Wi-Fi scanning must be done regardless if
Policy STIG, | Wi-Fi has been implemented.
VIR5
VIR5 - Network - NET2017 - Updated Check Content section | 26 January 2018
Infrastructure | to include missing word "not".
Policy STIG,
VVIR4
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REVISION HISTORY

ﬁi\g]st')cé? Dlggsir?:;t Description of Change Release Date
VIR4 - Network - NETO0369 - Corrected the discussion section | 27 October 2017
Infrastructure | by removing the last sentence.
Policy STIG,
VIR3
VIR3 - Network - NETO0185 - Removed CNSSI reference from | 28 April 2017
Infrastructure | Discussion.
Policy STIG,
VIR2
VIR2 - Network - NET0168 - Added note to end of check. 27 January 2017
Infrastructure
Policy STIG,
VIR1
VIR1 - Network - Removed the following requirements that 23 March 2016
Infrastructure | are outdated, redundant, overarching, or
Policy STIG | superseded by the Policy SRG:

NETO0141

NET1286

NET-NAC-007

NET-VLAN-016

NET0260

NET1287

NET-NAC-008

NET-VLAN-017

NET0270

NET1328

NET-NAC-017

NET-VLAN-018

NET0345

NET1340

NET-NAC-030

NET-VLAN-020

NET0347

NET1342

NET-IDPS-022

NET-VLAN-021

NET0355

NET1344

NET-IDPS-023

NET-VLAN-022

NET0384

NET1352

NET-IDPS-028

WIR0005

NET0420

NET1432

NET-IDPS-036

WIR0010-01

NET0999

NET1433

NET-IPV6-050

WIR0015

NET1002

NET1440

NET-IPV6-053

WIR0020

NET1060

NET1621

NET-IPV6-054

WIR0025

NET1070

NET1628

NET-IPV6-055

WIR0030

NET1110

NET1670

NET-IPV6-056

WIR0045

NET1111

NET1730

NET-IPV6-057

WIR0100

NET1113

NET1740

NET-SRVFRM-
006

WIR0124

NET1114

NET1830

NET-TUNL-027

WIR0125-02

NET1280

NET-TUNL-029

WIR0130

NET1281

NET-VLAN-010

WIR0145-01

NET1284

NET-VLAN-013

WIR0145-02

- Updated requirements for tunneling

classified traffic over an unclassified IP
network based on CJCSI 6211.02E and
revised DODI 8010.
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- Added best practice requirements from the
JIE ICAN and WAN STIGs. NET2000-
NET2017.

- Split NET0130 into two requirements:
NET0130 and NET0131.
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