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V2R1

- F5 BIG-IP
Access Policy
Manager STIG,
VIRI1

- F5 BIG-IP
Device
Management
STIG, VIR7

- F5 BIG-IP
Local Traffic
Manager, VIR4

- DISA migrated the F5 BIG-IP STIG to a
new content management system. The
new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number to V2R1.

Access Policy Manager:

- FSBI-AP-000147 - Changed Parent SRG
to SRG-NET-000517-ALG-000006, CCI-
002361.

- FSBI-AP-000151 - Changed Parent SRG
to SRG-NET-000519-ALG-000008, CCI-
002364.

- F5BI-AP-000197, FSBI-AP-000199,
F5BI-AP-000205, FSBI-AP-000207,
F5BI-AP-000209 - Removed requirement;
it is no longer in the parent SRG.

Device Management:

- F5BI-DM-000290 - Added a policy to
APM stating if F5 is being used to
authenticate users for web applications,
the HTTP_Only flag must be set.

Local Traffic Manager:

- F5BI-LT-000139 - Changed Parent SRG
to SRG-NET-000521-ALG-000002, CCI-
001494.

- FSBI-LT-000141 - Changed Parent SRG
to SRG-NET-000514-ALG-000514, CCI-
000057.

- F5BI-LT-000143 - Changed Parent SRG
to SRG-NET-000515-ALG-000515, CCI-
000058.

- FSBI-LT-000147 - Changed Parent SRG
to SRG-NET-000517-ALG-000006, CCI-
002361.

- F5BI-LT-000151 - Changed Parent SRG
to SRG-NET-000519-ALG-000008, CCI-
002364.
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- F5BI-LT-000197, F5SBI-LT-000199,
F5BI-LT-000205, F5BI-LT-000207,
F5BI-LT-000209 - Removed requirement;
it is no longer in the parent SRG.

The following STIGs were not updated
this release:

- F5 BIG-IP Advanced Firewall Manager,
VIR1

- F5 BIG-IP Application Security
Manager, VIR1

- F5 BIG-IP
Local Traffic
Manager, VIR3

Local Traffic Manager:

- V-60273 - Rule title updated to reference
800-52 Revision 2, which has superseded
Revision 1.

- V-60319 - Removed from STIG and
placed in DNM status. Application does
not provide session lockout function.
Current Fix does not address the
requirement to lock the session.

The following STIGs were not updated
this release:

- F5 BIG-IP Device Management STIG,
VIR7

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIR1

- F5 BIG-IP Application Security
Manager, VIR1

24 July 2020

- F5 BIG-IP
Device
Management
STIG, VIR6

Device Management:

- V-60091- Change check and fix
procedures to require a Set the
MaxClients = 10 (or less) to fix the
mismatch with the actual requirement.

The following STIGs were not updated
this release:

- F5 BIG-IP LTM STIG, V1IR3

- F5 BIG-IP Access Policy Manager
STIG, VIR1

24 January 2020
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- F5 BIG-IP Advanced Firewall Manager,
VIRI1

- F5 BIG-IP Application Security
Manager, VIR1

- F5 BIG-IP
Device
Management
STIG, VIRS

- F5 BIG-IP
LTM STIG,
VIR2

Device Management:
- V-97729 - Added new requirement.
- Updated overview for clarification.

Local Traffic Manager:

- V-60311 - Set a TCP profile "idle-
timeout' set to 600/900 seconds would be
more accurate to meet the requirement.

The following STIGs were not updated
this release:

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIR1

- F5 BIG-IP Application Security
Manager, VIR1

25 October 2019

- F5 BIG-IP
Device
Management
STIG, VIR4

Device Management:

- F5BI-DM-000133 - Corrected Check
Content; changed “Verify ‘SSL’ is
configured...” to “Verify ‘Encryption’ is
configured...”.

The following STIGs were not updated
this release:

- F5 BIG-IP L'TM STIG, V1R2

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIRI1

- F5 BIG-IP Application Security
Manager, VIR1

28 July 2017

- F5 BIG-IP
Device
Management
STIG, V1IR3

Device Management:

- F5SBI-DM-000007 - Changed
requirement from 900 Seconds (15
minutes) to 600 seconds (10 minutes) to
coincide with the setting in FSBI-DM-
000137.

28 April 2017
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The following STIGs were not updated
this release:

- F5 BIG-IP LTM STIG, V1R2

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIRI1

- F5 BIG-IP Application Security
Manager, VIR1

- F5 BIG-IP Device Management: 28 October 2016
Device - F5BI-DM-000041 - Removed check
Management from STIG as inherently meets.
STIG, VIR2

- F5 Big-IP LTM | Local Traffic Manager:

STIG, VIR1 - F5BI-LT-000203 - Updated Check
Content and Fix Text Sections.

- F5BI-LT-000057, F5BI-LT-000059,
F5BI-LT-000061, F5BI-LT-000063, F5SBI-
LT-000065; Updated Vulnerability
Discussion, Check Content, and Fix Text
sections.

- F5 BIG-IP Overview:
Device - Added Section 1.8 Product Approval
Management Disclaimer.
STIG Overview

The following STIGs were not updated
this release:

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIR1

- F5 BIG-IP Application Security
Manager, VIR1

- F5 BIG-IP Device Management: 23 October 2015
Device - STIG V-60155 updated Rule Title,
Management Check Content, and Fix Text to require
STIG, VIR1 only eight (8) characters be changed
instead of 15 when changing a password.
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- F5 BIG-IP
Device
Management
STIG Overview

- STIG V-60137 updated Rule Title,
Check Content, and Fix Text to require
the use of NIAP evaluated cryptographic
mechanisms.

Overview:
- Overview updated Other Considerations
Section.

The following STIGs were not updated
this release:

- F5 BIG-IP Access Policy Manager
STIG, VIR1

- F5 BIG-IP Advanced Firewall Manager,
VIR1

- F5 BIG-IP Application Security
Manager, VIR1

- F5 BIG-IP LTM STIG, VIRI1

- Initial Release.

29 May 2015
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