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V2R4

- Juniper
Router NDM
STIG, V2R1

NDM:
- JUNI-ND-000490 - Corrected note in
check and fix text.

Juniper Router RTR STIG, V2R3:
- No changes this release.

27 October 2022

- Juniper
Router RTR
STIG, V2R2

- Juniper
Router NDM
STIG, VIRS

RTR:
- JUNI-RT-000920 - Fixed policy reference
in check text.

NDM:

DISA migrated the Juniper Router NDM
STIG to a new content management system.
The new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V1RS5 to V2R1.

- JUNI-ND-000490 - Fixed class reference
in fix text.

27 April 2022

- Juniper
Router RTR
STIG, V2R1

RTR:

- JUNI-RT-000381, JUNI-RT-000235,
JUNI-RT-000382, JUNI-RT-000383, JUNI-
RT-000384, JUNI-RT-000385, JUNI-RT-
000386, JUNI-RT-000387 - Added
Severity, which was not showing in
previous version.

- JUNI-RT-000383 - Revised the “Step 1”
Check text.

Juniper Router NDM STIG, VIRS
- No changes this release.

12 February 2021

- Juniper
Router RTR
STIG, VIRS

DISA migrated the Juniper Router RTR
STIG to a new content management system.
The new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V1RS5 to V2R1.

RTR:
- JUNI-RT-000235 - Added requirement to

22 January 2021
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prohibit use of IPv6 Site Local addresses.

- JUNI-RT-000381 - Added requirement to
suppress IPv6 Router Advertisements at
external interfaces.

- JUNI-RT-000382 - Added requirement to
drop IPv6 packets with a Routing Header
type 0, 1, or 3-255.

- JUNI-RT-000383 - Added requirement to
drop IPv6 packets containing a Hop-by-Hop
header with invalid option type values.

- JUNI-RT-000384 - Added requirement to
drop IPv6 packets containing a Destination
Option header with invalid option type
values.

- JUNI-RT-000385 - Added requirement to
drop IPv6 packets containing an extension
header with the Endpoint Identification
option.

- JUNI-RT-000386 - Added requirement to
drop IPv6 packets containing the NSAP
address option within Destination Option
header.

- JUNI-RT-000387 - Added requirement to
drop IPv6 packets containing a Hop-by-Hop
or Destination Option extension header with
an undefined option type.

Juniper Router NDM STIG, VIRS - No
changes this release.

- Juniper
Router NDM
STIG, VIR4

- Juniper
Router RTR
STIG, VIR4

NDM:

-V-91113, V-91147, V-91151, V-91197 -
Removed requirements.

- V-91195 - Changed to CAT 1 and mapped
to SRG-APP-000516-NDM-000350.

- V-91201 - Mapped to SRG-APP-000516-
NDM-000351.

RTR:

- V-90809 - Remapped to SRG-NET-
000230-RTR-000001.

- V-90811 - Remapped to SRG-NET-
000230-RTR-000003.

24 July 2020
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- V-90857 - Remapped to SRG-NET-
000205-RTR-000014.

- V-90865 - Remapped to SRG-NET-
000205-RTR-000015.

- V-90887 - Remapped to SRG-NET-
000362-RTR-000124.

- V-90889 - Remapped to SRG-NET-
000230-RTR-000002.

- V-90937 - Remapped to SRG-NET-
000205-RTR-000016.

- V-90943 - Removed requirement.

- V-90945 - Changed rule title to PE router.

- Juniper
Router NDM
STIG, V1IR3

- Juniper
Router RTR
STIG, VIR3

NDM:

- V-91127 - Corrected typo in check
content.

- V-91131 - Corrected typo in check and fix
content.

RTR:
- V-90939, V-90941 - Provided link to GTP
QOS document in check and fix content.

24 April 2020

- Juniper
Router NDM
STIG, VIR2

NDM:
- V-91111 - Removed JUNI-ND-000230.
- V-91143 - Removed JUNI-ND-000830.

Juniper Router RTR STIG, V1IR3 - No
changes this release.

24 January 2020

- Juniper
Router RTR
STIG, VIR2

RTR:
- V-90897, V-90905, V-96005 - Add
clarification to check content.

Juniper Router NDM STIG, V1R2 - No
changes this release.

25 October 2019

- Juniper
Router NDM
STIG, VIR1

- Juniper
Router RTR
STIG, VIR1

NDM:
- V-91107 - Corrected configuration
example in Check and Fix.

RTR:

- V-96005 - Added BGP requirement to
filter AS PATH attribute.

- V-90807, V-90845, V-90901, V-90939,
V-90951 - Corrected Check and Fix.

26 July 2019

UNCLASSIFIED



Juniper Router STIG Revision History
27 October 2022

UNCLASSIFIED

DISA
Developed by DISA for the DOD

- V-90823 - Changed SNMP from TCP to
UDP in Check.

- V-90847, V-90883 - Corrected
configuration example in Check and Fix.

- V-90849 - Provided clarification in Check.
- V-90897 - Corrected finding statement in

Check.

- V-90941 - Removed PE router from Rule
Title.

- V-90943 - Removed requirement, which
was redundant with JUNI-RT-000740.

- V-90957 - Removed "and sources" from
Rule Title, Check, and Fix content.
-V-90961, V-90963 - Provided clarification
in Check.

- Initial Release.

13 November 2018
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