APRIL 2023 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Apple iOS-iPadOS 16 STIG, Version 1, Release 2
NA
Corrected typos in Configuration Tables document.

Apple macOS 12 (Monterey) STIG, Version 1, Release 6
APPL-12-000052
implementation.

APPL-12-000051
Updated vulnerability discussion and check text to reflect changes in the openssh implementation.

Canonical Ubuntu 18.04 LTS STIG Benchmark, Version 2, Release 9

UBTU-18-010400
Updated OVAL element references. No change to OVAL logic.

UBTU-18-010415
Added OVAL content.

UBTU-18-010305
Added OVAL content.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 11
UBTU-18-010392
Corrected typo in fix text.

UBTU-18-010447
Revised explanation of emergency account versus temporary account.

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 6

UBTU-20-010400
Updated OVAL element references. No change to OVAL logic.

UBTU-20-010036
Updated OVAL element references. No change to OVAL logic.

UBTU-20-010122
Added OVAL content.

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 8
UBTU-20-010410
Revised explanation of emergency account versus temporary account.




Cisco ASA Firewall STIG, Version 1, Release 4
CASA-FW-000220
Corrected the note in the check text.

CASA-FW-000250
Corrected the syntax in the check and fix text.

Cisco ASA NDM STIG, Version 1, Release 4
CASA-ND-000940
Combined NTP requirements.

CASA-ND-000980
Combined NTP requirements.

Cisco I0S Router NDM STIG, Version 2, Release 5
CISC-ND-001370
Updated check and fix to allow LOCAL access to CONSOLE.

CISC-ND-000470
Updated check and fix to add call home feature.
Updated check text for "service pad".

Cisco I0S Router RTR STIG, Version 2, Release 4
CISC-RT-000080
Removed requirement and addressed in the NDM STIG.

CISC-RT-000040
Updated check and fix for OSPFv2.

Cisco I0S Switch NDM STIG, Version 2, Release 5
CISC-ND-001370
Updated check and fix to allow LOCAL access to CONSOLE.

CISC-ND-000470
Updated check and fix to add call home feature.
Updated check text for "service pad".

Cisco I0S Switch RTR STIG, Version 2, Release 3
CISC-RT-000080
Removed and addressed in the NDM STIG.

CISC-RT-000040
Updated check and fix for OSPFv2.

Cisco I0S XE Router NDM STIG, Version 2, Release 6
CISC-ND-001370
Updated check and fix to allow LOCAL access to CONSOLE.




CISC-ND-000470
Updated check and fix to add call home feature.
Updated check text for "service pad".

CISC-ND-001220
Removed requirement; default policy meets requirement.

Cisco I0S XE Router RTR STIG, Version 2, Release 7
CISC-RT-000080
Removed and addressed in the NDM STIG.

CISC-RT-000040
Updated check and fix for OSPFv2.
Updated check and fix for BGP TCP-AO.

Cisco I0S XE Switch NDM STIG, Version 2, Release 5
CISC-ND-001370
Updated check and fix to allow LOCAL access to CONSOLE.

CISC-ND-000470
Updated check and fix to add call home feature.
Updated check text for "service pad".

CISC-ND-001220
Removed requirement; default policy meets requirement.

Cisco I0S XE Switch RTR STIG, Version 2, Release 3
CISC-RT-000080
Removed and addressed in the NDM STIG.

CISC-RT-000040
Updated check and fix for OSPFv2.
Updated check and fix for BGP TCP-AO.

Cisco I0S XR Router RTR STIG, Version 2, Release 2
CISC-RT-000080
Removed and addressed in the NDM STIG.

CISC-RT-000040
Updated check and fix for BGP TCP-AOQ.

Cisco I0S-XE Router NDM STIG Benchmark, Version 1, Release 7
CISC-ND-000470

Update OVAL content to verify service call-home is not enabled.

Cisco I0S-XE Router RTR STIG Benchmark, Version 1, Release 3




CISC-RT-000080
Disabled requirement in conjunction with removal from manual STIG.

Cisco NX OS Switch NDM STIG, Version 2, Release 4
CISC-ND-000250
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-001290
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-001220
Removed requirement; default policy meets requirement.

ESS ePO 5.x STIG, Version 2, Release 11
H42185 - ePO 5x
Root CA 2 is no longer an acceptable authority.

H36900 - ePO 5x
Removed requirement.

H36920 - ePO 5x
Removed requirement.

H36940 - ePO 5x
Removed requirement.

ESS McAfee Agent STIG, Version 5, Release 8
H35190
Updated according to AHA Configuration Guide changes.

IBM Hardware Management Console (HMC) Policies STIG, Version 2, Release 1
HMCPO0010
Corrected CCI.

HMCP0110
Corrected CCI.

HMCPO0130
Corrected CCI.

HMCP0120
Corrected CCI.

IBM z/OS ACF2 STIG, Version 8, Release 11
ACF2-ES-000030
Changed severity to CAT Il




ACF2-ES-000040
Changed severity to CAT Il

ACF2-0S-000020
Removed requirement; duplicate of ACF2-SH-000020.

IBM z/OS TSS STIG, Version 8, Release 10
TSS0-SS-000010
Corrected discrepancy with RACF and ACF2.

Kubernetes STIG, Version 1, Release 9
CNTR-K8-003340
Added sudo to the check.

McAfee ENS 10.x Local Client STIG, Version 1, Release 4
ENS-FW-000007
Removed requirement.

McAfee ENS 10.x STIG, Version 2, Release 11
ENS-FW-000005
will also not cause this vulnerability to be open.

ENS-FW-000007
Removed requirement.

ENS-EP-000004
Added additional instruction for confirming custom content.

Microsoft lIS 10.0 Server STIG, Version 2, Release 9
lIST-SV-000153
Cleaned up syntax.

IIST-SV-000100
Removed requirement.

lIST-SV-000141
Removed requirement.

Microsoft IIS 10.0 Site STIG, Version 2, Release 8
IIST-SI-000204
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.
Added Not Applicable statement for public servers not requiring authentication.

1IST-S1-000230
Added Not Applicable statement for SharePoint clause.




IIST-S1-000229
Added Not Applicable statement for SharePoint clause.

1IIST-S1-000203
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.

1IIST-S1-000246
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.

1IST-S1-000234
Added Not Applicable statement for SharePoint clause.

IIST-S1-000215
Added Not Applicable statement for SharePoint clause.

IIST-S1-000216
Added Not Applicable statement for SharePoint clause.

1IST-S1-000220
Added Not Applicable statement for WSUS clause.

Microsoft IIS 8.5 Server STIG, Version 2, Release 6
IISW-SV-000153
Cleaned up syntax.

IISW-SV-000100
Removed requirement.

IISW-SV-000141
Removed requirement.

Microsoft IIS 8.5 Site STIG, Version 2, Release 8
IISW-SI-000220
Added Not Applicable statement for WSUS clause.

1ISW-S1-000203
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.

1ISW-SI-000204
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.
Added Not Applicable statement for public servers not requiring authentication.

IISW-S1-000246




Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.

IISW-SI1-000249
Added Not Applicable statement for SharePoint clause.

IISW-SI-000234
Added Not Applicable statement for SharePoint clause.

IISW-SI1-000230
Added Not Applicable statement for SharePoint clause.
Added Not Applicable statement for WSUS clause.

IISW-SI1-000229
Added Not Applicable statement for SharePoint clause.

IISW-SI1-000215
Added Not Applicable statement for SharePoint clause.

1ISW-SI1-000216
Added Not Applicable statement for SharePoint clause.

Microsoft Internet Explorer 11 STIG Benchmark, Version 2, Release 5
DTBI999-IE11
Modified OVAL logic to reflect update to the manual STIG.

Microsoft Internet Explorer 11 STIG, Version 2, Release 4
DTBI999-IE11
Revised applicability syntax.

Microsoft Office 365 ProPlus STIG, Version 2, Release 9
0365-EX-000024
Corrected a typo in the check text.

Mozilla Firefox for Windows Benchmark, Version 6, Release 4
NA
Corrected SCAP Benchmark title.

MS SQL Server 2016 Database STIG, Version 2, Release 6
SQL6-D0-000100
Reworded check content.

MS SQL Server 2016 Instance STIG, Version 2, Release 9
SQL6-D0-006200
Combined with SQL6-D0-006200 and SQL6-D0-006400 with SQL6-D0-006300.

SQL6-D0-006400




Combined with SQL6-D0-006200 and SQL6-D0-006400 with SQL6-D0-006300.

SQL6-D0-006300
Combined with SQL6-D0-006200 and SQL6-D0-006400 with SQL6-D0-006300.

SQL6-D0-004500
Combined SQL6-D0-004500 with SQL6-D0-004600.

SQL6-D0-004600
Combined SQL6-D0-004500 with SQL6-D0-004600.

SQL6-D0-013100
Combined SQL6-D0-013100 with SQL6-D0-013200.

SQL6-D0-013200
Combined SQL6-D0-013100 with SQL6-D0-013200.

SQL6-D0-013300
Combined SQL6-D0-013300 with SQL6-D0-013400.

SQL6-D0-013400
Combined SQL6-D0-013300 with SQL6-D0-013400.

SQL6-D0-013500
Combined SQL6-D0-013500 with SQL6-D0-013600.

SQL6-D0-013600
Combined SQL6-D0-013500 with SQL6-D0-013600.

SQL6-D0-013700
Combined SQL6-D0-013700 with SQL6-D0-013800.

SQL6-D0-013800
Combined SQL6-D0-013700 with SQL6-D0-013800.

SQL6-D0-013900
Combined SQL6-D0-013900 with SQL6-D0-014000.

SQL6-D0-014000
Combined SQL6-D0-013900 with SQL6-D0-014000.

SQL6-D0-014300
Combined SQL6-D0-014300 and SQL6-D0-014400.

SQL6-D0-014400
Combined SQL6-D0-014300 and SQL6-D0-014400.




SQL6-D0-014500
Combined SQL6-D0-014500 and SQL6-D0-014600.

Network Device Management SRG, Version 4, Release 2
SRG-APP-000457-NDM-000352
Added requirement for firmware updates.

Network Infrastructure Policy STIG, Version 10, Release 5
NET-TUNL-028
Updated discussion.

Network WLAN AP-IG Platform STIG, Version 7, Release 3
WLAN-NW-000600
Updated rule title, check, and fix to clarify requirement.

Network WLAN AP-NIPR Platform STIG, Version 7, Release 3
WLAN-NW-000600
Updated rule title, check, and fix to clarify requirement.

Network WLAN Bridge Platform STIG, Version 7, Release 2
WLAN-NW-000600
Updated rule title, check, and fix to clarify requirement.

Network WLAN Controller Platform STIG, Version 7, Release 3
WLAN-NW-000600
Updated rule title, check, and fix to clarify requirement.

Oracle Database 12c STIG, Version 2, Release 7
0121-C2-016600
Corrected syntax error in check content.

0121-C2-015700
Corrected syntax error in check content.

0121-C2-016000
Removed requirement.

0121-C2-016100
Removed requirement.

0121-BP-025800

Updated discussion, check, and fix. AUDIT_SYS_OPERATIONS is not used with unified auditing.

0121-C2-004300
Removed requirement.

0121-BP-022000




Corrected finding statement in check.

Oracle Linux 7 STIG Benchmark, Version 2, Release 11
OL07-00-020030
Modified OVAL logic to reflect update to the manual STIG.

OL07-00-010119
Modified OVAL logic to reflect update to the manual STIG.

OL07-00-040000
Updated OVAL element references. No change to OVAL logic.

OL07-00-010118
Updated OVAL element references. No change to OVAL logic.

OL07-00-021320
Updated OVAL element references. No change to OVAL logic.

Oracle Linux 7 STIG, Version 2, Release 11
OL07-00-010019
Created new rule to ensure vendor GPG keys are installed.

OL07-00-010063
Disabled GNOME login screen user list.

OL07-00-010271
Revised explanation of emergency account versus temporary account.

Oracle Linux 8 STIG Benchmark, Version 1, Release 5
OL08-00-020040
Modified OVAL logic to reflect update to the manual STIG.

OL08-00-010540
Modified OVAL logic to reflect update to the manual STIG.

OL08-00-010541
Modified OVAL logic to reflect update to the manual STIG.

OL08-00-020100
Modified OVAL logic to reflect update to the manual STIG.

OL08-00-020102
Added OVAL content.

OL08-00-020220
Modified OVAL logic to reflect update to the manual STIG.




OL08-00-020024
Updated OVAL element references. No change to OVAL logic.

OL08-00-010159
Updated OVAL element references. No change to OVAL logic.

OL08-00-010160
Updated OVAL element references. No change to OVAL logic.

OL08-00-030070
Updated OVAL element references. No change to OVAL logic.

Oracle Linux 8 STIG, Version 1, Release 6
OL08-00-020040
Corrected check text command syntax.

OL08-00-040150
Corrected fix text typo.

OL08-00-010019
Created new rule to ensure vendor GPG keys are installed.

OL08-00-020270
Revised explanation of emergency account versus temporary account.

OL08-00-010540
Updated command output text in the check text to match OS version.

OL08-00-010541
Updated command output text in the check text to match OS version.

OL08-00-010544
Updated command output text in the check text to match OS version.

OL08-00-010800
Updated command output text in the check text to match OS version.

Rancher Government Solutions RKE2 STIG, Version 1, Release 2
CNTR-R2-000010
Changed text to use args.

CNTR-R2-000060
syntax.

CNTR-R2-000800
Added case where no output is returned.




CNTR-R2-000890
Modified fix to consider containerd and docker.

CNTR-R2-000120
Added text for deprecation of flag v1.24.

CNTR-R2-000580
Changed grep to include child directory and fix syntax where a space was omitted.

CNTR-R2-001130
Changed check to exclude system-unrestricted-psp.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 11
RHEL-07-020030
Modified OVAL logic to reflect update to the manual STIG.

RHEL-07-010119
Modified OVAL logic to reflect update to the manual STIG.

RHEL-07-040000
Updated OVAL element references. No change to OVAL logic.

RHEL-07-010200
Updated OVAL element references. No change to OVAL logic.

RHEL-07-021320
Updated OVAL element references. No change to OVAL logic.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 11
RHEL-07-010019
Created new rule to ensure vendor GPG keys are installed.

RHEL-07-010063
Created new rule to disable GNOME login screen user list.

RHEL-07-010271
Revised explanation of emergency account versus temporary account.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 9
RHEL-08-010200
Updated OVAL element references. No change to OVAL logic.

RHEL-08-020040
Modified OVAL logic to reflect update to the manual STIG.

RHEL-08-030070
Modified OVAL logic to reflect update to the manual STIG.




RHEL-08-010540
Modified OVAL logic to reflect update to the manual STIG.

RHEL-08-010541
Modified OVAL logic to reflect update to the manual STIG.

RHEL-08-020100
Modified OVAL logic to reflect update to the manual STIG.

RHEL-08-020102
Added OVAL content.

RHEL-08-020220
Modified OVAL logic to reflect update to the manual STIG.

RHEL-08-020024
Updated OVAL element references. No change to OVAL logic.

RHEL-08-010159
Added OVAL content.

RHEL-08-010160
Updated OVAL element references. No change to OVAL logic.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 10
RHEL-08-020040
Corrected check text command syntax.

RHEL-08-040150
Corrected fix text typo.

RHEL-08-010019
Created new rule to ensure vendor GPG keys are installed.

RHEL-08-020270
Revised explanation of emergency account versus temporary account.

RHEL-08-010540
Updated command output text in the check text to match OS version.

RHEL-08-010541
Updated command output text in the check text to match OS version.

RHEL-08-010544
Updated command output text in the check text to match OS version.




RHEL-08-010800
Updated command output text in the check text to match OS version.

SUSE Linux Enterprise Server 12 STIG Benchmark, Version 2, Release 9
SLES-12-010120
Modified OVAL comments to clarify test result objectives.

SLES-12-030191
Updated OVAL element references. No change to OVAL logic.

SLES-12-010860
Added OVAL content.

SUSE Linux Enterprise Server 12 STIG, Version 2, Release 10
SLES-12-010120
Corrected typo in check and fix text.

SLES-12-010331
Added requirement to revise explanation of emergency account versus temporary account.

SUSE Linux Enterprise Server 15 STIG Benchmark, Version 1, Release 4
SLES-15-020020
Updated OVAL element references. No change to OVAL logic.

SLES-15-040210
Added OVAL content.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 10
SLES-15-020061
Created new rule to revise explanation of emergency account versus temporary account.

UEM Server SRG, Version 1, Release 2
SRG-APP-000427-UEM-000500
Added new requirement from the MDM Protection Profile (FMT_POL_EXT.1.1).

z/0S IBM CICS Transaction Server for ACF2 STIG, Version 6, Release 8
ZCIC0041
Added reference to CICS Resource Definition Guide.

z/0S IBM CICS Transaction Server for RACF STIG, Version 6, Release 9
ZCIC0041
Added reference to CICS Resource Definition Guide.

z/0S IBM CICS Transaction Server for TSS STIG, Version 6, Release 9
ZCIC0041
Added reference to CICS Resource Definition Guide.




z/OS SRR Scripts, Version 6, Release 57
ZFDRRO00O0[!
Changes made to remove trailing hyphen from dataset prefix.

TSS0-ES-000300
Corrected issue that caused missing members in SENSITVE.RPT dataset.

ZCICR021
Corrected issue with CICS SPI resources being reviewed.

ACF2-SH-000010
New Automation.

RACF-SH-000010
New Automation.

TSS0-SS-000010
New Automation.

ACF2-SH-000030
New Automation.

RACF-SH-000040
New Automation.

TSS0-SS-000040
New Automation.

ACF2-SH-000040
New Automation.

RACF-SH-000050
New Automation.

TSS0-SH-000030
New Automation.

ACF2-SH-000050
New Automation.

RACF-SH-000020
New Automation.

TSS0-SH-000020
New Automation.

ACF2-0S-000330




New Automation.

RACF-SH-000060
New Automation.

TSS0-ES-000100
New Automation.
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