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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R4 - MS IE 11 
STIG, V2R3 

- DTBI999-IE11 - Revised applicability 
syntax. 
- Rule keys updated due to changes in 
content management system. 

27 April 2023 

V2R3 - MS IE 11 
STIG, V2R2 

- DTBI1115-IE11, DTBI1120-IE11, 
DTBI1125-IE11, DTBI1130-IE11 - 
Removed caveat verbiage. 
- DTBI995-IE11 - Removed 
requirement. 
- DTBI999-IE11 - Modified to disable 
IE11 as a standalone browser. 

27 October 2022 

V2R2 - MS IE 11 
STIG, V2R1 

- DTBI999-IE11 - Added requirement 
to restrict use of IE11 to supported OS 
versions. 

27 July 2022 

V2R1 - MS IE 11 
STIG, V1R19 

DISA migrated the MS IE 11 STIG to a 
new content management system. The 
new content management system 
renumbered all Groups (V-numbers) 
and Rules (SV-numbers). With the new 
Group and Rule numbers, DISA 
incremented the version number from 
V1R19 to V2R1. 
 
- DTBI014-IE11 - Set minimum TLS 
version. 

27 October 2021 

V1R19 - MS IE 11 
STIG, V1R18 

- V-46975, V-46987, V-46995 - Added 
NA statement for McAfee ENS Web 
Control. 
- V-97527 - Modified vulnerability 
discussion in DTBI1135-IE11. 

24 July 2020 

V1R18 - MS IE 11 
STIG, V1R17 

- V-97527 - Added requirement to 
disable developer mode. 

25 October 2019 

V1R17 - MS IE 11 
STIG, V1R16 

V-64711 - Added NA on SIPRNet 
clause. 
V-64713 - Added NA on SIPRNet 
clause. 
V-46505 - Removed requirement. 
V-46585 - Removed requirement. 
V-64717 - Updated CCI. 

26 April 2019 

V1R16 - MS IE 11 
STIG, V1R15 

- Updated V-46473 Check content and 
Fix text to be in line with other 
requirements. 

27 July 2018 
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V1R15 - MS IE 11 
STIG, V1R14 

- Updated CCIs on several Vuls. 27 April 2018 

V1R14 - MS IE 11 
STIG, V1R13 

- V-46629 – Downgraded severity to 
CAT III. 

26 January 2018 

V1R13 - MS IE 11 
STIG, V1R12 

- V-46473 – Removed “!” from registry 
path. Removed registry line from fix 
text. 
- V-75169 – New requirement to 
manage new GPO setting for Internet 
Zone. 
- V-75171 – New requirement to 
manage new GPO setting for Restricted 
Sites Zone. 

28 July 2017 

V1R12 - MS IE 11 
STIG, V1R11 

- V-72757 - Corrected Administrative 
Template directive and registry setting. 
- V-72759 - Corrected Administrative 
Template directive. 
- V-72761, V-72763 - Corrected 
Administrative Template directive and 
registry setting. 
- V-46473 - Removed TLS 1.0 as an 
approved encryption option. 
- V-64729 - Corrected registry key from 
HKCU to HKLM. 

28 February 2017 

V1R11 - MS IE 11 
STIG, V1R10 

- V-46613, V-46673, V-46675 –
Removed requirements. 
- V-72757, V-72759, V-72761, V-
72763 – Added new Active X control 
requirements. 

27 January 2017 

V1R10 - MS IE 11 
STIG, V1R9 

- V-46477, V-46819 – Add NA for 
SIPRNet clause. 

28 October 2016 

V1R9 - MS IE 11 
STIG, V1R8 

- V-46809 - Removed. 
- V-46473, V-64729 - Add registry path 
to Check Content for OVAL. 
- V-46473 - Change to verify all TLS 
are used, not just TLS 1.0 or higher. 

22 July 2016 

V1R8 - MS IE 11 
STIG, V1R7 

- V-46611 – Removed. 22 April 2016 

V1R7 - MS IE 11 
STIG, V1R6 

- Updated V-46819. 
- Updated V-46477-Downgrade to CAT 
III. 
- Updated V-46473 and broke out into 
separate requirements. (V-64729). 

22 January 2016 
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- Added V-64711, V-64713, V-64715, 
V-64717, V-64719, V-64721, V-64723, 
V-64725 and V-64729. 
- Removed V-46823, V-46627, V-
46595, V-46557, V-46559, V-46943, 
V-46631, V-46471, V-46821, V-46833, 
V-46623, V-46563, V-46845, V-46565, 
V-46569, V-46677, V-46679, V-46803, 
V-46805, V-46467, V-46989, V-46851, 
V-46825, V-46661, and V-46571. 

V1R6 - MS IE 11 
STIG, V1R5 

- Removed Duplicates from DPMS (no 
change to STIG). 

24 July 2015 

V1R5 - MS IE 11 
STIG, V1R4 

- Updated guidance for V46473. 24 April 2015 

V1R4 - MS IE 11 
STIG, V1R3 

- Updated V46467 and V47815 
guidance. 

23 January 2015 

V1R3 - MS IE 11 
STIG, V1R2 

- Updated guidance for V46473. 21 November 2014 

V1R2 - MS IE 11 
STIG, V1R1 

- Updated guidance V46625, V6627, 
V46477, V46987. 

24 October 2014 

V1R1 - N/A - Initial Release. 02 May 2014 
 


