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Revision
Number

Document
Revised

Description of Change

Release Date

VIR3

- VMware
NSX-T
STIG, VIR2

VMware NSX-T Distributed Firewall
STIG, VIR3:

- TDFW-3X-000002 - Changed status to
Inherently Meets and removed from STIG.
The gateway firewall enforces rules as soon
as they are published, and if an admin
navigates away from the firewall rule, the
unpublished rules are discarded.

- TDFW-3X-000019 - Updated check and
fix to clarify configuration.

- TDFW-3X-000026 - Rule number updated
due to changes in content management
system.

VMware NSX-T Manager NDM STIG,
V1R3:

- TNDM-3X-000041 - Updated check to
clarify configuration.

- Rule numbers updated due to changes in

content management system.

VMware NSX-T Tier-0 Gateway Firewall
STIG, V1R3:

- TOFW-3X-000002 - Changed status to
Inherently Meets and removed from STIG.
The gateway firewall enforces rules as soon
as they are published and if an admin
navigates away from the firewall rule, the
unpublished rules are discarded.

- TOFW-3X-000011 - Updated check to
clarify configuration.

- TOFW-3X-000019 - Updated check and
fix to clarify configuration.

VMware NSX-T Tier-1 Gateway
Firewall, VIR3:

- TIFW-3X-000002 - Changed status to
Inherently Meets and removed from STIG.
The gateway firewall enforces rules as soon
as they are published, and if an admin
navigates away from the firewall rule, the
unpublished rules are discarded.
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- TIFW-3X-000006 - Updated check and
fix to clarify configuration.

- TIFW-3X-000011 - Updated check to
clarify configuration.

- TIFW-3X-000019 - Updated check and
fix to clarify configuration.

- TIFW-3X-000026 - Rule number updated
due to changes in content management
system.

VMware NSX-T SDN Controller, V1R1:
- Returned “Manual STIG” folder name to
VI1RI1. No other change in this quarter.

VMware NSX-T Tier-0 Gateway RTR,
V1R2:
- No change in this quarter.

VMware NSX-T Tier-1 Gateway RTR,
V1R1:
- No change in this quarter.

- VMware
NSX-T
STIG, V1R1

VMware NSX-T Distributed Firewall,
V1R2:

- Updated STIG due to minor changes in
content management system.

VMware NSX-T Manager NDM, V1R2:
- Updated STIG due to minor changes in
content management system.

VMware NSX-T Tier-0 Gateway
Firewall, VIR2:

- Updated STIG due to minor changes in
content management system.

VMware NSX-T Tier-0 Gateway RTR,
V1R2:

- Updated STIG due to minor changes in
content management system.

VMware NSX-T Tier-1 Gateway
Firewall, V1R2:

02 September 2022
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- Updated STIG due to minor changes in
content management system.

VMware NSX-T SDN Controller, VIR1:
- No change in this quarter.

VMware NSX-T Tier-1 Gateway RTR,
VI1R1:

- No change in this quarter.

- Initial Release. 30 March 2022
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