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V2R2 - Windows 
Defender 
Firewall with 
Advanced 
Security 
STIG, V2R1 

- Updated STIG title to “Microsoft 
Windows Defender Firewall with Advanced 
Security”. 
- Updated all requirements to state Windows 
Defender Firewall with Advanced Security. 

09 November 2023 

V2R1 - Windows 
Firewall with 
Advanced 
Security 
STIG 
Overview, 
V1R7 

DISA migrated the STIG to a new content 
management system. The new content 
management system renumbered all Groups 
(V-numbers) and Rules (SV-numbers). With 
the new Group and Rule numbers, DISA 
incremented the version number from V1R7 
to V2R1. 
 
- In Overview, replaced reference to HBSS 
with ESS. 

01 November 2021 

V1R7 - Windows 
Firewall with 
Advanced 
Security, 
V1R6 

- Added CCIs to all requirements. 27 April 2018 

V1R6 - Windows 
Firewall with 
Advanced 
Security, 
V1R5 

- The following were removed by DOD 
Consensus: V-17420, V-17430, V-17421, V-
17431, V-17441. 
 
Windows Firewall Benchmark, V1R6: 
- The following were removed from the 
benchmark: V-17420, V-17430, V-17421, V-
17431, V-17441. 

28 April 2017 

V1R5 - Windows 
Firewall with 
Advanced 
Security, 
V1R4 

- Updated Overview to clarify Windows 
Firewall is only required when HBSS 
Firewall cannot be used. 
- V-17424 - Removed requirement defining 
firewall log location and file name. 
- V-17434 - Removed requirement defining 
firewall log location and file name. 
- V-17444 - Removed requirement defining 
firewall log location and file name. 
 
Windows Firewall Benchmark, V1R5: 
- Added Windows 10 CPE information. 
- V-17424 - Removed from benchmark. 
- V-17434 - Removed from benchmark. 

28 October 2016 
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- V-17444 - Removed from benchmark. 
V1R4 - Windows 

Firewall with 
Advanced 
Security, 
V1R3 

- V-17440 - Removed requirement per 
Consensus group review. 
- V-17424 - Updated log file names in Fix 
for consistency. 
- V-17434 - Updated log file names in Fix 
for consistency. 
- V-17444 - Updated log file names in Fix 
for consistency. 
 
Windows Firewall Benchmark, V1R4: 
- V-17440 - Disabled the rule in OVAL. 

22 July 2016 

V1R3 - Windows 
Firewall with 
Advanced 
Security, 
V1R2 

- Added Section 1.6 Other Considerations to 
the STIG Overview document. 
 
- The following requirements have been 
updated to be findings if the related firewall 
profile (Domain, Private, and Public) has not 
been enabled. 
- V-17418, V-17419, V-17420, V-17421, V-
17424, V-17425, V-17426, V-17427, V-
17428, V-17429, V-17430, V-17431, V-
17434, V-17435, V-17436, V-17437, V-
17438, V-17439, V-17440, V-17441, V-
17442, V-17443, V-17444, V-17445, V-
17446, V-17447. 
 
Windows Firewall Benchmark, V1R3: 
- Updated in accordance with manual STIG 
changes above. 
 
- V-17424 Modified file path in registry 
check. 
- V-17434 Modified file path in registry 
check. 
- V-17444 Modified file path in registry 
check. 

24 July 2015 

V1R2 - Windows 
Firewall with 
Advanced 
Security, 
V1R1 

- The following requirements have been 
updated to include configuration using 
Netsh: V-17415, V-17416, V-17417, V-
17418, V-17419, V-17420, V-17421, V-
17424, V-17425, V-17426, V-17427, V-
17428, V-17429, V-17430, V-17431, V-

24 April 2015 
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17434, V-17435, V-17436, V-17437, V-
17438, V-17439, V-17440, V-17441, V-
17444, V-17445, V-17446, V-17447. 
 
- The following requirements have been 
updated to be NA for systems that are not 
members of a domain: V-17442, V-17443. 
 
Windows Firewall Benchmark, V1R2: 
- Updated in accordance with manual STIG 
changes above. 

 


