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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V1R11 - SLES 15 
STIG, V1R10 

- SLES-15-020050 - Revised check and fix 
text. 
- SLES-15-010530 - Rule number updated 
due to changes in content management 
system. 

25 October 2023 

V1R10 - SLES 15 
STIG, V1R9 

- SLES-15-010418 - Created new rule for 
"mailx". 
- SLES-15-010420, SLES-15-010570 - 
Updated cron configuration for AIDE. 
- SLES-15-020061 - Created new rule to 
revise explanation of emergency account 
versus temporary account. 

27 April 2023 

V1R9 - SLES 15 
STIG, V1R8 

- Rule numbers updated throughout due to 
changes in content management system. 
- SLES-15-010340 - Updated the 
Vulnerability Discussion, Check and Fix 
command text, and added a note. 
- SLES-15-010375 - Created new rule to 
restrict access to DMESG. 
- SLES-15-010419 - Created new rule for 
AIDE installation and initialization. 
- SLES-15-010420 - Removed lines from 
check text for checking if AIDE is installed. 
Updated fix text to correct mail spool 
location. 
- SLES-15-010570 - Updated check/fix text 
to correct mail spool location. 
- SLES-15-040040, SLES-15-040050 - 
Removed lines for checking if AIDE is 
installed. 
- SLES-15-040250 - Updated text to reflect 
revised SSH key permissions guidance from 
vendor. 
- SLES-15-040280 - Deleted rule as it is not 
applicable to SLES 15. 
- SLES-15-040450 - Created new rule for 
SSH key exchange algorithms configuration. 

26 January 2023 

V1R8 - SLES 15 
STIG, V1R7 

- SLES-15-020080, SLES-15-020120 - 
Updated CCI.  

27 October 2022 

V1R7 - SLES 15 
STIG, V1R6 

- SLES-15-010361 - Updated Rule Title, 
Check, and Fix text. 
- SLES-15-020099 - Updated Check and Fix 
text. 

27 July 2022 
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Revision 
Number 

Document 
Revised Description of Change Release Date 

- SLES-15-020102, SLES-15-020103- 
Updated Check text. 

V1R6 - SLES 15 
STIG, V1R5 

- SLES-15-010250 - Removed unnecessary 
requirement. 

27 April 2022 

V1R5 - SLES 15 
STIG, V1R4 

- SLES-15-020099 - Added requirement to 
specify the default "include" directory for the 
/etc/sudoers file. 
- SLES-15-020102, SLES-15-020103 - 
Updated the finding statement. 
- SLES-15-020104 - Added requirement to 
explicitly prevent the bypass of password 
requirements for privilege escalation.  
- SLES-15-020181 - Added requirement to 
not allow accounts configured with blank or 
null passwords. 
- SLES-15-030150, SLES-15-030190, SLES-
15-030250, SLES-15-030290, SLES-15-
030530, SLES-15-030740 - Grouped like 
syscalls into this requirement. 
- SLES-15-030160, SLES-15-030170, SLES-
15-030180, SLES-15-030320, SLES-15-
030610 - Combined requirement with SLES-
15-030150. 
- SLES-15-030200, SLES-15-030210,  
SLES-15-030220, SLES-15-030230,  
SLES-15-030240 - Combined requirement 
with SLES-15-030190. 
- SLES-15-030260, SLES-15-030270, SLES-
15-030280 - Combined requirement with 
SLES-15-030250. 
- SLES-15-030300, SLES-15-030310 - 
Combined requirement with SLES-15-
030290. 
- SLES-15-030540 - Combined requirement 
with SLES-15-030530. 
- SLES-15-030710, SLES-15-030720, SLES-
15-030730, SLES-15-030750 - Combined 
requirement with SLES-15-030740. 

27 January 2022 

V1R4 - SLES 15 
STIG, V1R3 

- SLES-15-040120 - Updated check 
command syntax. 

27 October 2021 

V1R3 - SLES 15 
STIG, V1R2 

- SLES-15-010001 - Updated ESS verbiage 
throughout the requirement.  

23 July 2021 
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- SLES-15-010160, SLES-15-010270 - 
Updated statement in Discussion. 
- SLES-15-020102 - Fixed typo in Check. 

V1R2 - SLES 15 
STIG, V1R1 

- SLES-15-040270 - Removed this 
requirement as the version of openssh that 
ships with SLES 15 does not support SSHv2. 

23 April 2021 

V1R1 - NA - Initial release. 09 January 2021 

 


