JULY 2024 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: July 24, 2024

A10 Networks ADC ALG STIG, Version 2, Release 2
AADC-AG-000160
Added new requirement to sunset STIG.

A10 Networks ADC NDM STIG, Version 1, Release 2
AADC-NM-000160
Added new requirement to sunset STIG.

Apache Server 2.4 Unix Server STIG, Version 3, Release 1
AS24-U1-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

Apache Server 2.4 Windows Server STIG, Version 3, Release 1
AS24-W1-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

Apache Tomcat Application Server 9 STIG, Version 3, Release 1
TCAT-AS-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-000710
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-000970
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-001320
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-001560
Updated based on NIST SP 800-53 Rev. 5 changes.

TCAT-AS-001731
Updated based on NIST SP 800-53 Rev. 5 changes.

Apple iOS/iPadOS 16 STIG, Version 2, Release 1
AlOS-16-006500
Updated based on NIST SP 800-53 Rev. 5 changes.




AlOS-16-014800
Updated based on NIST SP 800-53 Rev. 5 changes.

Apple iOS/iPadOS 17 STIG, Version 2, Release 1
AlOS-17-004900
Removed based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-005000
Removed based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-006500
Updated based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-006600
Updated based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-006700
Removed based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-006950
Updated based on NIST SP 800-53 Rev. 5 changes.

AlOS-17-014800
Updated based on NIST SP 800-53 Rev. 5 changes.

Apple macOS 12 STIG, Version 1, Release 9
APPL-12-999999
Added new requirement to sunset STIG.

Apple macOS 14 (Sonoma) STIG, Version 2, Release 1
APPL-14-000005
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-000014
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-000015
Removed based on NIST SP 800-53 Rev. 5 changes.

APPL-14-000080
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-000090
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-000100
Updated based on NIST SP 800-53 Rev. 5 changes.




APPL-14-000170

Updated based on NIST SP 800-53 Rev.

APPL-14-000180

Updated based on NIST SP 800-53 Rev.

APPL-14-001001

Updated based on NIST SP 800-53 Rev.

APPL-14-001003

Updated based on NIST SP 800-53 Rev.

APPL-14-001020

Updated based on NIST SP 800-53 Rev.

APPL-14-001021

Updated based on NIST SP 800-53 Rev.

APPL-14-001024

Updated based on NIST SP 800-53 Rev.

APPL-14-001044

Updated based on NIST SP 800-53 Rev.

APPL-14-001060

Updated based on NIST SP 800-53 Rev.

APPL-14-001100

Updated based on NIST SP 800-53 Rev.

APPL-14-001150

Updated based on NIST SP 800-53 Rev.

APPL-14-002060

Updated based on NIST SP 800-53 Rev.

APPL-14-002064

Updated based on NIST SP 800-53 Rev.

APPL-14-003007

Updated based on NIST SP 800-53 Rev.

APPL-14-003008

Updated based on NIST SP 800-53 Rev.

APPL-14-003009
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Removed based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003010
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003011
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003020
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003030
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003050
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003051
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003052
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003060
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003070
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-003080
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-004022
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-004060
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-005080
Updated based on NIST SP 800-53 Rev. 5 changes.

APPL-14-005090
Updated based on NIST SP 800-53 Rev. 5 changes.

Application Layer Gateway SRG, Version 2, Release 1
SRG-NET-000147-ALG-000095
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-NET-000246-ALG-000132
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000248-ALG-000133
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000251-ALG-000131
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000327-ALG-000077
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000333-ALG-000049
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000337-ALG-000096
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000339-ALG-000090
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000340-ALG-000091
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000345-ALG-000099
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000349-ALG-000106
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000399-ALG-000042
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000515-ALG-000515
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000700-ALG-000100
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000705-ALG-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-ALG-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000735-ALG-000130




Updated based on NIST SP 800-53 Rev

SRG-NET-000750-ALG-000140
Updated based on NIST SP 800-53 Rev

SRG-NET-000755-ALG-000150
Updated based on NIST SP 800-53 Rev

SRG-NET-000760-ALG-000160
Updated based on NIST SP 800-53 Rev

SRG-NET-000765-ALG-000170
Updated based on NIST SP 800-53 Rev

SRG-NET-000770-ALG-000180
Updated based on NIST SP 800-53 Rev

Application Security and Developmen
APSC-DV-000430
Updated based on NIST SP 800-53 Rev

APSC-DV-000290

Updated based on NIST SP 800-53 Rev.

APSC-DV-000380

Updated based on NIST SP 800-53 Rev.

APSC-DV-000390

Updated based on NIST SP 800-53 Rev.

APSC-DV-000400

Updated based on NIST SP 800-53 Rev.

APSC-DV-000410

Updated based on NIST SP 800-53 Rev.

APSC-DV-001050

Updated based on NIST SP 800-53 Rev.

APSC-DV-001390

Updated based on NIST SP 800-53 Rev.

APSC-DV-001420

Updated based on NIST SP 800-53 Rev.

APSC-DV-001430

Updated based on NIST SP 800-53 Rev.
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APSC-DV-001520

Updated based on NIST SP 800-53 Rev.

APSC-DV-001530

Updated based on NIST SP 800-53 Rev.

APSC-DV-001590

Updated based on NIST SP 800-53 Rev.

APSC-DV-001600

Updated based on NIST SP 800-53 Rev.

APSC-DV-001610

Updated based on NIST SP 800-53 Rev.

APSC-DV-001630

Updated based on NIST SP 800-53 Rev.

APSC-DV-001670

Updated based on NIST SP 800-53 Rev.

APSC-DV-001680

Updated based on NIST SP 800-53 Rev.

APSC-DV-001690

Updated based on NIST SP 800-53 Rev.

APSC-DV-001700

Updated based on NIST SP 800-53 Rev.

APSC-DV-001710

Updated based on NIST SP 800-53 Rev.

APSC-DV-001720

Updated based on NIST SP 800-53 Rev.

APSC-DV-001730

Updated based on NIST SP 800-53 Rev.

APSC-DV-001740

Updated based on NIST SP 800-53 Rev.

APSC-DV-001760

Updated based on NIST SP 800-53 Rev.

APSC-DV-001770
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Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001780
Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001790
Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001840
Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001900
Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001910
Updated based on NIST SP 800-53 Rev. 5 changes.

APSC-DV-001980
Updated based on NIST SP 800-53 Rev. 5 changes.

Application Server SRG, Version 4, Release 1
SRG-APP-000131-AS-000002
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000151-AS-000103
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000153-AS-000104
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000163-AS-000111
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-AS-000119
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000356-AS-000202

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000371-AS-000077
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000372-AS-000212
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000381-AS-000089
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000389-AS-000253
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000390-AS-000254
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000401-AS-000243
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000404-AS-000249
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000405-AS-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-AS-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000795-AS-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000820-AS-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000825-AS-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000880-AS-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000910-AS-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000915-AS-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000920-AS-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

Arista MLS EOS 4.2x Series L2S STIG, Version 2, Release 1
ARST-L2-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000170
Updated based on NIST SP 800-53 Rev. 5 changes.




ARST-L2-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000200
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-L2-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

Arista MLS EOS 4.2x Series NDM STIG, Version 2, Release 1
ARST-ND-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-ND-000350
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-ND-000380
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-ND-000490
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-ND-000600
Updated based on NIST SP 800-53 Rev. 5 changes.

Arista MLS EOS 4.2x Series Router STIG, Version 2, Release 1
ARST-RT-000420
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000430
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000690
Updated based on NIST SP 800-53 Rev. 5 changes.




ARST-RT-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000730
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000740
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000750
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000760
Updated based on NIST SP 800-53 Rev. 5 changes.

ARST-RT-000770
Updated based on NIST SP 800-53 Rev. 5 changes.

Arista MultiLayer Switch DCS 7000 L2S STIG, Version 1, Release 3
AMLS-L2-000170
Added new requirement to sunset STIG.

Arista MultiLayer Switch DCS 7000 NDM STIG, Version 1, Release 4
AMLS-NM-000450
Added new requirement to sunset STIG.

Arista MultiLayer Switch DCS 7000 RTR STIG, Version 1, Release 4
AMLS-L3-000330
Added new requirement to sunset STIG.

Authentication, Authorization, and Accounting Services (AAA) SRG, Version 2, Release 1
SRG-APP-000164-AAA-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000165-AAA-000550
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000166-AAA-000460
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000167-AAA-000470
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000168-AAA-000480
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000169-AAA-000490




Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000170-AAA-000500
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-AAA-000510
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000173-AAA-000530
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000174-AAA-000540
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000291-AAA-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000292-AAA-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000293-AAA-000150
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000294-AAA-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000320-AAA-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000397-AAA-000560
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000516-AAA-000350
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000516-AAA-000360
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000700-AAA-000100
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-AAA-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000710-AAA-000120
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000805-AAA-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000815-AAA-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000835-AAA-000150
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000840-AAA-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000845-AAA-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000855-AAA-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000860-AAA-000200
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000865-AAA-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000875-AAA-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000910-AAA-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

CA API Gateway ALG STIG, Version 1, Release 3
CAGW-GW-000920
Added new requirement to sunset STIG.

CA API Gateway NDM STIG, Version 1, Release 2
CAGW-DM-000380
Added new requirement to sunset STIG.

Canonical Ubuntu 18.04 LTS STIG Benchmark, Version 2, Release 12
NA
Updated bundle to include rule ID version updates. Bundle has been moved to sunset.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 15
UBTU-18-999999
Added new requirement to sunset STIG.

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 10




NA
Updated bundle to include rule ID version updates.

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 1
UBTU-22-211010
Removed based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-214010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-252010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-252015
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-255030
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-291010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-411010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-411020
Removed based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-411025
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-411030
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-411035
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-412025
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-432010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-611010
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-611015




Updated based on NIST SP 800-53 Rev

UBTU-22-611020
Updated based on NIST SP 800-53 Rev

UBTU-22-611025
Updated based on NIST SP 800-53 Rev

UBTU-22-611035
Updated based on NIST SP 800-53 Rev

UBTU-22-611040
Updated based on NIST SP 800-53 Rev

UBTU-22-611050
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Removed based on NIST SP 800-53 Rev. 5 changes.

UBTU-22-611055
Updated based on NIST SP 800-53 Rev

UBTU-22-612010
Updated based on NIST SP 800-53 Rev

UBTU-22-612020
Updated based on NIST SP 800-53 Rev

UBTU-22-612030
Updated based on NIST SP 800-53 Rev

UBTU-22-612035
Updated based on NIST SP 800-53 Rev

UBTU-22-653010
Updated based on NIST SP 800-53 Rev

UBTU-22-653015
Updated based on NIST SP 800-53 Rev

UBTU-22-654235
Updated based on NIST SP 800-53 Rev
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Central Log Server SRG, Version 3, Release 1

SRG-APP-000151-AU-002330
Updated based on NIST SP 800-53 Rev

SRG-APP-000154-AU-002360
Updated based on NIST SP 800-53 Rev
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. 5 changes.




SRG-APP-000163-AU-002470
Updated based on NIST SP 800-53 Rev

SRG-APP-000164-AU-002480
Updated based on NIST SP 800-53 Rev

SRG-APP-000165-AU-002580

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000166-AU-002490
Updated based on NIST SP 800-53 Rev

SRG-APP-000167-AU-002500

Updated based on NIST SP 800-53 Rev.

SRG-APP-000168-AU-002510

Updated based on NIST SP 800-53 Rev.

SRG-APP-000169-AU-002520

Updated based on NIST SP 800-53 Rev.

SRG-APP-000170-AU-002530

Updated based on NIST SP 800-53 Rev.

SRG-APP-000171-AU-002540

Updated based on NIST SP 800-53 Rev.

SRG-APP-000173-AU-002560

Updated based on NIST SP 800-53 Rev.

SRG-APP-000174-AU-002570

Updated based on NIST SP 800-53 Rev.

SRG-APP-000291-AU-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000292-AU-000420

Updated based on NIST SP 800-53 Rev.

SRG-APP-000293-AU-000430

Updated based on NIST SP 800-53 Rev.

SRG-APP-000294-AU-000440

Updated based on NIST SP 800-53 Rev.

SRG-APP-000356-AU-000090
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Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000362-AU-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000363-AU-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000389-AU-000180
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000397-AU-002590
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-AU-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000745-AU-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000750-AU-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000755-AU-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000760-AU-000150
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000765-AU-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000770-AU-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000775-AU-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000780-AU-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000785-AU-000200
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000790-AU-000210
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000795-AU-000220

Updated based on NIST SP 800-53 Rev.

SRG-APP-000800-AU-000230

Updated based on NIST SP 800-53 Rev.

SRG-APP-000805-AU-000240

Updated based on NIST SP 800-53 Rev.

SRG-APP-000810-AU-000250

Updated based on NIST SP 800-53 Rev.

SRG-APP-000815-AU-000260

Updated based on NIST SP 800-53 Rev.

SRG-APP-000825-AU-000280

Updated based on NIST SP 800-53 Rev.

SRG-APP-000830-AU-000290

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-AU-000300

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-AU-000310

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-AU-000320

Updated based on NIST SP 800-53 Rev.

SRG-APP-000855-AU-000340

Updated based on NIST SP 800-53 Rev.

SRG-APP-000860-AU-000350

Updated based on NIST SP 800-53 Rev.

SRG-APP-000865-AU-000360

Updated based on NIST SP 800-53 Rev.

SRG-APP-000875-AU-000380

Updated based on NIST SP 800-53 Rev.

SRG-APP-000910-AU-000390

Updated based on NIST SP 800-53 Rev.

SRG-APP-000915-AU-000400

Updated based on NIST SP 800-53 Rev.
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SRG-APP-000920-AU-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000925-AU-000420
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco ASA Firewall STIG, Version 2, Release 1
CASA-FW-000150
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-FW-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-FW-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-FW-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco ASA IPS STIG, Version 2, Release 1
CASA-IP-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-1P-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-IP-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco ASA NDM STIG, Version 2, Release 1
CASA-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-ND-000490
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-ND-000520
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-ND-000530
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-ND-000550
Updated based on NIST SP 800-53 Rev. 5 changes.

CASA-ND-000570




Updated based on NIST SP 800-53 Rev

CASA-ND-000580
Updated based on NIST SP 800-53 Rev

CASA-ND-000930
Updated based on NIST SP 800-53 Rev

CASA-ND-000940
Updated based on NIST SP 800-53 Rev

CASA-ND-001370
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Cisco ASA VPN STIG, Version 2, Release 1

CASA-VN-000350
Updated based on NIST SP 800-53 Rev

CASA-VN-000360
Updated based on NIST SP 800-53 Rev

Cisco I0S Router NDM STIG, Version
CISC-ND-000140
Updated based on NIST SP 800-53 Rev

CISC-ND-000550
Updated based on NIST SP 800-53 Rev

CISC-ND-000570
Updated based on NIST SP 800-53 Rev

CISC-ND-000580
Updated based on NIST SP 800-53 Rev

CISC-ND-000590
Updated based on NIST SP 800-53 Rev

CISC-ND-000600
Updated based on NIST SP 800-53 Rev

CISC-ND-000610
Updated based on NIST SP 800-53 Rev

CISC-ND-000620
Updated based on NIST SP 800-53 Rev

CISC-ND-001000

. 5 changes.

. 5 changes.
3, Release 1

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001440
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S Router RTR STIG, Version 3, Release 1
CISC-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000640
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000650
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000670
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000950
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S Switch L2S STIG, Version 3, Release 1
CISC-L2-000040
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000230




Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S Switch NDM STIG, Version 3, Release 1
CISC-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000550
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000600
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000610
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000620
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001000
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001440
Updated based on NIST SP 800-53 Rev. 5 changes.




Cisco I10S Switch RTR STIG, Version 3, Release 1
CISC-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XE Router NDM STIG, Version 3, Release 1
CISC-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000550
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000600
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000610
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000620
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001000
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001440
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XE Router RTR STIG, Version 3, Release 1
CISC-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000400




Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000640
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000650
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000670
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000950
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XE Switch L2S STIG, Version 3, Release 1
CISC-L2-000040
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-L2-000270
Updated based on NIST SP 800-53 Rev. 5 changes.




Cisco I0S XE Switch NDM STIG, Version 3, Release 1
CISC-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000550
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000600
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000610
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000620
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001000
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001440
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XE Switch RTR STIG, Version 3, Release 1
CISC-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XR Router NDM STIG, Version 3, Release 1
CISC-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001000




Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S XR Router RTR STIG, Version 3, Release 1
CISC-RT-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000640
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000650
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000670
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000950
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco I0S-XE Router NDM STIG Benchmark, Version 3, Release 1
NA
Updated bundle to include rule ID version updates.

Cisco I0S-XE Router RTR STIG Benchmark, Version 3, Release 1
NA
Updated bundle to include rule ID version updates.

Cisco ISE NAC STIG, Version 2, Release 1
CSCO-NC-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CSCO-NC-000180
Removed based on NIST SP 800-53 Rev. 5 changes.

Cisco ISE NDM STIG, Version 2, Release 1
CSCO-NM-000020




Updated based on NIST SP 800-53 Rev

CSCO-NM-000230
Updated based on NIST SP 800-53 Rev

CSCO-NM-000250

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

CSCO-NM-000270
Updated based on NIST SP 800-53 Rev

CSCO-NM-000400
Updated based on NIST SP 800-53 Rev

CSCO-NM-000410
Updated based on NIST SP 800-53 Rev

CSCO-NM-000420
Updated based on NIST SP 800-53 Rev

CSCO-NM-000430
Updated based on NIST SP 800-53 Rev

CSCO-NM-000440
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Cisco NX OS Switch L2S STIG, Version 3, Release 1

CISC-L2-000210
Updated based on NIST SP 800-53 Rev

CISC-L2-000220
Updated based on NIST SP 800-53 Rev

CISC-L2-000230
Updated based on NIST SP 800-53 Rev

CISC-L2-000240
Updated based on NIST SP 800-53 Rev

CISC-L2-000250
Updated based on NIST SP 800-53 Rev

CISC-L2-000260
Updated based on NIST SP 800-53 Rev

CISC-L2-000270
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




Cisco NX OS Switch NDM STIG, Version 3, Release 1
CISC-ND-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-000600
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001000
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001030
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-ND-001440
Updated based on NIST SP 800-53 Rev. 5 changes.

Cisco NX OS Switch RTR STIG, Version 3, Release 1
CISC-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000580
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000640
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000650
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000670
Updated based on NIST SP 800-53 Rev. 5 changes.




CISC-RT-000950
Updated based on NIST SP 800-53 Rev. 5 changes.

CISC-RT-000680
Updated based on NIST SP 800-53 Rev. 5 changes.

Container Platform SRG, Version 2, Release 1
SRG-APP-000131-CTR-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000131-CTR-000285
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000151-CTR-000365
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000152-CTR-000370
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000153-CTR-000375
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000157-CTR-000385
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000163-CTR-000395
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000164-CTR-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000165-CTR-000405
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000166-CTR-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000167-CTR-000415
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000168-CTR-000420
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000169-CTR-000425
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000170-CTR-000430
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-CTR-000435
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000173-CTR-000445
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000174-CTR-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000270-CTR-000635
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000272-CTR-000640
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000276-CTR-000650
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000278-CTR-000660
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000291-CTR-000675
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000292-CTR-000680
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000293-CTR-000685
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000294-CTR-000690
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000317-CTR-000735
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000320-CTR-000750
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000378-CTR-000880
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000378-CTR-000885
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000378-CTR-000890
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000381-CTR-000905
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000389-CTR-000925
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000390-CTR-000930
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000397-CTR-000955
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000401-CTR-000965
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-CTR-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000745-CTR-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000795-CTR-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000820-CTR-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000825-CTR-000180
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000830-CTR-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000835-CTR-000200
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000840-CTR-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000845-CTR-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000855-CTR-000240




Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000860-CTR-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000865-CTR-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000880-CTR-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000910-CTR-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000915-CTR-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000920-CTR-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

Crunchy Data PostgreSQL STIG, Version 3, Release 1
CD12-00-003800
Removed based on NIST SP 800-53 Rev. 5 changes.

CD12-00-004100
Updated based on NIST SP 800-53 Rev. 5 changes.

CD12-00-008400
Updated based on NIST SP 800-53 Rev. 5 changes.

CD12-00-009500
Updated based on NIST SP 800-53 Rev. 5 changes.

CD12-00-010100
Updated based on NIST SP 800-53 Rev. 5 changes.

Database SRG, Version 4, Release 1
SRG-APP-000164-DB-000401
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-DB-000074
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000356-DB-000314
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000356-DB-000315




Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000378-DB-000365
Updated based on NIST SP 800-53 Rev

SRG-APP-000381-DB-000361
Updated based on NIST SP 800-53 Rev

SRG-APP-000389-DB-000372

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000700-DB-000100
Updated based on NIST SP 800-53 Rev

SRG-APP-000705-DB-000110

Updated based on NIST SP 800-53 Rev.

SRG-APP-000745-DB-000120

Updated based on NIST SP 800-53 Rev.

SRG-APP-000795-DB-000130

Updated based on NIST SP 800-53 Rev.

SRG-APP-000810-DB-000150

Updated based on NIST SP 800-53 Rev.

SRG-APP-000815-DB-000160

Updated based on NIST SP 800-53 Rev.

SRG-APP-000820-DB-000170

Updated based on NIST SP 800-53 Rev.

SRG-APP-000825-DB-000180

Updated based on NIST SP 800-53 Rev.

SRG-APP-000830-DB-000190

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-DB-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-DB-000210

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-DB-000220

Updated based on NIST SP 800-53 Rev.

. 5 changes.

. 5 changes.

. 5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SRG-APP-000855-DB-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000860-DB-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000865-DB-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000875-DB-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000880-DB-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000910-DB-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000915-DB-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000920-DB-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000925-DB-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

DBN 6300 IDPS STIG, Version 1, Release 2
DBNW-IP-000100
Added new requirement to sunset STIG.

DBN 6300 NDM STIG, Version 1, Release 2
DBNW-DM-000150
Added new requirement to sunset STIG.

Docker Enterprise 2.x Linux/Unix STIG, Version 2, Release 2
DKER-EE-999999
Added new requirement to sunset STIG.

Domain Name System (DNS) SRG, Version 4, Release 1
SRG-APP-000390-DNS-000048
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000401-DNS-000051
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000700-DNS-000100




Updated based on NIST SP 800-53 Rev.

SRG-APP-000705-DNS-000110

Updated based on NIST SP 800-53 Rev.

SRG-APP-000745-DNS-000120

Updated based on NIST SP 800-53 Rev.

SRG-APP-000795-DNS-000130

Updated based on NIST SP 800-53 Rev.

SRG-APP-000805-DNS-000140

Updated based on NIST SP 800-53 Rev.

SRG-APP-000810-DNS-000150

Updated based on NIST SP 800-53 Rev.

SRG-APP-000815-DNS-000160

Updated based on NIST SP 800-53 Rev.

SRG-APP-000820-DNS-000170

Updated based on NIST SP 800-53 Rev.

SRG-APP-000825-DNS-000180

Updated based on NIST SP 800-53 Rev.

SRG-APP-000830-DNS-000190

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-DNS-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-DNS-000210

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-DNS-000220

Updated based on NIST SP 800-53 Rev.

SRG-APP-000850-DNS-000230

Updated based on NIST SP 800-53 Rev.

SRG-APP-000855-DNS-000240

Updated based on NIST SP 800-53 Rev.

SRG-APP-000860-DNS-000250

Updated based on NIST SP 800-53 Rev.
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5 changes.

5 changes.
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SRG-APP-000865-DNS-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000870-DNS-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000875-DNS-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000880-DNS-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000910-DNS-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000915-DNS-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000920-DNS-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000925-DNS-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

EDB Postgres Advanced Server vi1 on Windows STIG, Version 2, Release 4
EP11-00-013300
Updated requirement to sunset STIG.

EnterpriseDB Postgres Advanced Server (EPAS) STIG, Version 2, Release 1
EPAS-00-004250
Updated based on NIST SP 800-53 Rev. 5 changes.

EPAS-00-004300
Updated based on NIST SP 800-53 Rev. 5 changes.

EPAS-00-007700
Removed based on NIST SP 800-53 Rev. 5 changes.

EPAS-00-007800
Removed based on NIST SP 800-53 Rev. 5 changes.

EPAS-00-008400
Updated based on NIST SP 800-53 Rev. 5 changes.

EPAS-00-008600
Updated based on NIST SP 800-53 Rev. 5 changes.




EPAS-00-008800
Updated based on NIST SP 800-53 Rev. 5 changes.

ESS ePO 5.x STIG, Version 3, Release 1
H30540 - ePO 5x
Updated based on NIST SP 800-53 Rev. 5 changes.

H40200 - ePO 5x
Updated based on NIST SP 800-53 Rev. 5 changes.

H90300 - ePO 5x
Updated based on NIST SP 800-53 Rev. 5 changes.

H30500 - ePO 5x
Updated based on NIST SP 800-53 Rev. 5 changes.

Firewall SRG, Version 3, Release 1
SRG-NET-000399-FW-000008
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000705-FW-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-FW-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-FW-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

ForeScout CounterACT ALG STIG, Version 1, Release 3
CACT-AG-999999
Added new requirement to sunset STIG.

ForeScout CounterACT NDM STIG, Version 1, Release 2
CACT-NM-999999
Added new requirement to sunset STIG.

Forescout Network Access Control STIG, Version 2, Release 1
FORE-NC-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NC-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NC-000140
Updated based on NIST SP 800-53 Rev. 5 changes.




FORE-NC-000150
Removed based on NIST SP 800-53 Rev. 5 changes.

FORE-NC-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

Forescout Network Device Management STIG, Version 2, Release 1
FORE-NM-000020
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000370
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000380
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000390
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

FORE-NM-000420
Updated based on NIST SP 800-53 Rev. 5 changes.

General Purpose Operating System SRG, Version 3, Release 1
SRG-0S-000191-GPOS-00080
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.




SRG-0S-000030-GPOS-00011
Updated based on NIST SP 800-53 Rev

SRG-0S-000069-GPOS-00037
Updated based on NIST SP 800-53 Rev

SRG-0S-000070-GPOS-00038
Updated based on NIST SP 800-53 Rev

SRG-0S-000071-GPOS-00039
Updated based on NIST SP 800-53 Rev

SRG-0S-000072-GPOS-00040
Updated based on NIST SP 800-53 Rev

SRG-0S-000073-GPOS-00041
Updated based on NIST SP 800-53 Rev

SRG-0S-000075-GP0OS-00043
Updated based on NIST SP 800-53 Rev

SRG-0S-000076-GPOS-00044
Updated based on NIST SP 800-53 Rev

SRG-0S-000077-GPOS-00045

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000078-GPOS-00046
Updated based on NIST SP 800-53 Rev

SRG-0S-000107-GPOS-00054
Updated based on NIST SP 800-53 Rev

SRG-0S-000108-GPOS-00055
Updated based on NIST SP 800-53 Rev

SRG-0S-000109-GPOS-00056
Updated based on NIST SP 800-53 Rev

SRG-0S-000113-GPOS-00058
Updated based on NIST SP 800-53 Rev

SRG-0S-000118-GPOS-00060
Updated based on NIST SP 800-53 Rev

SRG-0S-000126-GPOS-00066

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.




SRG-0S-000266-GP0OS-00101

Updated based on NIST SP 800-53 Rev.

SRG-0S-000274-GPOS-00104

Updated based on NIST SP 800-53 Rev.

SRG-0S-000275-GP0OS-00105

Updated based on NIST SP 800-53 Rev.

SRG-0S-000276-GPOS-00106

Updated based on NIST SP 800-53 Rev.

SRG-0S-000277-GPOS-00107

Updated based on NIST SP 800-53 Rev.

SRG-0S-000304-GPOS-00121

Updated based on NIST SP 800-53 Rev.

SRG-0S-000355-GP0OS-00143

Updated based on NIST SP 800-53 Rev.

SRG-0S-000356-GP0OS-00144

Updated based on NIST SP 800-53 Rev.

SRG-0S-000362-GP0OS-00149

Updated based on NIST SP 800-53 Rev.

SRG-0S-000365-GP0OS-00152

Updated based on NIST SP 800-53 Rev.

SRG-0S-000366-GPOS-00153

Updated based on NIST SP 800-53 Rev.

SRG-0S-000373-GPOS-00156

Updated based on NIST SP 800-53 Rev.

SRG-0S-000373-GPOS-00157

Updated based on NIST SP 800-53 Rev.

SRG-0S-000373-GP0OS-00158

Updated based on NIST SP 800-53 Rev.

SRG-0S-000374-GPOS-00159

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000375-GP0OS-00160

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev.

SRG-0S-000380-GPOS-00165

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000384-GPOS-00167
Updated based on NIST SP 800-53 Rev

SRG-0S-000590-GPOS-00110

Updated based on NIST SP 800-53 Rev.

SRG-0S-000690-GPOS-00140

Updated based on NIST SP 800-53 Rev.

SRG-0S-000705-GPOS-00150

Updated based on NIST SP 800-53 Rev.

SRG-0S-000710-GPOS-00160

Updated based on NIST SP 800-53 Rev.

SRG-0S-000720-GPOS-00170

Updated based on NIST SP 800-53 Rev.

SRG-0S-000725-GP0OS-00180

Updated based on NIST SP 800-53 Rev.

SRG-0S-000730-GPOS-00190

Updated based on NIST SP 800-53 Rev.

SRG-0S-000745-GP0OS-00210

Updated based on NIST SP 800-53 Rev.

SRG-0S-000755-GP0OS-00220

Updated based on NIST SP 800-53 Rev.

SRG-0S-000775-GP0OS-00230

Updated based on NIST SP 800-53 Rev.

SRG-0S-000780-GP0OS-00240

Updated based on NIST SP 800-53 Rev.

SRG-0S-000785-GP0OS-00250

Updated based on NIST SP 800-53 Rev.

SRG-0S-000805-GP0OS-00260

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Google Android 12 COBO STIG, Version 1, Release 2
GOO0G-12-990000
Added new requirement to sunset STIG.

Google Android 12 COPE STIG, Version 1, Release 2
GOO0G-12-990000
Added new requirement to sunset STIG.

Google Android 13 COBO STIG, Version 2, Release 1
GOOG-13-006000
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0OG-13-007200
Updated based on NIST SP 800-53 Rev. 5 changes.

Google Android 13 COPE STIG, Version 2, Release 1
GOOG-13-006000
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0G-13-007200
Updated based on NIST SP 800-53 Rev. 5 changes.

Google Android 14 COBO STIG, Version 2, Release 1
GOO0G-14-006000
Updated based on NIST SP 800-53 Rev. 5 changes.

GO0OG-14-006100
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0G-14-007200
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0G-14-006200
Removed based on NIST SP 800-53 Rev. 5 changes.

Google Android 14 COPE STIG, Version 2, Release 1
GOO0OG-14-006000
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0G-14-006100
Updated based on NIST SP 800-53 Rev. 5 changes.

GOO0G-14-007200
Updated based on NIST SP 800-53 Rev. 5 changes.

HPE 3PAR SSMC Operating System STIG, Version 2, Release 1
SSMC-0S-010070




Updated based on NIST SP 800-53 Rev. 5 changes.

SSMC-0S-010260
Updated based on NIST SP 800-53 Rev. 5 changes.

SSMC-0S-020080
Updated based on NIST SP 800-53 Rev. 5 changes.

HPE 3PAR SSMC Web Server STIG, Version 2, Release 1
SSMC-WS-030020
Updated based on NIST SP 800-53 Rev. 5 changes.

HPE 3PAR StoreServ 3.3.x STIG, Version 2, Release 1
HP3P-33-001003
Updated based on NIST SP 800-53 Rev. 5 changes.

HP3P-33-001400
Updated based on NIST SP 800-53 Rev. 5 changes.

HP3P-33-001505
Updated based on NIST SP 800-53 Rev. 5 changes.

HPE Nimble Storage Array NDM STIG, Version 2, Release 1
HPEN-NM-000040
Removed based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000050
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000070
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000080
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000090
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000100
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000120
Updated based on NIST SP 800-53 Rev. 5 changes.




HPEN-NM-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

HPEN-NM-000271
Updated based on NIST SP 800-53 Rev. 5 changes.

IBM Hardware Management Console (HMC) STIG, Version 2, Release 1
HMCO0080
Updated based on NIST SP 800-53 Rev. 5 changes.

HMC0110
Updated based on NIST SP 800-53 Rev. 5 changes.

HMC0120
Updated based on NIST SP 800-53 Rev. 5 changes.

HMC0140
Updated based on NIST SP 800-53 Rev. 5 changes.

HMC0170
Updated based on NIST SP 800-53 Rev. 5 changes.

IBM MQ Appliance V9-0 AS STIG, Version 1, Release 2
MQMH-AS-000810
Updated requirement to sunset STIG.

IBM MQ Appliance V9-0 NDM STIG, Version 1, Release 2
MQMH-ND-999999
Added new requirement to sunset STIG.

IBM z/OS ACF2 STIG, Version 9, Release 1
ACF2-CE-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

ACF2-ES-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

ACF2-ES-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

ACF2-ES-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

ACF2-ES-000800
Updated based on NIST SP 800-53 Rev. 5 changes.

ACF2-ES-000810




Updated based on NIST SP 800-53 Rev.

ACF2-ES-000820

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000840

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000850

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000860

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000870

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000880

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000890

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000900

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000910

Updated based on NIST SP 800-53 Rev.

ACF2-ES-000990

Updated based on NIST SP 800-53 Rev.

ACF2-0S-000040

Updated based on NIST SP 800-53 Rev.

ACF2-0S-000050

Updated based on NIST SP 800-53 Rev.

ACF2-0S-000060

Updated based on NIST SP 800-53 Rev.

ACF2-0S-000070

Updated based on NIST SP 800-53 Rev.

ACF2-0S-000080

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




ACF2-0S-000150
Updated based on NIST SP 800-53 Rev

ACF2-0S-000160
Updated based on NIST SP 800-53 Rev

ACF2-0S-000170
Updated based on NIST SP 800-53 Rev

ACF2-0S-000330
Updated based on NIST SP 800-53 Rev

ACF2-0S-002370
Updated based on NIST SP 800-53 Rev

ACF2-0S-002390
Updated based on NIST SP 800-53 Rev

ACF2-0S-002410

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

ACF2-0S-002440
Updated based on NIST SP 800-53 Rev

ACF2-0S-002470
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

IBM z/OS RACF STIG, Version 9, Release 1

RACF-ES-000770
Updated based on NIST SP 800-53 Rev

RACF-CE-000030
Updated based on NIST SP 800-53 Rev

RACF-ES-000350
Updated based on NIST SP 800-53 Rev

RACF-ES-000500
Updated based on NIST SP 800-53 Rev

RACF-ES-000750
Updated based on NIST SP 800-53 Rev

RACF-ES-000760
Updated based on NIST SP 800-53 Rev

RACF-ES-000780

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




Updated based on NIST SP 800-53 Rev.

RACF-ES-000785

Updated based on NIST SP 800-53 Rev.

RACF-ES-000790

Updated based on NIST SP 800-53 Rev.

RACF-ES-000800

Updated based on NIST SP 800-53 Rev.

RACF-ES-000810

Updated based on NIST SP 800-53 Rev.

RACF-ES-000820

Updated based on NIST SP 800-53 Rev.

RACF-ES-000860

Updated based on NIST SP 800-53 Rev.

RACF-0S-000050

Updated based on NIST SP 800-53 Rev.

RACF-0S-000060

Updated based on NIST SP 800-53 Rev.

RACF-0S-000070

Updated based on NIST SP 800-53 Rev.

RACF-0S-000080

Updated based on NIST SP 800-53 Rev.

RACF-0S-000090

Updated based on NIST SP 800-53 Rev.

RACF-0S-000100

Updated based on NIST SP 800-53 Rev.

RACF-0S-000110

Updated based on NIST SP 800-53 Rev.

RACF-0S-000180

Updated based on NIST SP 800-53 Rev.

RACF-0S-000190

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




RACF-0S-000200
Updated based on NIST SP 800-53 Rev

RACF-0S-000420
Updated based on NIST SP 800-53 Rev

RACF-0S-000440
Updated based on NIST SP 800-53 Rev

RACF-0S-000450
Updated based on NIST SP 800-53 Rev

RACF-0S-000480

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

RACF-SH-000060
Updated based on NIST SP 800-53 Rev

. 5 changes.

IBM z/OS TSS STIG, Version 9, Release 1

TSS0-CE-000010
Updated based on NIST SP 800-53 Rev

TSS0-ES-000090

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000100

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000120

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000130

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000140

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000150

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000160

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000170

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000180

. 5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev.

TSS0-ES-000190

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000200

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000790

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000800

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000810

Updated based on NIST SP 800-53 Rev.

TSS0-ES-000850

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000020

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000170

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000180

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000190

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000200

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000270

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000280

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000290

Updated based on NIST SP 800-53 Rev.

TSS0-0S-000390

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




TSS0-0S-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

TSS0-0S-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

TSS0-0S-000440
Removed based on NIST SP 800-53 Rev. 5 changes.

TSS0-0S-000480
Updated based on NIST SP 800-53 Rev. 5 changes.

Intrusion Detection and Prevention System Technology SRG, Version 3, Release 1
SRG-NET-000246-IDPS-00175
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000246-IDPS-00205
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000248-IDPS-00206
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000251-IDPS-00178
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000333-IDPS-00190
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000705-IDPS-00110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-IDPS-00120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-IDPS-00160
Updated based on NIST SP 800-53 Rev. 5 changes.

Ivanti Connect Secure NDM STIG, Version 2, Release 1
IVCS-NM-000050
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000190
Updated based on NIST SP 800-53 Rev. 5 changes.




IVCS-NM-000360
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000460
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000470
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000480
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000490
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-NM-000500
Updated based on NIST SP 800-53 Rev. 5 changes.

Ivanti Connect Secure VPN STIG, Version 2, Release 1
IVCS-VN-000050
Updated based on NIST SP 800-53 Rev. 5 changes.

IVCS-VN-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

Ivanti Mobilelron Core MDM Server STIG, Version 2, Release 1
IMIC-11-004800
Updated based on NIST SP 800-53 Rev. 5 changes.

IMIC-11-004950
Updated based on NIST SP 800-53 Rev. 5 changes.

IMIC-11-005000
Updated based on NIST SP 800-53 Rev. 5 changes.

IMIC-11-005100
Updated based on NIST SP 800-53 Rev. 5 changes.

IMIC-11-005200
Updated based on NIST SP 800-53 Rev. 5 changes.

IMIC-11-005300
Updated based on NIST SP 800-53 Rev. 5 changes.




Ivanti Mobilelron Sentry 9.x ALG STIG, Version 2, Release 1
MOIS-AL-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-AL-000900
Updated based on NIST SP 800-53 Rev. 5 changes.

Ivanti Mobilelron Sentry 9.x NDM STIG, Version 2, Release 1
MOIS-ND-000420
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-ND-000430
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-ND-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-ND-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-ND-000460
Updated based on NIST SP 800-53 Rev. 5 changes.

MOIS-ND-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

Jamf Pro v10.x EMM STIG, Version 3, Release 1
JAMF-10-100080
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100700
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100710
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100720
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100730
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100740
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-100750
Updated based on NIST SP 800-53 Rev. 5 changes.




JAMF-10-100780
Updated based on NIST SP 800-53 Rev. 5 changes.

JAMF-10-000440
Removed based on NIST SP 800-53 Rev. 5 changes.

Juniper EX Series Switches Layer 2 Switch STIG, Version 2, Release 1
JUEX-L2-000040
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-L2-000190
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-L2-000200
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-L2-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

Juniper EX Series Switches Network Device Management STIG, Version 2, Release 1
JUEX-NM-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000070
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000290
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000350
Removed based on NIST SP 800-53 Rev. 5 changes.

JUEX-NM-000430




Updated based on NIST SP 800-53 Rev.

JUEX-NM-000450

Updated based on NIST SP 800-53 Rev.

JUEX-NM-000640

Updated based on NIST SP 800-53 Rev.

JUEX-NM-000910

Updated based on NIST SP 800-53 Rev.

Juniper EX Series Switches Router STIG, Version 2, Release 1

JUEX-RT-000170

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000340

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000350

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000360

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000380

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000390

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000440

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000450

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000460

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000490

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000500

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000510

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




JUEX-RT-000520

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000590

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000610

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000680

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000720

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000920

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000930

Updated based on NIST SP 800-53 Rev.

JUEX-RT-000960

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Juniper Router NDM STIG, Version 3, Release 1

JUNI-ND-000140

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000550

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000570

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000580

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000590

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000600

Updated based on NIST SP 800-53 Rev.

JUNI-ND-000990

Updated based on NIST SP 800-53 Rev.

JUNI-ND-001020

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




JUNI-ND-001060
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-ND-001430
Updated based on NIST SP 800-53 Rev. 5 changes.

Juniper Router RTR STIG, Version 3, Release 1
JUNI-RT-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000390
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000560
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000610
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000620
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000630
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000650
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000660
Updated based on NIST SP 800-53 Rev. 5 changes.

JUNI-RT-000940
Updated based on NIST SP 800-53 Rev. 5 changes.

Juniper SRX Services Gateway ALG STIG, Version 3, Release 1
JUSX-AG-000019
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-AG-000057
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-AG-000120
Updated based on NIST SP 800-53 Rev. 5 changes.




JUSX-AG-000121
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-AG-000122
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-AG-000124
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-AG-000126
Updated based on NIST SP 800-53 Rev. 5 changes.

Juniper SRX Services Gateway IDPS STIG, Version 2, Release 1
JUSX-IP-000005
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000006
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000010
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000017
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000018
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000019
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000026
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-IP-000027
Updated based on NIST SP 800-53 Rev. 5 changes.

Juniper SRX Services Gateway NDM STIG, Version 3, Release 1
JUSX-DM-000039
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000061
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000077




Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000094
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000095
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000097
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000105
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000128
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000129
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000131
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000132
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000133
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000153
Removed based on NIST SP 800-53 Rev. 5 changes.

JUSX-DM-000154
Removed based on NIST SP 800-53 Rev. 5 changes.

Juniper SRX Services Gateway VPN STIG, Version 3, Release 1
JUSX-VN-000001
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-VN-000005
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-VN-000006
Updated based on NIST SP 800-53 Rev. 5 changes.




JUSX-VN-000007
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-VN-000016
Updated based on NIST SP 800-53 Rev. 5 changes.

JUSX-VN-000031
Updated based on NIST SP 800-53 Rev. 5 changes.

Kubernetes STIG Benchmark, Version 2, Release 1
NA
Updated bundle to include rule ID version updates.

Kubernetes STIG, Version 2, Release 1
CNTR-K8-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-K8-001160
Updated based on NIST SP 800-53 Rev. 5 changes.

Layer 2 Switch SRG, Version 3, Release 1
SRG-NET-000705-L2S-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-L2S-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-L2S-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

Mainframe Product SRG, Version 3, Release 1
SRG-APP-000004-MFP-000004
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000131-MFP-000189
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000151-MFP-000212
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000152-MFP-000213
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000153-MFP-000214
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000164-MFP-000227
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000165-MFP-000237
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000166-MFP-000228
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000167-MFP-000229
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000168-MFP-000230
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000169-MFP-000231
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000170-MFP-000232
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-MFP-000233
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000173-MFP-000235
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000174-MFP-000236
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000186-MFP-000264
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000272-MFP-000347
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000276-MFP-000353
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000291-MFP-000043
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000292-MFP-000044
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000293-MFP-000045
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000294-MFP-000046
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000317-MFP-000034
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000320-MFP-000048
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000356-MFP-000147
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000378-MFP-000185
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000381-MFP-000188
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000389-MFP-000204
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000390-MFP-000205
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000397-MFP-000238
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000404-MFP-000251
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000405-MFP-000252
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000700-MFP-000100
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-MFP-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000745-MFP-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000795-MFP-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000820-MFP-000170
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000825-MFP-000180
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000830-MFP-000190

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-MFP-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-MFP-000210

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-MFP-000220

Updated based on NIST SP 800-53 Rev.

SRG-APP-000855-MFP-000240

Updated based on NIST SP 800-53 Rev.

SRG-APP-000860-MFP-000250

Updated based on NIST SP 800-53 Rev.

SRG-APP-000865-MFP-000260

Updated based on NIST SP 800-53 Rev.

SRG-APP-000875-MFP-000280

Updated based on NIST SP 800-53 Rev.

SRG-APP-000880-MFP-000290

Updated based on NIST SP 800-53 Rev.

SRG-APP-000910-MFP-000300

Updated based on NIST SP 800-53 Rev.

SRG-APP-000915-MFP-000310

Updated based on NIST SP 800-53 Rev.

SRG-APP-000920-MFP-000320

Updated based on NIST SP 800-53 Rev.

SRG-APP-000925-MFP-000330

Updated based on NIST SP 800-53 Rev.

MariaDB Enterprise 10.x STIG, Version 2, Release 1

MADB-10-003700

Updated based on NIST SP 800-53 Rev.

MADB-10-003750

Updated based on NIST SP 800-53 Rev.

MADB-10-003800

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

MADB-10-007100
Removed based on NIST SP 800-53 Rev. 5 changes.

MADB-10-007200
Removed based on NIST SP 800-53 Rev. 5 changes.

MADB-10-007800
Updated based on NIST SP 800-53 Rev. 5 changes.

MADB-10-008000
Updated based on NIST SP 800-53 Rev. 5 changes.

MADB-10-008200
Updated based on NIST SP 800-53 Rev. 5 changes.

MarkLogic Server v9 STIG, Version 3, Release 1
ML09-00-003600
Updated based on NIST SP 800-53 Rev. 5 changes.

ML09-00-007000
Removed based on NIST SP 800-53 Rev. 5 changes.

ML09-00-007900
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Access 2010 STIG, Version 1, Release 11
DTOO0999 - Access
Added new requirement to sunset STIG.

Microsoft Access 2013 STIG, Version 1, Release 7
DTO0999-Access13
Added new requirement to sunset STIG.

Microsoft Android 11 COBO STIG, Version 1, Release 2
MSFT-11-999999
Added new requirement to sunset STIG.

Microsoft Android 11 COPE STIG, Version 1, Release 2
MSFT-11-999999
Added new requirement to sunset STIG.

Microsoft Azure SQL Database STIG, Version 2, Release 1

ASQL-00-003000
Updated based on NIST SP 800-53 Rev. 5 changes.

ASQL-00-010700




Removed based on NIST SP 800-53 Rev. 5 changes.

ASQL-00-011800
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Edge STIG Benchmark, Version 2, Release 1
NA
Updated bundle to include rule ID version updates.

Microsoft Edge STIG, Version 2, Release 1
EDGE-00-000039
Updated based on NIST SP 800-53 Rev. 5 changes.

EDGE-00-000056
Updated based on NIST SP 800-53 Rev. 5 changes.

EDGE-00-000062
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Excel 2010 STIG, Version 1, Release 12
DTO0999 - Excel
Added new requirement to sunset STIG.

Microsoft Excel 2013 STIG, Version 1, Release 8
DTO0999-Excel13
Added new requirement to sunset STIG.

Microsoft Exchange 2019 Edge Server STIG, Version 2, Release 1
EX19-ED-000053
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-ED-000195
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-ED-000198
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Exchange 2019 Mailbox Server STIG, Version 2, Release 1
EX19-MB-000061
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-MB-000146
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-MB-000147
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-MB-000151




Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-MB-000194
Updated based on NIST SP 800-53 Rev. 5 changes.

EX19-MB-000197
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Exchange Client Access Server 2013 STIG, Version 2, Release 2
EX13-CA-000160
Updated requirement to sunset STIG.

Microsoft Exchange Edge Transport Server 2013 STIG, Version 1, Release 6
EX13-EG-000350
Updated requirement to sunset STIG.

Microsoft Exchange Mailbox Server 2013 STIG, Version 2, Release 3
EX13-MB-000340
Updated requirement to sunset STIG.

Microsoft IIS 10.0 Server STIG, Version 3, Release 1
IIST-SV-000102
Removed based on NIST SP 800-53 Rev. 5 changes.

Microsoft InfoPath 2010 STIG, Version 1, Release 12
DTOO0999 - InfoPath
Added new requirement to sunset STIG.

Microsoft InfoPath 2013 STIG, Version 1, Release 6
DTO0999-InfoPath13
Added new requirement to sunset STIG.

Microsoft Lync 2013 STIG, Version 1, Release 5
DTO0999-Lync13
Added new requirement to sunset STIG.

Microsoft Office 365 ProPlus STIG, Version 3, Release 1
NA
Updated sections 2 and 3 based on NIST SP 800-53 Rev. 5 changes.

0365-AC-000002
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-C0-000007
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-EX-000028
Updated based on NIST SP 800-53 Rev. 5 changes.




0365-PR-000002
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-PT-000008
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-PU-000002
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-PU-000003
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-VI-000003
Updated based on NIST SP 800-53 Rev. 5 changes.

0365-WD-000001
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Office System 2010 STIG, Version 1, Release 13
DTOO0999 - Office System
Added new requirement to sunset STIG.

Microsoft Office System 2013 STIG, Version 2, Release 2
DTO0401
Updated requirement to sunset STIG.

Microsoft PowerPoint 2010 STIG, Version 1, Release 11
DTOO0999 - PowerPoint
Added new requirement to sunset STIG.

Microsoft PowerPoint 2013 STIG, Version 1, Release 7
DTO0999-PP13
Added new requirement to sunset STIG.

Microsoft Project 2010 STIG, Version 1, Release 10
DTO0999 - Project
Added new requirement to sunset STIG.

Microsoft Project 2013 STIG, Version 1, Release 5
DTO0999-Project13
Added new requirement to sunset STIG.

Microsoft Publisher 2010 STIG, Version 1, Release 12
DTOO0999 - Publisher
Added new requirement to sunset STIG.

Microsoft Publisher 2013 STIG, Version 1, Release 6




DTO0999-Pub13
Added new requirement to sunset STIG.

Microsoft SQL Server 2014 Database STIG, Version 1, Release 7
SQL4-00-038300
Added new requirement to sunset STIG.

Microsoft SQL Server 2014 Instance STIG, Version 2, Release 4
SQL4-00-039200
Added new requirement to sunset STIG.

Microsoft SQL Server 2016 Database STIG, Version 3, Release 1
SQL6-D0-003000
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft SQL Server 2016 Instance STIG, Version 3, Release 1
SQL6-D0-007900
Updated based on NIST SP 800-53 Rev. 5 changes.

SQL6-D0-008000
Updated based on NIST SP 800-53 Rev. 5 changes.

SQL6-D0-010700
Removed based on NIST SP 800-53 Rev. 5 changes.

SQL6-D0-010800
Removed based on NIST SP 800-53 Rev. 5 changes.

SQL6-D0-011800
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Visio 2013 STIG, Version 1, Release 5
DTO0999-Visio13
Added new requirement to sunset STIG.

Microsoft Windows 10 STIG Benchmark, Version 3, Release 1
NA
Updated bundle to include rule ID version updates.

Microsoft Windows 10 STIG, Version 3, Release 1
WN10-00-000025
Updated based on NIST SP 800-53 Rev. 5 changes.

WN10-00-000065
Updated based on NIST SP 800-53 Rev. 5 changes.

WN10-00-000090
Updated based on NIST SP 800-53 Rev. 5 changes.




WN10-AC-000020

Updated based on NIST SP 800-53 Rev.

WN10-AC-000025

Updated based on NIST SP 800-53 Rev.

WN10-AC-000030

Updated based on NIST SP 800-53 Rev.

WN10-AC-000035

Updated based on NIST SP 800-53 Rev.

WN10-AC-000040

Updated based on NIST SP 800-53 Rev.

WN10-AC-000045

Updated based on NIST SP 800-53 Rev.

WN10-AU-000045

Updated based on NIST SP 800-53 Rev.

WN10-AU-000050

Updated based on NIST SP 800-53 Rev.

WN10-CC-000145

Updated based on NIST SP 800-53 Rev.

WN10-CC-000150

Updated based on NIST SP 800-53 Rev.

WN10-CC-000270

Updated based on NIST SP 800-53 Rev.

WN10-CC-000280

Updated based on NIST SP 800-53 Rev.

WN10-CC-000310

Updated based on NIST SP 800-53 Rev.

WN10-CC-000315

Updated based on NIST SP 800-53 Rev.

WN10-CC-000355

Updated based on NIST SP 800-53 Rev.

WN10-SO-000195

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




WN10-S0-000245
Updated based on NIST SP 800-53 Rev. 5 changes.

WN10-S0-000255
Updated based on NIST SP 800-53 Rev. 5 changes.

WN10-S0-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

WN10-S0-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Windows 11 STIG Benchmark, Version 2, Release 1
NA
Updated bundle to include rule ID version updates.

Microsoft Windows 11 STIG, Version 2, Release 1
WN11-00-000025
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-00-000065
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-00-000090
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-00-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000020
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000025
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000035
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000040
Updated based on NIST SP 800-53 Rev. 5 changes.

WN11-AC-000045
Updated based on NIST SP 800-53 Rev. 5 changes.




WN11-AU-000045

Updated based on NIST SP 800-53 Rev.

WN11-AU-000050

Updated based on NIST SP 800-53 Rev.

WN11-CC-000145

Updated based on NIST SP 800-53 Rev.

WN11-CC-000150

Updated based on NIST SP 800-53 Rev.

WN11-CC-000270

Updated based on NIST SP 800-53 Rev.

WN11-CC-000280

Updated based on NIST SP 800-53 Rev.

WN11-CC-000310

Updated based on NIST SP 800-53 Rev.

WN11-CC-000315

Updated based on NIST SP 800-53 Rev.

WN11-CC-000355

Updated based on NIST SP 800-53 Rev.

WN11-S0O-000195

Updated based on NIST SP 800-53 Rev.

WN11-S0-000245

Updated based on NIST SP 800-53 Rev.

WN11-S0-000255

Updated based on NIST SP 800-53 Rev.

WN11-S0-000270

Updated based on NIST SP 800-53 Rev.

WN11-S0-000280

Updated based on NIST SP 800-53 Rev.

Microsoft Windows 2012 Server Domain Name System STIG, Version 2, Release 7

WDNS-CM-999999
Added new requirement to sunset STIG.

Microsoft Windows PAW STIG, Version 3, Release 1

WPAW-00-001600

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Windows Server 2016 STIG Benchmark, Version 2, Release 6
NA
Updated bundle to include rule ID version updates.

Microsoft Windows Server 2019 STIG Benchmark, Version 3, Release 1
WN19-AU-000060
Updated the SCAP to handle the new applicability condition.

Microsoft Windows Server 2019 STIG, Version 3, Release 1

WN19-00-000020

Updated based on NIST SP 800-53 Rev.

WN19-00-000050

Updated based on NIST SP 800-53 Rev.

WN19-00-000190

Updated based on NIST SP 800-53 Rev.

WN19-00-000210

Updated based on NIST SP 800-53 Rev.

WN19-00-000290

Updated based on NIST SP 800-53 Rev.

WN19-00-000440

Updated based on NIST SP 800-53 Rev.

WN19-AC-000040

Updated based on NIST SP 800-53 Rev.

WN19-AC-000050

Updated based on NIST SP 800-53 Rev.

WN19-AC-000060

Updated based on NIST SP 800-53 Rev.

WN19-AC-000070

Updated based on NIST SP 800-53 Rev.

WN19-AC-000080

Updated based on NIST SP 800-53 Rev.

WN19-AC-000090

Updated based on NIST SP 800-53 Rev.

WN19-CC-000340

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev.

WN19-CC-000360

Updated based on NIST SP 800-53 Rev.

WN19-CC-000420

Updated based on NIST SP 800-53 Rev.

WN19-CC-000430

Updated based on NIST SP 800-53 Rev.

WN19-CC-000520

Updated based on NIST SP 800-53 Rev.

WN19-DC-000020

Updated based on NIST SP 800-53 Rev.

WN19-DC-000030

Updated based on NIST SP 800-53 Rev.

WN19-DC-000040

Updated based on NIST SP 800-53 Rev.

WN19-DC-000050

Updated based on NIST SP 800-53 Rev.

WN19-DC-000060

Updated based on NIST SP 800-53 Rev.

WN19-DC-000310

Updated based on NIST SP 800-53 Rev.

WN19-S0-000300

Updated based on NIST SP 800-53 Rev.

WN19-S0-000380

Updated based on NIST SP 800-53 Rev.

WN19-S0-000410

Updated based on NIST SP 800-53 Rev.

WN19-S0-000440

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Windows Server 2022 STIG Benchmark, Version 2, Release 1
WN22-AU-000060
Updated the SCAP to handle the new applicability condition.




Microsoft Windows Server 2022 STIG, Version 2, Release 1

WN22-00-000020

Updated based on NIST SP 800-53 Rev.

WN22-00-000050

Updated based on NIST SP 800-53 Rev.

WN22-00-000190

Updated based on NIST SP 800-53 Rev.

WN22-00-000210

Updated based on NIST SP 800-53 Rev.

WN22-00-000290

Updated based on NIST SP 800-53 Rev.

WN22-00-000440

Updated based on NIST SP 800-53 Rev.

WN22-AC-000040

Updated based on NIST SP 800-53 Rev.

WN22-AC-000050

Updated based on NIST SP 800-53 Rev.

WN22-AC-000060

Updated based on NIST SP 800-53 Rev.

WN22-AC-000070

Updated based on NIST SP 800-53 Rev.

WN22-AC-000080

Updated based on NIST SP 800-53 Rev.

WN22-AC-000090

Updated based on NIST SP 800-53 Rev.

WN22-CC-000340

Updated based on NIST SP 800-53 Rev.

WN22-CC-000360

Updated based on NIST SP 800-53 Rev.

WN22-CC-000420

Updated based on NIST SP 800-53 Rev.

WN22-CC-000430

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




WN22-CC-000520
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000020
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000040
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000050
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-DC-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-S0-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-S0-000380
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-S0-000410
Updated based on NIST SP 800-53 Rev. 5 changes.

WN22-S0-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Windows Server Domain Name System STIG, Version 2, Release 1
WDNS-22-000034
Removed based on NIST SP 800-53 Rev. 5 changes.

WDNS-22-000043
Updated based on NIST SP 800-53 Rev. 5 changes.

Microsoft Word 2010 STIG, Version 1, Release 12
DTO0999 - Word
Added new requirement to sunset STIG.

Microsoft Word 2013 STIG, Version 1, Release 7
DTO0999-Word13
Added new requirement to sunset STIG.




Mirantis Kubernetes Engine STIG, Version 2, Release 1
CNTR-MK-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-MK-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-MK-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-MK-000940
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-MK-001180
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-MK-001380
Updated based on NIST SP 800-53 Rev. 5 changes.

MongoDB 3.x STIG, Version 2, Release 3
MD3X-00-001200
Updated requirement to sunset STIG.

MongoDB 4.x STIG, Version 1, Release 4
MD4X-00-006500
Updated requirement to sunset STIG.

Motorola Solutions Android 11 COBO STIG, Version 1, Release 3
MOTS-11-999999
Added new requirement to sunset STIG.

NetApp ONTAP DSC 9.x STIG, Version 2, Release 1
NAOT-AU-000004
Updated based on NIST SP 800-53 Rev. 5 changes.

NAOT-IA-000001
Updated based on NIST SP 800-53 Rev. 5 changes.

NAOT-IA-000005
Updated based on NIST SP 800-53 Rev. 5 changes.

NAOT-IA-000006
Updated based on NIST SP 800-53 Rev. 5 changes.

NAOT-IA-000007
Updated based on NIST SP 800-53 Rev. 5 changes.




NAOT-IA-000008
Updated based on NIST SP 800-53 Rev. 5 changes.

NAOT-IA-000009
Updated based on NIST SP 800-53 Rev. 5 changes.

Network Device Management SRG, Version 5, Release 1
SRG-APP-000004-NDM-000203
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000080-NDM-000345
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000131-NDM-000243
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000153-NDM-000249
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000164-NDM-000252
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000166-NDM-000254
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000167-NDM-000255
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000168-NDM-000256
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000169-NDM-000257
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000170-NDM-000329
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000171-NDM-000258
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000186-NDM-000266
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000317-NDM-000282
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000373-NDM-000298
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000378-NDM-000302

Updated based on NIST SP 800-53 Rev.

SRG-APP-000381-NDM-000305

Updated based on NIST SP 800-53 Rev.

SRG-APP-000700-NDM-000100

Updated based on NIST SP 800-53 Rev.

SRG-APP-000705-NDM-000110

Updated based on NIST SP 800-53 Rev.

SRG-APP-000795-NDM-000130

Updated based on NIST SP 800-53 Rev.

SRG-APP-000820-NDM-000170

Updated based on NIST SP 800-53 Rev.

SRG-APP-000825-NDM-000180

Updated based on NIST SP 800-53 Rev.

SRG-APP-000830-NDM-000190

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-NDM-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-NDM-000210

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-NDM-000220

Updated based on NIST SP 800-53 Rev.

SRG-APP-000855-NDM-000240

Updated based on NIST SP 800-53 Rev.

SRG-APP-000860-NDM-000250

Updated based on NIST SP 800-53 Rev.

SRG-APP-000865-NDM-000260

Updated based on NIST SP 800-53 Rev.

SRG-APP-000875-NDM-000280

Updated based on NIST SP 800-53 Rev.

SRG-APP-000880-NDM-000290

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SRG-APP-000910-NDM-000300
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000915-NDM-000310
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000920-NDM-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000925-NDM-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

Nutanix AOS 5.20.x Application STIG, Version 1, Release 2
NUTX-AP-001080
Updated requirement to sunset STIG.

Nutanix AOS 5.20.x OS STIG, Version 1, Release 2
NUTX-0S-001620
Added requirement to sunset STIG.

Oracle Database 11.2g STIG, Version 2, Release 5
0112-BP-024750
Updated requirement to sunset STIG.

0112-C2-014600
Updated based on NIST SP 800-53 Rev. 5 changes.

Oracle Database 12c STIG, Version 3, Release 1
0121-C2-015200
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-012900
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-013900
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014000
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014100
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014200
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014300




Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014400
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014500
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014600
Updated based on NIST SP 800-53 Rev. 5 changes.

0121-C2-014900
Updated based on NIST SP 800-53 Rev. 5 changes.

Oracle Linux 8 STIG Benchmark, Version 2, Release 1
NA
Updated bundle to include rule ID version updates.

Oracle Linux 8 STIG, Version 2, Release 1
OL08-00-040080
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-020250
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010001
Removed based on NIST SP 800-53 Rev. 5 changes.

OL08-00-020041
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-020210
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010019
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010090
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010110
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010120
Updated based on NIST SP 800-53 Rev. 5 changes.

OL08-00-010130
Updated based on NIST SP 800-53 Rev. 5 changes.




OL08-00-010200

Updated based on NIST SP 800-53 Rev.

OL08-00-010201

Updated based on NIST SP 800-53 Rev.

OL08-00-010370

Updated based on NIST SP 800-53 Rev.

OL08-00-010371

Updated based on NIST SP 800-53 Rev.

OL08-00-010372

Updated based on NIST SP 800-53 Rev.

OL08-00-010380

Updated based on NIST SP 800-53 Rev.

OL08-00-010381

Updated based on NIST SP 800-53 Rev.

OL08-00-010384

Updated based on NIST SP 800-53 Rev.

OL08-00-010385

Updated based on NIST SP 800-53 Rev.

OL08-00-010390

Updated based on NIST SP 800-53 Rev.

OL08-00-010400

Updated based on NIST SP 800-53 Rev.

OL08-00-010550

Updated based on NIST SP 800-53 Rev.

OL08-00-020030

Updated based on NIST SP 800-53 Rev.

OL08-00-020039

Updated based on NIST SP 800-53 Rev.

OL08-00-020040

Updated based on NIST SP 800-53 Rev.

OL08-00-020042

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




OL08-00-020043

Updated based on NIST SP 800-53 Rev.

OL08-00-020050

Updated based on NIST SP 800-53 Rev.

OL08-00-020110

Updated based on NIST SP 800-53 Rev.

OL08-00-020120

Updated based on NIST SP 800-53 Rev.

OL08-00-020130

Updated based on NIST SP 800-53 Rev.

OL08-00-020140

Updated based on NIST SP 800-53 Rev.

OL08-00-020150

Updated based on NIST SP 800-53 Rev.

OL08-00-020160

Updated based on NIST SP 800-53 Rev.

OL08-00-020170

Updated based on NIST SP 800-53 Rev.

OL08-00-020180

Updated based on NIST SP 800-53 Rev.

OL08-00-020190

Updated based on NIST SP 800-53 Rev.

OL08-00-020200
Updated based on NIST SP 800-53 Rev

OL08-00-020220

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

OL08-00-020221

Removed based on NIST SP 800-53 Rev. 5 changes.

OL08-00-020230

Updated based on NIST SP 800-53 Rev.

OL08-00-020231

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.




OL08-00-020260

Updated based on NIST SP 800-53 Rev.

OL08-00-020261

Updated based on NIST SP 800-53 Rev.

OL08-00-020280

Updated based on NIST SP 800-53 Rev.

OL08-00-030130

Updated based on NIST SP 800-53 Rev.

OL08-00-030140

Updated based on NIST SP 800-53 Rev.

OL08-00-030150

Updated based on NIST SP 800-53 Rev.

OL08-00-030160

Updated based on NIST SP 800-53 Rev.

OL08-00-030170

Updated based on NIST SP 800-53 Rev.

OL08-00-030171

Updated based on NIST SP 800-53 Rev.

OL08-00-030172

Updated based on NIST SP 800-53 Rev.

OL08-00-030180

Updated based on NIST SP 800-53 Rev.

OL08-00-030181

Updated based on NIST SP 800-53 Rev.

OL08-00-030740

Updated based on NIST SP 800-53 Rev.

OL08-00-040139

Updated based on NIST SP 800-53 Rev.

OL08-00-040141
Updated based on NIST SP 800-53 Rev

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

. 5 changes.

Oracle MySQL 8.0 STIG, Version 2, Release 1

MYS8-00-005000




Updated based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-005100
Updated based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-009100
Updated based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-009300
Updated based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-009400
Removed based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-009500
Removed based on NIST SP 800-53 Rev. 5 changes.

MYS8-00-010400
Updated based on NIST SP 800-53 Rev. 5 changes.

Palo Alto Networks ALG STIG, Version 3, Release 1
PANW-AG-000102
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-AG-000047
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-AG-000049
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-AG-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-AG-000065
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-AG-000107
Updated based on NIST SP 800-53 Rev. 5 changes.

Palo Alto Networks IDPS STIG, Version 3, Release 1
PANW-IP-000018
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-1P-000024
Updated based on NIST SP 800-53 Rev. 5 changes.

PANW-IP-000029
Updated based on NIST SP 800-53 Rev. 5 changes.




PANW-IP-000041

Updated based on NIST SP 800-53 Rev.

PANW-IP-000043

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

Palo Alto Networks NDM STIG, Version 3, Release 1

PANW-NM-000053

Updated based on NIST SP 800-53 Rev.

PANW-NM-000055

Updated based on NIST SP 800-53 Rev.

PANW-NM-000056

Updated based on NIST SP 800-53 Rev.

PANW-NM-000057

Updated based on NIST SP 800-53 Rev.

PANW-NM-000058

Updated based on NIST SP 800-53 Rev.

PANW-NM-000059

Updated based on NIST SP 800-53 Rev.

PANW-NM-000097

Updated based on NIST SP 800-53 Rev.

PANW-NM-000098

Updated based on NIST SP 800-53 Rev.

PANW-NM-000099

Updated based on NIST SP 800-53 Rev.

PANW-NM-000100

Updated based on NIST SP 800-53 Rev.

PANW-NM-000110

Updated based on NIST SP 800-53 Rev.

PANW-NM-000114

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

PANW-NM-000131

Updated based on NIST SP 800-53 Rev.

PANW-NM-000136

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

Palo Alto Networks Prisma Cloud Compute STIG, Version 2, Release 1
CNTR-PC-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-PC-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-PC-000640
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-PC-000750
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-PC-001250
Updated based on NIST SP 800-53 Rev. 5 changes.

PostgreSQL 9.x STIG, Version 2, Release 5
PGS9-00-012900
Updated requirement to sunset STIG.

Rancher Government Solutions Multi-Cluster Manager STIG, Version 2, Release 1
CNTR-RM-000030
Updated based on NIST SP 800-53 Rev. 5 changes.

Rancher Government Solutions RKE2 STIG, Version 2, Release 1
CNTR-R2-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-R2-000800
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-R2-001270
Updated based on NIST SP 800-53 Rev. 5 changes.

Red Hat Ansible Automation Controller Application Server STIG, Version 2, Release 1
APAS-AT-000047
Updated based on NIST SP 800-53 Rev. 5 changes.

APAS-AT-000050
Updated based on NIST SP 800-53 Rev. 5 changes.

APAS-AT-000093
Updated based on NIST SP 800-53 Rev. 5 changes.

Red Hat Ansible Automation Controller Web Server STIG, Version 2, Release 1
APWS-AT-000230




Updated based on NIST SP 800-53 Rev. 5 changes.

APWS-AT-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 15
RHEL-07-020250
Modified the OVAL logic to reflect RHEL 7 as unsupported versions. Bundle has been moved to sunset.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 15
RHEL-07-020250
Updated requirement to sunset STIG.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 13
RHEL-08-020210
Updated the filters used by the SCAP to better handle user names that are a subset of a different user

RHEL-08-010000
Modified the OVAL logic to reflect 8.6 and 8.9 as unsupported versions.

Red Hat Enterprise Linux 9 STIG Benchmark, Version 2, Release 1
RHEL-09-215060
Updated the SCAP to check for tftp-server instead of tftp.

RHEL-09-231010
Updated the SCAP to have prefixes in a users HOME filepath (e.g., /usr/home).

RHEL-09-232020
Updated the SCAP to not check the sticky bits to match the check text.

RHEL-09-255070
Disabled the SCAP content since the rule was removed from the RHEL 9 STIG.

RHEL-09-211010
Modified the OVAL logic to reflect 9.4+ as supported versions and 9.1 and 9.3 as unsupported versions.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 1
RHEL-09-213020
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-255035
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-255045
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-255100
Updated based on NIST SP 800-53 Rev. 5 changes.




RHEL-09-432015

Updated based on NIST SP 800-53 Rev.

RHEL-09-432025

Updated based on NIST SP 800-53 Rev.

RHEL-09-211025

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-214010

Updated based on NIST SP 800-53 Rev.

RHEL-09-214015

Updated based on NIST SP 800-53 Rev.

RHEL-09-214020

Updated based on NIST SP 800-53 Rev.

RHEL-09-214025

Updated based on NIST SP 800-53 Rev.

RHEL-09-215010

Updated based on NIST SP 800-53 Rev.

RHEL-09-215075

Updated based on NIST SP 800-53 Rev.

RHEL-09-252010

Updated based on NIST SP 800-53 Rev.

RHEL-09-252015

Updated based on NIST SP 800-53 Rev.

RHEL-09-252020

Updated based on NIST SP 800-53 Rev.

RHEL-09-271045

Updated based on NIST SP 800-53 Rev.

RHEL-09-271050

Updated based on NIST SP 800-53 Rev.

RHEL-09-271055

Updated based on NIST SP 800-53 Rev.

RHEL-09-271060

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




RHEL-09-291010

Updated based on NIST SP 800-53 Rev.

RHEL-09-291015

Updated based on NIST SP 800-53 Rev.

RHEL-09-291020

Updated based on NIST SP 800-53 Rev.

RHEL-09-411010

Updated based on NIST SP 800-53 Rev.

RHEL-09-411015

Updated based on NIST SP 800-53 Rev.

RHEL-09-411050

Updated based on NIST SP 800-53 Rev.

RHEL-09-412010

Updated based on NIST SP 800-53 Rev.

RHEL-09-432035

Updated based on NIST SP 800-53 Rev.

RHEL-09-611010

Updated based on NIST SP 800-53 Rev.

RHEL-09-611015

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-611020

Removed based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-611040
Updated based on NIST SP 800-53 Rev

RHEL-09-611050
Updated based on NIST SP 800-53 Rev

RHEL-09-611055
Updated based on NIST SP 800-53 Rev

RHEL-09-611060
Updated based on NIST SP 800-53 Rev

RHEL-09-611065
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




RHEL-09-611070

Updated based on NIST SP 800-53 Rev.

RHEL-09-611075

Updated based on NIST SP 800-53 Rev.

RHEL-09-611080

Updated based on NIST SP 800-53 Rev.

RHEL-09-611085

Updated based on NIST SP 800-53 Rev.

RHEL-09-611090

Updated based on NIST SP 800-53 Rev.

RHEL-09-611095

Updated based on NIST SP 800-53 Rev.

RHEL-09-611100

Updated based on NIST SP 800-53 Rev.

RHEL-09-611110

Updated based on NIST SP 800-53 Rev.

RHEL-09-611115

Updated based on NIST SP 800-53 Rev.

RHEL-09-611120

Updated based on NIST SP 800-53 Rev.

RHEL-09-611125

Updated based on NIST SP 800-53 Rev.

RHEL-09-611130

Updated based on NIST SP 800-53 Rev.

RHEL-09-611135

Updated based on NIST SP 800-53 Rev.

RHEL-09-611140

Updated based on NIST SP 800-53 Rev.

RHEL-09-611145

Updated based on NIST SP 800-53 Rev.

RHEL-09-611150

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




RHEL-09-611160

Updated based on NIST SP 800-53 Rev.

RHEL-09-611165

Updated based on NIST SP 800-53 Rev.

RHEL-09-611170

Updated based on NIST SP 800-53 Rev.

RHEL-09-611175

Updated based on NIST SP 800-53 Rev.

RHEL-09-611180

Updated based on NIST SP 800-53 Rev.

RHEL-09-611185

Updated based on NIST SP 800-53 Rev.

RHEL-09-631010

Updated based on NIST SP 800-53 Rev.

RHEL-09-653010

Updated based on NIST SP 800-53 Rev.

RHEL-09-653015

Updated based on NIST SP 800-53 Rev.

RHEL-09-654215

Updated based on NIST SP 800-53 Rev.

RHEL-09-654220

Updated based on NIST SP 800-53 Rev.

RHEL-09-654225

Updated based on NIST SP 800-53 Rev.

RHEL-09-654230

Updated based on NIST SP 800-53 Rev.

RHEL-09-654235

Updated based on NIST SP 800-53 Rev.

RHEL-09-654240

Updated based on NIST SP 800-53 Rev.

RHEL-09-654245

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




RHEL-09-671015
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-671025
Updated based on NIST SP 800-53 Rev. 5 changes.

Red Hat OpenShift Container Platform 4.12 STIG, Version 2, Release 1
CNTR-0S-000070
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-0S-000090
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-0S-000360
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-0S-000460
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-0S-000490
Updated based on NIST SP 800-53 Rev. 5 changes.

CNTR-0S-000720
Updated based on NIST SP 800-53 Rev. 5 changes.

Redis Enterprise 6.x STIG, Version 2, Release 1
RD6X-00-005300
Removed based on NIST SP 800-53 Rev. 5 changes.

RD6X-00-005400
Removed based on NIST SP 800-53 Rev. 5 changes.

RD6X-00-007000
Updated based on NIST SP 800-53 Rev. 5 changes.

RD6X-00-008500
Updated based on NIST SP 800-53 Rev. 5 changes.

RD6X-00-008750
Updated based on NIST SP 800-53 Rev. 5 changes.

RD6X-00-008800
Updated based on NIST SP 800-53 Rev. 5 changes.

Riverbed NetProfiler STIG, Version 2, Release 1
RINP-DM-000004
Updated based on NIST SP 800-53 Rev. 5 changes.




RINP-DM-000011
Removed based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000029
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000031
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000032
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000035
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000041
Removed based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000047
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000049
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000054
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000060
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000061
Updated based on NIST SP 800-53 Rev. 5 changes.

RINP-DM-000091
Updated based on NIST SP 800-53 Rev. 5 changes.

Riverbed Steelhead CX v8 ALG STIG, Version 1, Release 2
RICX-AG-000100
Added new requirement to sunset STIG.

Riverbed Steelhead CX v8 NDM STIG, Version 1, Release 3
RICK-DM-000150
Added new requirement to sunset STIG.

Router SRG, Version 5, Release 1
SRG-NET-000705-RTR-000110
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-NET-000715-RTR-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-RTR-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

Samsung Android 11 Knox 3.x AE STIG, Version 1, Release 2
KNOX-11-999999
Added new requirement to sunset STIG.

Samsung Android 11 Knox 3.x Legacy STIG, Version 1, Release 2
KNOX-11-999999
Added new requirement to sunset STIG.

Samsung Android 12 KPE 3.x COBO STIG, Version 1, Release 3
KNOX-12-999999
Added new requirement to sunset STIG.

Samsung Android 12 KPE 3.x COPE STIG, Version 1, Release 3
KNOX-12-999999
Added new requirement to sunset STIG.

Samsung Android OS 13 with Knox 3.x COBO STIG, Version 2, Release 1
KNOX-13-110050
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-13-110080
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-13-110090
Updated based on NIST SP 800-53 Rev. 5 changes.

Samsung Android OS 13 with Knox 3.x COPE STIG, Version 2, Release 1
KNOX-13-210050
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-13-210080
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-13-210090
Updated based on NIST SP 800-53 Rev. 5 changes.

Samsung Android OS 14 with Knox 3.x COBO STIG, Version 2, Release 1
KNOX-14-110030
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-110040




Removed based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-110050
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-110080
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-110090
Updated based on NIST SP 800-53 Rev. 5 changes.

Samsung Android OS 14 with Knox 3.x COPE STIG, Version 2, Release 1
KNOX-14-210030
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-210040
Removed based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-210050
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-210080
Updated based on NIST SP 800-53 Rev. 5 changes.

KNOX-14-210090
Updated based on NIST SP 800-53 Rev. 5 changes.

SDN Controller SRG, Version 2, Release 1
SRG-NET-000512-SDN-001090
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000512-SDN-001100
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000705-SDN-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-SDN-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-SDN-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

Solaris 11 SPARC STIG Benchmark, Version 3, Release 1
NA
Updated bundle to include rule ID version updates.

Solaris 11 SPARC STIG, Version 3, Release 1




SOL-11.1-010040
Updated based on NIST SP 800-53 Rev

SOL-11.1-020020
Updated based on NIST SP 800-53 Rev

SOL-11.1-040010
Updated based on NIST SP 800-53 Rev

SOL-11.1-040030
Updated based on NIST SP 800-53 Rev

SOL-11.1-040040
Updated based on NIST SP 800-53 Rev

SOL-11.1-040050

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040060
Updated based on NIST SP 800-53 Rev

SOL-11.1-040070

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040080

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040090

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040100

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040130

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040230

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040280

Updated based on NIST SP 800-53 Rev.

SOL-11.1-040460

Updated based on NIST SP 800-53 Rev.

SOL-11.1-050240

Updated based on NIST SP 800-53 Rev.

. 5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SOL-11.1-050460
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-090020
Updated based on NIST SP 800-53 Rev. 5 changes.

Solaris 11 x86 STIG Benchmark, Version 3, Release 1
NA
Updated bundle to include rule ID version updates.

Solaris 11 x86 STIG, Version 3, Release 1
SOL-11.1-010040
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-020020
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040010
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040030
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040040
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040050
Removed based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040060
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040070
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040080
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040090
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040100
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040130
Updated based on NIST SP 800-53 Rev. 5 changes.

SOL-11.1-040230




Updated based on NIST SP 800-53 Rev

SOL-11.1-040280
Updated based on NIST SP 800-53 Rev

SOL-11.1-040460
Updated based on NIST SP 800-53 Rev

SOL-11.1-050240
Updated based on NIST SP 800-53 Rev

SOL-11.1-050460
Updated based on NIST SP 800-53 Rev

SOL-11.1-090020
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Splunk Enterprise 7.x for Windows STIG, Version 3, Release 1

SPLK-CL-000040
Updated based on NIST SP 800-53 Rev

SPLK-CL-000045

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000180

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000200

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000235

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000250

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000270

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000330

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000340

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000350

Updated based on NIST SP 800-53 Rev.

. 5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SPLK-CL-000360

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000370

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000380

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000390

Updated based on NIST SP 800-53 Rev.

Splunk Enterprise 8.x for Linux STIG, Version 2, Release 1

SPLK-CL-000340

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000350

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000360

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000370

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000380

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000010

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000020

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000100

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000140

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000400

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000410

Updated based on NIST SP 800-53 Rev.

SPLK-CL-000450

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SPLK-CL-000490
Updated based on NIST SP 800-53 Rev. 5 changes.

SUSE Linux Enterprise Server 15 Benchmark, Version 2, Release 1

NA
Updated bundle to include rule ID versio

SUSE Linux Enterprise Server 15 STIG, Version 2, Release 1

SLES-15-010001

n updates.

Removed based on NIST SP 800-53 Rev. 5 changes.

SLES-15-020230
Updated based on NIST SP 800-53 Rev

SLES-15-010100

Updated based on NIST SP 800-53 Rev.

SLES-15-010110

Updated based on NIST SP 800-53 Rev.

SLES-15-010170

Updated based on NIST SP 800-53 Rev.

SLES-15-010280

Updated based on NIST SP 800-53 Rev.

SLES-15-010320

Updated based on NIST SP 800-53 Rev.

SLES-15-010400

Updated based on NIST SP 800-53 Rev.

SLES-15-010430

Updated based on NIST SP 800-53 Rev.

SLES-15-010450

Updated based on NIST SP 800-53 Rev.

SLES-15-010460

Updated based on NIST SP 800-53 Rev.

SLES-15-010470

Updated based on NIST SP 800-53 Rev.

SLES-15-020030

Updated based on NIST SP 800-53 Rev.

. 5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SLES-15-020040

Updated based on NIST SP 800-53 Rev.

SLES-15-020050

Updated based on NIST SP 800-53 Rev.

SLES-15-020102

Updated based on NIST SP 800-53 Rev.

SLES-15-020104

Updated based on NIST SP 800-53 Rev.

SLES-15-020130

Updated based on NIST SP 800-53 Rev.

SLES-15-020140

Updated based on NIST SP 800-53 Rev.

SLES-15-020150

Updated based on NIST SP 800-53 Rev.

SLES-15-020160

Updated based on NIST SP 800-53 Rev.

SLES-15-020170

Updated based on NIST SP 800-53 Rev.

SLES-15-020180

Updated based on NIST SP 800-53 Rev.

SLES-15-020190

Updated based on NIST SP 800-53 Rev.

SLES-15-020200

Updated based on NIST SP 800-53 Rev.

SLES-15-020210

Updated based on NIST SP 800-53 Rev.

SLES-15-020220
Updated based on NIST SP 800-53 Rev

SLES-15-020240

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

SLES-15-020250

Removed based on NIST SP 800-53 Rev. 5 changes.




SLES-15-020260
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-020270
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030000
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030010
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030020
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030030
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030640
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-15-030650
Updated based on NIST SP 800-53 Rev. 5 changes.

Tanium 7.x Application on TanOS STIG, Version 2, Release 1
TANS-AP-000195
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000335
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000425
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000430
Removed based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000470
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000475
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000660
Removed based on NIST SP 800-53 Rev. 5 changes.




TANS-AP-000700
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000705
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000710
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000715
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000765
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000780
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000935
Removed based on NIST SP 800-53 Rev. 5 changes.

TANS-AP-000940
Updated based on NIST SP 800-53 Rev. 5 changes.

Tanium 7.x Operating System on TanOS STIG, Version 2, Release 1
TANS-0S-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000275
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000280
Removed based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000285
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000325
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000410
Removed based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000710




Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000715
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000725
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-000860
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-001095
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-001100
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-0S-001105
Updated based on NIST SP 800-53 Rev. 5 changes.

Tanium 7.x STIG, Version 2, Release 1
TANS-00-001195
Removed based on NIST SP 800-53 Rev. 5 changes.

TANS-00-001385
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CL-000003
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000002
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000010
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000019
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000020
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000021
Updated based on NIST SP 800-53 Rev. 5 changes.

TANS-CN-000027
Updated based on NIST SP 800-53 Rev. 5 changes.




TANS-CN-000032
Updated based on NIST SP 800-53 Rev

TANS-CN-000033
Updated based on NIST SP 800-53 Rev

TANS-DB-000003
Updated based on NIST SP 800-53 Rev

TANS-DB-000004
Updated based on NIST SP 800-53 Rev

TANS-SV-000014
Updated based on NIST SP 800-53 Rev

TANS-SV-000015
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Trellix Application Control 8.x STIG , Version 3, Release 1

MCAC-PO-000101
Updated based on NIST SP 800-53 Rev

MCAC-PO-000102
Updated based on NIST SP 800-53 Rev

MCAC-PO-000104
Updated based on NIST SP 800-53 Rev

MCAC-PO-000105
Updated based on NIST SP 800-53 Rev

MCAC-PO-000106
Updated based on NIST SP 800-53 Rev

MCAC-TE-000104
Updated based on NIST SP 800-53 Rev

MCAC-TE-000106
Updated based on NIST SP 800-53 Rev

MCAC-TE-000107
Updated based on NIST SP 800-53 Rev

MCAC-TE-000108
Updated based on NIST SP 800-53 Rev

Trellix ENS 10.x Local Client STIG, Ve
ENS-EP-000001

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

rsion 2, Release 1




Updated based on NIST SP 800-53 Rev.

ENS-FW-000001

Updated based on NIST SP 800-53 Rev.

ENS-FW-000005

Updated based on NIST SP 800-53 Rev.

ENS-FW-000006

Updated based on NIST SP 800-53 Rev.

ENS-FW-000008

Updated based on NIST SP 800-53 Rev.

ENS-FW-000009

Updated based on NIST SP 800-53 Rev.

ENS-EP-000002

Updated based on NIST SP 800-53 Rev.

ENS-EP-000003

Updated based on NIST SP 800-53 Rev.

ENS-TP-000200

Updated based on NIST SP 800-53 Rev.

ENS-TP-000201

Updated based on NIST SP 800-53 Rev.

ENS-TP-000202

Updated based on NIST SP 800-53 Rev.

ENS-TP-000245

Updated based on NIST SP 800-53 Rev.

ENS-TP-000208

Updated based on NIST SP 800-53 Rev.

ENS-CO-000115

Updated based on NIST SP 800-53 Rev.

ENS-TP-000209

Updated based on NIST SP 800-53 Rev.

ENS-TP-000204

Updated based on NIST SP 800-53 Rev.

ENS-TP-000205

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev.

ENS-TP-000206

Updated based on NIST SP 800-53 Rev.

ENS-TP-000207

Updated based on NIST SP 800-53 Rev.

ENS-TP-000210

Updated based on NIST SP 800-53 Rev.

ENS-TP-000211

Updated based on NIST SP 800-53 Rev.

ENS-TP-000212

Updated based on NIST SP 800-53 Rev.

ENS-TP-000213

Updated based on NIST SP 800-53 Rev.

ENS-TP-000214

Updated based on NIST SP 800-53 Rev.

ENS-TP-000215

Updated based on NIST SP 800-53 Rev.

ENS-TP-000216

Updated based on NIST SP 800-53 Rev.

ENS-TP-000217

Updated based on NIST SP 800-53 Rev.

ENS-TP-000218

Updated based on NIST SP 800-53 Rev.

ENS-TP-000219

Updated based on NIST SP 800-53 Rev.

ENS-TP-000220

Updated based on NIST SP 800-53 Rev.

ENS-TP-000241

Updated based on NIST SP 800-53 Rev.

ENS-TP-000242

Updated based on NIST SP 800-53 Rev.

ENS-TP-000244

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev.

ENS-CO-000112

Updated based on NIST SP 800-53 Rev.

ENS-TP-000246

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

Trellix ENS 10.x STIG, Version 3, Release 1

ENS-EP-000001

Updated based on NIST SP 800-53 Rev.

ENS-FW-000001

Updated based on NIST SP 800-53 Rev.

ENS-FW-000002

Updated based on NIST SP 800-53 Rev.

ENS-FW-000005

Updated based on NIST SP 800-53 Rev.

ENS-FW-000006

Updated based on NIST SP 800-53 Rev.

ENS-FW-000008

Updated based on NIST SP 800-53 Rev.

ENS-FW-000009

Updated based on NIST SP 800-53 Rev.

ENS-EP-000002

Updated based on NIST SP 800-53 Rev.

ENS-EP-000003

Updated based on NIST SP 800-53 Rev.

ENS-EP-000004

Updated based on NIST SP 800-53 Rev.

ENS-TP-000200

Updated based on NIST SP 800-53 Rev.

ENS-TP-000201

Updated based on NIST SP 800-53 Rev.

ENS-TP-000202

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




ENS-TP-000245

Updated based on NIST SP 800-53 Rev.

ENS-TP-000208

Updated based on NIST SP 800-53 Rev.

ENS-TP-000209

Updated based on NIST SP 800-53 Rev.

ENS-TP-000204

Updated based on NIST SP 800-53 Rev.

ENS-TP-000205

Updated based on NIST SP 800-53 Rev.

ENS-TP-000206

Updated based on NIST SP 800-53 Rev.

ENS-TP-000207

Updated based on NIST SP 800-53 Rev.

ENS-TP-000210

Updated based on NIST SP 800-53 Rev.

ENS-TP-000211

Updated based on NIST SP 800-53 Rev.

ENS-TP-000212

Updated based on NIST SP 800-53 Rev.

ENS-TP-000213

Updated based on NIST SP 800-53 Rev.

ENS-TP-000214

Updated based on NIST SP 800-53 Rev.

ENS-TP-000215

Updated based on NIST SP 800-53 Rev.

ENS-TP-000216

Updated based on NIST SP 800-53 Rev.

ENS-TP-000217

Updated based on NIST SP 800-53 Rev.

ENS-TP-000218

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




ENS-TP-000219
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000220
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000241
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000242
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000244
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-CO-000112
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000246
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-CO-000114
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-CO-000116
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-FW-000010
Updated based on NIST SP 800-53 Rev. 5 changes.

ENS-TP-000247
Updated based on NIST SP 800-53 Rev. 5 changes.

Trellix TIE/DXL STIG, Version 3, Release 1
TIDX-SV-000004
Updated based on NIST SP 800-53 Rev. 5 changes.

TIDX-SV-000012
Updated based on NIST SP 800-53 Rev. 5 changes.

Trend Micro TippingPoint IDPS STIG, Version 2, Release 1
TIPP-IP-000170
Removed based on NIST SP 800-53 Rev. 5 changes.

TIPP-IP-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-IP-000280




Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-IP-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-IP-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-IP-000360
Updated based on NIST SP 800-53 Rev. 5 changes.

Trend Micro TippingPoint NDM STIG, Version 2, Release 1
TIPP-NM-000210
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000240
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000250
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000270
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000280
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000670
Updated based on NIST SP 800-53 Rev. 5 changes.

TIPP-NM-000950
Updated based on NIST SP 800-53 Rev. 5 changes.

Tri-Lab Operating System Stack (TOSS) 4 STIG Benchmark, Version 2, Release 1
NA
Updated bundle to include rule ID version updates.

Tri-Lab Operating System Stack (TOSS) 4 STIG, Version 2, Release 1
TOSS-04-040280




Updated based on NIST SP 800-53 Rev.

TOSS-04-010010

Updated based on NIST SP 800-53 Rev.

TOSS-04-010040

Updated based on NIST SP 800-53 Rev.

TOSS-04-010180

Updated based on NIST SP 800-53 Rev.

TOSS-04-010220

Updated based on NIST SP 800-53 Rev.

TOSS-04-010230

Updated based on NIST SP 800-53 Rev.

TOSS-04-010240

Updated based on NIST SP 800-53 Rev.

TOSS-04-020020

Updated based on NIST SP 800-53 Rev.

TOSS-04-020070

Updated based on NIST SP 800-53 Rev.

TOSS-04-020120

Updated based on NIST SP 800-53 Rev.

TOSS-04-020180

Updated based on NIST SP 800-53 Rev.

TOSS-04-020190

Updated based on NIST SP 800-53 Rev.

TOSS-04-030010

Updated based on NIST SP 800-53 Rev.

TOSS-04-031350

Updated based on NIST SP 800-53 Rev.

TOSS-04-040050

Updated based on NIST SP 800-53 Rev.

TOSS-04-040060

Updated based on NIST SP 800-53 Rev.

TOSS-04-040070

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040080
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040090
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040110
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040120
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040130
Removed based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040140
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040290
Updated based on NIST SP 800-53 Rev. 5 changes.

TOSS-04-040350
Updated based on NIST SP 800-53 Rev. 5 changes.

Unified Endpoint Management Server SRG, Version 2, Release 1
SRG-APP-000004-UEM-000004
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000131-UEM-000076
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000151-UEM-000085
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000153-UEM-000087
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000154-UEM-000088
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000157-UEM-000091
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000163-UEM-000093
Changed to NA based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000164-UEM-000094

Updated based on NIST SP 800-53 Rev.

SRG-APP-000165-UEM-000095

Updated based on NIST SP 800-53 Rev.

SRG-APP-000166-UEM-000096

Updated based on NIST SP 800-53 Rev.

SRG-APP-000167-UEM-000097

Updated based on NIST SP 800-53 Rev.

SRG-APP-000168-UEM-000098

Updated based on NIST SP 800-53 Rev.

SRG-APP-000169-UEM-000099

Updated based on NIST SP 800-53 Rev.

SRG-APP-000170-UEM-000100

Updated based on NIST SP 800-53 Rev.

SRG-APP-000171-UEM-000101
Updated based on NIST SP 800-53 Rev

SRG-APP-000173-UEM-000103

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

. 5 changes.

Changed to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000174-UEM-000104
Updated based on NIST SP 800-53 Rev

SRG-APP-000291-UEM-000165
Updated based on NIST SP 800-53 Rev

SRG-APP-000292-UEM-000166
Updated based on NIST SP 800-53 Rev

SRG-APP-000293-UEM-000167
Updated based on NIST SP 800-53 Rev

SRG-APP-000294-UEM-000168
Updated based on NIST SP 800-53 Rev

SRG-APP-000320-UEM-000193
Updated based on NIST SP 800-53 Rev

SRG-APP-000377-UEM-000247

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Changed to NA based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000378-UEM-000248
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000378-UEM-000249
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000381-UEM-000252
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000389-UEM-000260
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000390-UEM-000261
Changed to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000401-UEM-000272
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000427-UEM-000500
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000427-UEM-000501
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000427-UEM-000502
Updated based on NIST SP 800-53 Rev. 5 changes.

Virtual Machine Manager SRG, Version 2, Release 1
SRG-0S-000030-VMM-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000069-VMM-000360
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000070-VMM-000370
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000071-VMM-000380
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000072-VMM-000390
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000073-VMM-000400
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000075-VMM-000420
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-0S-000076-VMM-000430
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000077-VMM-000440
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000078-VMM-000450
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000107-VMM-000530
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000108-VMM-000540
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000109-VMM-000550
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000113-VMM-000570
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000118-VMM-000590
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000126-VMM-000640
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000191-VMM-000730
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000266-VMM-000940
Updated based on 800-53 rev 5 changes.

SRG-0S-000274-VMM-000960
Updated based on 800-53 rev 5 changes.

SRG-0S-000275-VMM-000970
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000276-VMM-000980
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000277-VMM-000990
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000304-VMM-001100
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-0S-000355-VMM-001330
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000356-VMM-001340
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000362-VMM-001390
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000365-VMM-001420
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000366-VMM-001430
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000373-VMM-001470
Changed status to NA based on NIST SP 800-53 Rev

SRG-0S-000373-VMM-001480
Changed status to NA based on NIST SP 800-53 Rev

SRG-0S-000373-VMM-001490
Changed status to NA based on NIST SP 800-53 Rev

SRG-0S-000374-VMM-001500
Changed status to NA based on NIST SP 800-53 Rev

SRG-0S-000375-VMM-001510
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000380-VMM-001560
Changed status to NA based on NIST SP 800-53 Rev

SRG-0S-000384-VMM-001580
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000590-VMM-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000690-VMM-000140
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000705-VMM-000150
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-0S-000710-VMM-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




SRG-0S-000720-VMM-000170

Updated based on NIST SP 800-53 Rev.

SRG-0S-000725-VMM-000180

Updated based on NIST SP 800-53 Rev.

SRG-0S-000730-VMM-000190

Updated based on NIST SP 800-53 Rev.

SRG-0S-000745-VMM-000210

Updated based on NIST SP 800-53 Rev.

SRG-0S-000755-VMM-000220

Updated based on NIST SP 800-53 Rev.

SRG-0S-000775-VMM-000230

Updated based on NIST SP 800-53 Rev.

SRG-0S-000780-VMM-000240

Updated based on NIST SP 800-53 Rev.

SRG-0S-000785-VMM-000250

Updated based on NIST SP 800-53 Rev.

SRG-0S-000805-VMM-000260

Updated based on NIST SP 800-53 Rev.

Virtual Private Network (VPN) SRG, Version 3, Release 1

SRG-NET-000145-VPN-000510

Updated based on NIST SP 800-53 Rev.

SRG-NET-000147-VPN-000520

Updated based on NIST SP 800-53 Rev.

SRG-NET-000147-VPN-000530

Updated based on NIST SP 800-53 Rev.

SRG-NET-000333-VPN-001250

Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000337-VPN-001290

Updated based on NIST SP 800-53 Rev.

SRG-NET-000337-VPN-001300

Updated based on NIST SP 800-53 Rev.

SRG-NET-000345-VPN-002430

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000522-VPN-002320
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000580-VPN-002431
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000580-VPN-002432
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000705-VPN-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000715-VPN-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-NET-000760-VPN-000160
Updated based on NIST SP 800-53 Rev. 5 changes.

VMware Workspace ONE UEM STIG, Version 2, Release 2
VMW1-00-000650
Updated requirement to sunset STIG.

Web Server SRG, Version 4, Release 1
SRG-APP-000131-WSR-000051
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000131-WSR-000073
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000356-WSR-000007
Changed status to NA based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000700-WSR-000100
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000705-WSR-000110
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000745-WSR-000120
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000795-WSR-000130
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000805-WSR-000140
Updated based on NIST SP 800-53 Rev. 5 changes.




SRG-APP-000815-WSR-000160

Updated based on NIST SP 800-53 Rev.

SRG-APP-000820-WSR-000170

Updated based on NIST SP 800-53 Rev.

SRG-APP-000825-WSR-000180

Updated based on NIST SP 800-53 Rev.

SRG-APP-000830-WSR-000190

Updated based on NIST SP 800-53 Rev.

SRG-APP-000835-WSR-000200

Updated based on NIST SP 800-53 Rev.

SRG-APP-000840-WSR-000210

Updated based on NIST SP 800-53 Rev.

SRG-APP-000845-WSR-000220

Updated based on NIST SP 800-53 Rev.

SRG-APP-000850-WSR-000230

Updated based on NIST SP 800-53 Rev.

SRG-APP-000855-WSR-000240

Updated based on NIST SP 800-53 Rev.

SRG-APP-000860-WSR-000250

Updated based on NIST SP 800-53 Rev.

SRG-APP-000865-WSR-000260

Updated based on NIST SP 800-53 Rev.

SRG-APP-000870-WSR-000270

Updated based on NIST SP 800-53 Rev.

SRG-APP-000875-WSR-000280

Updated based on NIST SP 800-53 Rev.

SRG-APP-000880-WSR-000290

Updated based on NIST SP 800-53 Rev.

SRG-APP-000910-WSR-000300

Updated based on NIST SP 800-53 Rev.

SRG-APP-000915-WSR-000310

Updated based on NIST SP 800-53 Rev.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




SRG-APP-000920-WSR-000320
Updated based on NIST SP 800-53 Rev. 5 changes.

SRG-APP-000925-WSR-000330
Updated based on NIST SP 800-53 Rev. 5 changes.

z/OS SRR Scripts, Version 6, Release 61

NA

Change CNTL symbolic variable in CARJ0O42R.

Change JCL in CARJO042R to specify LIKE=SYS1.RACF for SYSUT1 DD statement.

Changed CATJ043R to allow execution of steps JSTEP035 through JSTEP099 when CC is less than or
Changes made to xml file to allow import into STIG Viewer.

Changes made to xml file to correct import into ESPS.

Removed automation for obsolete TSS vulnerabilities.

ACF2-ES-000880
Change finding details of "not defined" when GSO entry is available.

ACF2-ES-000010
Change finding details of "not defined" when GSO entry is available.

ACF2-0S-002360
New Automation.

ACF2-UT-000040
New Automation.

ACF2-UT-000050
New Automation.

RACF-0S-000410
New Automation.

RACF-UT-000040
New Automation.

RACF-UT-000050
New Automation.

TSS0-0S-000370
New Automation.

TSS0-UT-000040
New Automation.

TSS0-UT-000050
New Automation.




ZCLS0041
Changes made to evaluate information for different version of product.

ZCLSA042
Changes made to evaluate information for different version of product.

ZCLSR042
Changes made to evaluate information for different version of product.

ZCLSTO042
Changes made to evaluate information for different version of product.
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