October 2024 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: October 23, 2024

Apple macOS 14 (Sonoma) STIG, Version 2, Release 2
APPL-14-000130
Altered Check.

APPL-14-002017
Updated log permissions.

APPL-14-000016
Updated audit location.

APPL-14-000080
Removed unnecessary requirement.

CA IDMS, Version 2, Release 1
IDMS-DB-000930
Upgraded Severity Codes for data at rest.

Canonical Ubuntu 20.04 LTS STIG, Version 2, Release 1
UBTU-20-010008

Updated Check.

Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-20-010442
Updated Fix.

UBTU-20-010463
Updated Check Text command.

UBTU-20-010013
Changed tmout to be consistent across STIGS.

UBTU-20-010005
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-20-010007
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-20-010014
Updated based on NIST SP 800-53 Rev. 5 changes.

UBTU-20-010036
Updated based on NIST SP 800-53 Rev. 5 changes.




UBTU-20-010050

Updated based on NIST SP 800-53 Rev.

UBTU-20-010051

Updated based on NIST SP 800-53 Rev.

UBTU-20-010052

Updated based on NIST SP 800-53 Rev.

UBTU-20-010053

Updated based on NIST SP 800-53 Rev.

UBTU-20-010054

Updated based on NIST SP 800-53 Rev.

UBTU-20-010055

Updated based on NIST SP 800-53 Rev.

UBTU-20-010063

Updated based on NIST SP 800-53 Rev.

UBTU-20-010066

Updated based on NIST SP 800-53 Rev.

UBTU-20-010070

Updated based on NIST SP 800-53 Rev.

UBTU-20-010408

Updated based on NIST SP 800-53 Rev.

UBTU-20-010409

Updated based on NIST SP 800-53 Rev.

UBTU-20-010415

Updated based on NIST SP 800-53 Rev.

UBTU-20-010435

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

UBTU-20-010436

Updated based on NIST SP 800-53 Rev.

UBTU-20-010438

Updated based on NIST SP 800-53 Rev.

UBTU-20-010440

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev. 5 changes.

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 2
UBTU-22-232027
Removed requirement.

Cisco ASA NDM STIG, Version 2, Release 2
CASA-ND-001260
Updated Title, Discussion, and Check.

Cisco ASA VPN STIG, Version 2, Release 2
CASA-VN-000240
Updated the Discussion, Check, and Fix.

Cisco I0S Router NDM STIG, Version 3, Release 2
CISC-ND-000470
Updated requirement to address the call home feature.

Cisco I0S Router RTR STIG, Version 3, Release 2
NA
Updated overview to include router definitions.

CISC-RT-000010
Updated Check Text to include VRF.

CISC-RT-000320
Updated Rule, Vulnerability Discussion, Check, and Fix.

CISC-RT-000050
Updated Check.

Cisco I0S Switch NDM STIG, Version 3, Release 2
CISC-ND-000470
Updated requirement to address the call home feature.

CISC-ND-001220
Updated Rule, Vulnerability Discussion, Check and Fix.

Cisco I0S XE Router NDM STIG SCAP Benchmark, Version 3, Release 2
NA
Rebundled the Benchmark to capture the change to CAT lll severity for DTBC-0006.

Cisco I0S XE Router NDM STIG, Version 3, Release 2
CISC-ND-000470

Updated requirement to address the call home feature.

Cisco I0S XE Router RTR STIG SCAP Benchmark, Version 3, Release 2




NA
Rebundled to capture the updated information in the discussions, fix text, and CCls that do not impact

Cisco I0S XE Router RTR STIG, Version 3, Release 2
NA
Updated overview to include router definitions.

CISC-RT-000010
Updated Check Text to include VRF.

CISC-RT-000320
Updated Discussion.

CISC-RT-000050
Updated MD5 note in Check Text.

Cisco I0S XE Switch NDM STIG, Version 3, Release 2
CISC-ND-000470
Updated requirement to address the call home feature.

Cisco I0S XR Router NDM STIG, Version 3, Release 2
CISC-ND-000470
Updated requirement to address the call home feature.

Cisco I0S XR Router RTR STIG, Version 3, Release 2
CISC-RT-000010
Updated Check Text to include VRF.

CISC-RT-000320
Updated Discussion.

CISC-RT-000050
Updated MD5 note in Check Text.

Cisco ISE NAC STIG, Version 2, Release 2
CSCO-NC-000190
Removed requirement.

CSCO-NC-000050
Updated requirement and vul discussion.

CSCO-NC-000060
Updated Check and Fix.

CSCO-NC-000120
Updated Fix.




Cisco ISE NDM STIG, Version 2, Release 2
CSCO-NM-000010
Updated Rule Title and Check.

CSCO-NM-000320
Removed requirement.

CSCO-NM-000330
Updated Rule, Vulnerability Discussion, Check, and Fix.

CSCO-NM-000550
Removed requirement.

CSCO-NM-000390
Updated Check.

Cisco NX OS Switch L2S STIG, Version 3, Release 2
CISC-L2-000010
Corrected syntax error in the note.

Cisco NX OS Switch NDM STIG, Version 3, Release 2
CISC-ND-000290
Added clarification to Check Text.

CISC-ND-000530
Removed FIPS mode requirement and replaced with commands to enable FIPS compliant protocols for
Removed unnecessary requirement.

CISC-ND-001200
Removed FIPS mode requirement and replaced with commands to enable FIPS compliant protocols for
Updated Check and Fix procedure and removed note which applied to a now unsupported OS version.

CISC-ND-001210
Removed FIPS mode requirement and replaced with commands to enable FIPS compliant protocols for
Updated Check and Fix procedure and removed note which applied to a now unsupported OS version.

CISC-ND-001220
Updated STIG Overview, supplemental, and Revision History documents to reflect new product name

CISC-ND-001030
Removed requirement.

Cisco NX OS Switch RTR STIG, Version 3, Release 2
CISC-RT-000070
Removed requirement.

Database SRG, Version 4, Release 2




SRG-APP-000428-DB-000386
Changed Data at Rest requirement to a severity of CAT 1.

SRG-APP-000429-DB-000387
Changed Data at Rest requirement to a severity of CAT 1.

Enterprise Voice, Video, and Messaging Endpoint SRG, Version 1, Release 2
SRG-NET-000018-VVEP-00108
Updated alternative MFA note in Check Text.

ESS Agent Handler STIG, Version 2, Release 4
H36900 - AH 4.6
Changed version and OPORD references.

H36920 - AH 4.6
Removed requirement.

H36940 - AH 4.6
Removed requirement.

H30280 - AH 4.6
Corrected syntax for Check and Fix from I0S-XE to NX-OS.

ESS ePO 5.x STIG, Version 3, Release 2

H30280 - ePO 5x

Removed requirement.

Changed version information and OPORD reference.

H42130 - ePO 5x
Changed version information and OPORD reference.

H90200 - ePO 5x
Changed OPORD reference.

H20145 - ePO 5x
Updated Check Text command to use gsettings.

H30140 - ePO 5x
Updated Check and Fix.

ESS Rogue Sensor STIG, Version 5, Release 3
H30280 - RSD
Changed OPORD reference.

ESS Trellix Agent STIG, Version 5, Release 11
H30280 - MA
Changed version information and OPORD reference.




Forescout NAC STIG, Version 1, Release 1
FORE-NC-000110"
Updated the Title, Check, and Fix.

Forescout NAC STIG, Version 2, Release 2
FORE-NC-000070(]
Updated the Discussion, Check, and Fix.

FORE-NC-000030
Added "mls qos copp" syntax to Check Text.

FORE-NC-000280"]
Updated Rule Title, removed tmux workaround note from Fix Text, and added a note to the Check Text.

FORE-NC-000470
Removed requirement.

Forescout NDM STIG, Version 2, Release 2
FORE-NM-000330
Changed CCI to CCI-000381.

Google Chrome Current Windows STIG SCAP Benchmark, Version 2, Release 10
DTBC-0006
Removed based on NIST SP 800-53 Rev. 5 changes.

Google Chrome Current Windows STIG, Version 2, Release 10
DTBC-0006
Added NA clause for CGl use.

IBM AIX 7.x STIG, Version 3, Release 1
AIX7-00-003003
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001007
Updated Fix to match Check syntax.

AIX7-00-001011
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001053
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001100
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001120




Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001121
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001122
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001123
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001125
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001126
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001127
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001128
Removed based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001129
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001130
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-001131
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002016
Removed based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002061
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002062
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002107
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002108
Updated based on NIST SP 800-53 Rev. 5 changes.




AIX7-00-002110
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002112
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-002133
Added NA statement to the Check.

AIX7-00-003022
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-003101
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-003102
Updated based on NIST SP 800-53 Rev. 5 changes.

AIX7-00-003200
Updated based on NIST SP 800-53 Rev. 5 changes.

IBM Hardware Management Console (HMC) Policy STIG, Version 2, Release 2
NA
Updated Rule, Vulnerability Discussion, and Check.

IBM WebSphere Liberty Server STIG, Version 1, Release 3
IBMW-LS-000390
Added Trace Flag to Check and Fix content. Updated title.

IBMW-LS-000440
Updated based on NIST SP 800-53 Rev. 5 changes.

IBMW-LS-000720
Updated based on NIST SP 800-53 Rev. 5 changes.

IBM WebSphere Liberty Server STIG, Version 2, Release 1
IBMW-LS-000040
Altered Discussion, Check, and Fix.

IBMW-LS-000770
Altered Check.

IBM z/OS ACF2 STIG, Version 9, Release 2
ACF2-0S-000340
Upgraded Severity Codes for data at rest.

IBM z/OS RACF STIG, Version 9, Release 2




RACF-0S-000320
Upgraded Severity Codes for data at rest.

RACF-ES-000480
Combined requirement with RACF-ES-000490.

RACF-ES-000490
Removed requirement; combined with RACF-ES-000480.

IBM z/OS TSS STIG, Version 9, Release 2
TSS0-0S-000320
Upgraded Severity Codes for data at rest.

ISEC7 Sphere STIG, Version 3, Release 1
ISEC-06-000010
Corrected typo.

ISEC-06-000030
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

ISEC-06-000060
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-000200
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-000270
Replaced "EMM Suite" with "SPHERE" in Rule Title and Check Text. Made additional updates to Fix

ISEC-06-000380
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-000500
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

ISEC-06-000660
Updated based on NIST SP 800-53 Rev. 5 changes. Replaced "EMM Suite" with "SPHERE" in Rule

ISEC-06-000780
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

ISEC-06-001730
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

ISEC-06-001760
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates




ISEC-06-001960
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002030
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002510
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002520
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002530
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002620
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002660
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002690
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-002700
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-550150
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-550200
Updated based on NIST SP 800-53 Rev. 5 changes. Replaced "EMM Suite" with "SPHERE" in Check

ISEC-06-550300
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-550305
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-550310
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-550700
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-550800
Updated based on NIST SP 800-53 Rev. 5 changes. Replaced "EMM Suite" with "SPHERE" in Check




ISEC-06-551100
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text. Made additional updates

ISEC-06-551200
Removed requirement.

ISEC-06-551300
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-551310
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-551400
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

ISEC-06-551600
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text.

ISEC-06-551700
Replaced "EMM Suite" with "SPHERE" in Check Text and Fix Text. Made additional updates to Check

Ivanti Connect Secure NDM STIG, Version 2, Release 2
IVCS-NM-000010
Removed JITC mode from Vulnerability Discussion, Check, and Fix.

IVCS-NM-000460
Updated the Check.

IVCS-NM-000015
Added new requirement.

Ivanti EPMM Server STIG, Version 3, Release 1
NA
Changed "Mobilelron Core" to "EPMM".

IMIC-11-000100
Updated Check.

IMIC-11-000300
Changed "Mobilelron Core" to "EPMM".

IMIC-11-001400
Changed "Mobilelron Core" to "EPMM".

IMIC-11-001500
Changed "Mobilelron Core" to "EPMM".




IMIC-11-003000
Changed "Mobilelron Core" to "EPMM".

IMIC-11-003500
Changed "Mobilelron Core" to "EPMM".

IMIC-11-004200
Changed "Mobilelron Core" to "EPMM".

IMIC-11-004800
Changed "Mobilelron Core" to "EPMM".

IMIC-11-004950
Changed "Mobilelron Core" to "EPMM".

IMIC-11-005000
Changed "Mobilelron Core" to "EPMM".

IMIC-11-005100
Changed "Mobilelron Core" to "EPMM".

IMIC-11-005200
Changed "Mobilelron Core" to "EPMM".

IMIC-11-005300
Changed "Mobilelron Core" to "EPMM".

IMIC-11-006400
Changed "Mobilelron Core" to "EPMM".

IMIC-11-007900
Changed "Mobilelron Core" to "EPMM".

IMIC-11-008510
Changed "Mobilelron Core" to "EPMM".

IMIC-11-008520
Changed "Mobilelron Core" to "EPMM".

IMIC-11-008600
Changed "Mobilelron Core" to "EPMM".

IMIC-11-010000
Changed "Mobilelron Core" to "EPMM".

IMIC-11-010200




Changed "Mobilelron Core" to "EPMM".

IMIC-11-010800
Changed "Mobilelron Core" to "EPMM".

IMIC-11-010900
Changed "Mobilelron Core" to "EPMM".

IMIC-11-012400
Changed "Mobilelron Core" to "EPMM".

IMIC-11-012500
Changed "Mobilelron Core" to "EPMM".

IMIC-11-012600
Changed "Mobilelron Core" to "EPMM".

IMIC-11-012800
Changed "Mobilelron Core" to "EPMM".

Ivanti Sentry 9.x ALG STIG, Version 3, Release 1

MOIS-AL-000010

Updated STIG Overview, Supplemental, and Revision History documents to reflect new product name
(previously called Ivanti Mobilelron Core MDM).

MOIS-AL-000030
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000160
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000170
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000180
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000190
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000200
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000210
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000220




Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000230
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000240
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000250
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000260
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000360
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000380
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000400
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000410
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000420
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000870
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000900
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-000950
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-001200
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-001340
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-001350
Changed "Mobilelron Sentry" to "Sentry".




MOIS-AL-001360
Changed "Mobilelron Sentry" to "Sentry".

MOIS-AL-001370
Changed "Mobilelron Sentry" to "Sentry".

Ivanti Sentry 9.x NDM STIG, Version 3, Release 1
MOIS-ND-000020
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000030
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000050
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000130
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000140
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000150
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000390
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000420
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000430
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000440
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000450
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000460
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000510
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000530




Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000550
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000580
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000690
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000700
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000760
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000810
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000900
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000930
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000950
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000970
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000980
Changed "Mobilelron Sentry" to "Sentry".

MOIS-ND-000990
Changed "Mobilelron Sentry" to "Sentry".

Ivanti Sentry 9.x STIG, Version 3, Release 1
NA
Changed "Mobilelron Sentry" to "Sentry".

JBoss Enterprise Application Platform 6.3 STIG, Version 2, Release 5
JBOS-AS-000035
Updated the Check command.

JBOS-AS-000080




Reworded Fix Text checks 2 and 3 and added reference for further clarification on emergency exit

Juniper EX Series Switches Layer 2 Switch STIG, Version 2, Release 2
JUEX-L2-000040
Updated Rule, Vulnerability Discussion, Check and Fix.

JUEX-L2-000070
Updated Vulnerability Discussion, Check, and Fix.

JUEX-L2-000080
Removed and combined notes into EX19-MB-000146.

Juniper EX Series Switches NDM STIG, Version 2, Release 2
JUEX-NM-000670
Updated Check and Fix.

JUEX-NM-000290
Changed line indicating that this rule does not apply to VMs with no USB peripherals attached to a note

Juniper EX Series Switches Network Device Management STIG, Version 2, Release 2
JUEX-NM-000340
Added Not Applicable note.

JUEX-NM-000280
Updated Check and Fix.

JUEX-NM-000610
Removed requirement.

JUEX-NM-000010
Updated Vulnerability Discussion, Check, and Fix.

JUEX-NM-000240
Update Rule, Vulnerability Discussion, Check, and Fix.

Juniper SRX Services Gateway NDM STIG, Version 3, Release 2
JUSX-DM-000030
Updated the finding statement in the Check.

Juniper SRX Services Gateway ALG STIG, Version 3, Release 2
JUSX-AG-000144
Updated the finding statement in the Check.

Kubernetes STIG SCAP Benchmark, Version 2, Release 2
NA
Rebundled to capture the updated information in the discussions, fix text, and CCls that do not impact




Kubernetes STIG, Version 2, Release 2
CNTR-K8-000920
Updated Check and Fix.

CNTR-K8-000930
Updated Check and Fix.

CNTR-K8-000940
Updated Check and Fix.

Mainframe Product SRG, Version 3, Release 2
SRG-APP-000428-MFP-000303
Upgraded Severity Codes for data at rest.

SRG-APP-000429-MFP-000304
Upgraded Severity Codes for data at rest.

MariaDB Enterprise 10.x STIG, Version 2, Release 2
MADB-10-008600
Changed Data at Rest requirement to a severity of CAT 1.

MADB-10-008700
Changed Data at Rest requirement to a severity of CAT 1.

MarkLogic Server v9 STIG, Version 3, Release 2
ML09-00-008500
Changed Data at Rest requirement to a severity of CAT 1.

ML09-00-008600
Changed Data at Rest requirement to a severity of CAT 1.

Microsoft Azure SQL Database STIG, Version 2, Release 2
ASQL-00-003300
Changed Data at Rest requirement to a severity of CAT 1.

ASQL-00-003400
Changed Data at Rest requirement to a severity of CAT 1.

Microsoft Edge STIG, Version 2, Release 2
EDGE-00-000001
Updated Check and Fix.

EDGE-00-000056
Updated the Title, Discussion, and Check.

EDGE-00-000024
Removed automation for PDI AAMV0580.




Updated requirement and discussion.

EDGE-00-000068
Added a note to the Check Text.

Microsoft Exchange 2019 Mailbox Server STIG, Version 2, Release 2
EX19-MB-000146
Removed a space from the beginning of the output in the Fix Text.

EX19-MB-000151
Combined CCI and notes from EX19-MB-000151.

Microsoft IIS 10.0 Server STIG, Version 3, Release 2
lIST-SV-000134
Added NA clause if ASP.NET is not installed.

IIST-SV-000135
Added NA clause if ASP.NET is not installed.

IIST-SV-000137
Added NA clause if ASP.NET is not installed.

IIST-SV-000215
Added NA clause if ASP.NET is not installed.

IIST-SV-000151
Altered Check and Fix to specify these are DWORD values.

IIST-SV-000210
Altered value for “DisableServerHeader” and added NA clause.

IST-SV-000115
Added provisions for a "Web Administrators" type group.

IST-SV-000129
Removed requirement due to being handled at site level.

IIST-SV-000144
Added "NA for WSUS" clause.

IIST-SV-000140
Changed OPORD reference.

IIST-SV-000102
Removed requirement due to Rev 5. changes.

IIST-SV-000103




Added "NA for WSUS" clause.

IIST-SV-000220
Added requirement for “DisableRequestSmuggling”.

IIST-SV-000159
Altered permissions.

Microsoft lIS 10.0 Site STIG, Version 2, Release 10
lIST-S1-000201
Added NA clause if ASP.NET is not installed.

11IST-SI1-000202
Added NA clause if ASP.NET is not installed.

1IST-SI1-000203
Altered Check.

11IST-SI1-000223
Added NA clause if ASP.NET is not installed.

1IST-S1-000263
Removed requirement.

IIST-SI-000204
Updated Rule, Discussion, Check and Fix.

IST-S1-000220
Added "NA for NDES and SCEP" clauses.

1IST-SI1-000242
Added "NA for NDES and SCEP" clauses.

IST-SI1-000214
Updated Check and Fix.

IIST-S1-000224
Added exception to leave .exe for WSUS.

1IST-S1-000252
Updated Check.

lIST-S1-000206
Replaced "EMM Suite" with "SPHERE" in Rule Title, Check Text, and Fix Text.

IST-S1-000209
Added "NA for WSUS" clause.




IST-S1-000210
Added "NA for WSUS" clause.

IIST-SI1-000233
Added NA clause.

IST-S1-000255
Added "NA for WSUS" clause.

IIST-SI1-000261
Added "NA for WSUS" clause.

Microsoft Office 365 Pro Plus STIG SCAP Benchmark, Version 3, Release 2
NA
Rebundled to capture the updated information in the discussions, fix text, and CCls that do not impact

Microsoft Windows 11 STIG SCAP Benchmark, Version 2, Release 2
WIN11-CC-000066
Updated the OVAL to use "equals" instead of a "pattern match".

WN11-CC-000326
Updated the OVAL to be case insensitive.

Microsoft Windows Server 2016 STIG SCAP Benchmark, Version 2, Release 7
WN16-DC-000070
Added note for Split-Tunneling in the Check Text.

WIN16-CC-000100
Updated the OVAL to use "equals" instead of a "pattern match".

WN16-CC-000490
Updated the OVAL to be case insensitive.

Microsoft Windows Server 2019 STIG SCAP Benchmark, Version 3, Release 2
WN19-DC-000070
Updated the OVAL to be case insensitive.

WIN19-CC-000090
Updated the OVAL to use "equals" instead of a "pattern match".

WN19-CC-000460
Updated the OVAL to be case insensitive.

Microsoft Windows Server 2022 STIG SCAP Benchmark, Version 2, Release 2
WN22-DC-000070
Updated the OVAL to be case insensitive.




WIN22-CC-000090
Updated the OVAL to use "equals" instead of a "pattern match".

WN22-CC-000460
Updated the OVAL to be case insensitive.

MS SQL Server 2016 Database STIG, Version 3, Release 2
SQL6-D0-003300
Changed Data at Rest requirement to a severity of CAT 1.

SQL6-D0-003400
Changed Data at Rest requirement to a severity of CAT 1.

SQL6-D0-000300
Corrected typo in directory location.

SQL6-D0-000100
Corrected logic for the finding statement regarding max_files.

MS SQL Server 2016 Instance STIG, Version 3, Release 2
SQL6-D0-008200
New Automation.

SQL6-D0-003900
Updated supplemental script "Database permission assignments to users and roles.sql". Updated

SQL6-D0-010900
Updated supplemental script "Instance permissions assignments to logins and roles.sql."

SQL6-D0-003600
Changed wording for container databases.

SQL6-D0-003700
Added alternative to using a trigger.

SQL6-D0-007900
Changed wording for documentation and approval.

SQL6-D0-007500
Removed reference to Windows STIG.

SQL6-D0-014600
Updated link server query to reduce false positives.

SQL6-D0-010100
Corrected typo.




NetApp ONTAP DSC 9.x STIG, Version 2, Release 2
NAOT-CM-000009
Updated to correct CCI.

Network Device Management SRG, Version 5, Release 2
SRG-APP-000149-NDM-000247
Updated MD5 note in Check Text.

Network Infrastructure Policy STIG, Version 10, Release 7
NET-IDPS-021
Updated Check to include CSSP tools.

Oracle Database 12c STIG, Version 3, Release 2
0121-BP-024000
Removed requirement.

0121-C2-015501
Updated Check and Fix text and added conditional "not a finding" line.

0121-BP-025800
Removed JPAS replaced with DISS.

0121-BP-022200
Made finding statement more precise.

Oracle Linux 7 STIG, Version 3, Release 1
OL07-00-040160
Updated Check and Fix Text to remove unneeded commands and fix syntax.

OL07-00-010019
Updated based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010020
Updated based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010060
Updated based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010061
Updated based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010118
Updated based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010119
Updated based on NIST SP 800-53 Rev. 5 changes.




OL07-00-010120
Updated based on NIST SP 800-53 Rev.

OL07-00-010130
Updated based on NIST SP 800-53 Rev.

OL07-00-010140
Updated based on NIST SP 800-53 Rev.

OL07-00-010150
Updated based on NIST SP 800-53 Rev.

OL07-00-010160
Updated based on NIST SP 800-53 Rev.

OL07-00-010170
Updated based on NIST SP 800-53 Rev.

OL07-00-010180
Updated based on NIST SP 800-53 Rev.

OL07-00-010190
Updated based on NIST SP 800-53 Rev.

OL07-00-010199
Updated based on NIST SP 800-53 Rev.

OL07-00-010200
Updated based on NIST SP 800-53 Rev.

OL07-00-010210
Updated based on NIST SP 800-53 Rev.

OL07-00-010220
Updated based on NIST SP 800-53 Rev.

OL07-00-010230
Updated based on NIST SP 800-53 Rev.

OL07-00-010240
Updated based on NIST SP 800-53 Rev.

OL07-00-010250
Updated based on NIST SP 800-53 Rev.

OL07-00-010260

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.

5 changes.




Updated based on NIST SP 800-53 Rev

OL07-00-010270
Updated based on NIST SP 800-53 Rev

OL07-00-010280

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

OL07-00-010310
Updated based on NIST SP 800-53 Rev

OL07-00-010340
Updated based on NIST SP 800-53 Rev

OL07-00-010343
Updated based on NIST SP 800-53 Rev

OL07-00-010344
Updated based on NIST SP 800-53 Rev

OL07-00-010350
Updated based on NIST SP 800-53 Rev

OL07-00-010500
Updated based on NIST SP 800-53 Rev

OL07-00-020019
Updated based on NIST SP 800-53 Rev

OL07-00-020050

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

Removed based on NIST SP 800-53 Rev. 5 changes.

OL07-00-020060
Updated based on NIST SP 800-53 Rev

OL07-00-030000
Updated based on NIST SP 800-53 Rev

OL07-00-040500
Updated based on NIST SP 800-53 Rev

OL07-00-041001
Updated based on NIST SP 800-53 Rev

OL07-00-041002
Updated based on NIST SP 800-53 Rev

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.

. 5 changes.




OL07-00-041003
Updated based on NIST SP 800-53 Rev. 5 changes.

Oracle Linux 8 STIG SCAP Benchmark, Version 2, Release 2
NA
Rebundled to capture the updated information in the discussions, fix text, and CCls that do not impact

Oracle Linux 8 STIG, Version 2, Release 2
OL08-00-010030
Upgraded severity to CAT I.

Oracle MySQL 8.0 STIG, Version 2, Release 2
MYS8-00-012000
Changed Data at Rest requirement to a severity of CAT 1.

MYS8-00-012100
Changed Data at Rest requirement to a severity of CAT 1.

Palo Alto Networks ALG STIG, Version 3, Release 2
PANW-AG-000102
Updated Check.

PANW-AG-000047
Updated the OVAL to accept delayed as an allowable state.

PANW-AG-000121
Updated Title and Check.

Palo Alto Networks NDM STIG, Version 3, Release 2
PANW-NM-000048
Added new requirement.

Rancher Government Solutions RKE2 STIG, Version 2, Release 2
CNTR-R2-000060
Updated Discussion.

CNTR-R2-000970
Updated Check and Fix.

CNTR-R2-000520
Updated Fix.

CNTR-R2-001500
Updated Check and Fix.

CNTR-R2-000010
Updated Check and Fix.




CNTR-R2-000460
Added requirement.

CNTR-R2-000890
Updated Check and Fix.

CNTR-R2-000940
Updated Check and Fix.

CNTR-R2-001270
Updated Check and Fix.

Red Hat Ansible Automation Controller Web Server STIG, Version 2, Release 2
APWS-AT-000030
Updated Check Text and fixed syntax error.

APWS-AT-000850
Updated Check and Fix.

Red Hat Enterprise Linux 8 STIG SCAP Benchmark, Version 1, Release 14
RHEL-08-020102
New Automation.

Red Hat Enterprise Linux 8 STIG, Version 2, Release 1
RHEL-08-020041
Removed requirement.

RHEL-08-020035
Added "NA for WSUS, SharePoint, NDES, and SCEP" clauses. Raised severity to CAT 1.

RHEL-08-010472
Added NA Note.

RHEL-08-030603
Updated Vulnerability Discussion, Check and Fix.

RHEL-08-040139
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-08-040140
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-08-040141
Updated the line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-08-010372




Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-040284
Added conditional "not a finding" line.

RHEL-08-010350
Updated finding statement.

RHEL-08-020320
Removed -L from Check Text command.

RHEL-08-020039
Removed N/A statement, added finding statement.

RHEL-08-020040
Removed requirement.

RHEL-08-020042
Removed requirement.

RHEL-08-020070
Removed requirement.

RHEL-08-040370
Corrected DPMS CCSS Scoring.

RHEL-08-010001
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010019
Removed based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010110
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010120
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010130
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010370
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-010371
Updated based on NIST SP 800-53 Rev. 5 changes.




RHEL-08-010380

Updated based on NIST SP 800-53 Rev.

RHEL-08-010381

Updated based on NIST SP 800-53 Rev.

RHEL-08-010384

Updated based on NIST SP 800-53 Rev.

RHEL-08-010385

Updated based on NIST SP 800-53 Rev.

RHEL-08-010390

Updated based on NIST SP 800-53 Rev.

RHEL-08-010400

Updated based on NIST SP 800-53 Rev.

RHEL-08-010550

Updated based on NIST SP 800-53 Rev.

RHEL-08-020110

Updated based on NIST SP 800-53 Rev.

RHEL-08-020120

Updated based on NIST SP 800-53 Rev.

RHEL-08-020130

Updated based on NIST SP 800-53 Rev.

RHEL-08-020140

Updated based on NIST SP 800-53 Rev.

RHEL-08-020150

Updated based on NIST SP 800-53 Rev.

RHEL-08-020160

Updated based on NIST SP 800-53 Rev.

RHEL-08-020170

Updated based on NIST SP 800-53 Rev.

RHEL-08-020180

Updated based on NIST SP 800-53 Rev.

RHEL-08-020190

Updated based on NIST SP 800-53 Rev.
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RHEL-08-020200
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-020210
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-020220
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-020221
Removed requirement.

RHEL-08-020230
Removed requirement.

RHEL-08-020231
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-020260
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-020280
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-08-030740
Updated based on NIST SP 800-53 Rev. 5 changes.

Red Hat Enterprise Linux 9 STIG SCAP Benchmark, Version 2, Release 2
RHEL-09-271095
Added exceptions.

RHEL-09-255130
Corrected typo in the Discussion.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 2
RHEL-09-213105
Removed NA statement.

RHEL-09-412015
Removed requirement.

RHEL-09-255035
Added Not Applicable note.

RHEL-09-255040
Added "NA for WSUS" clause.




RHEL-09-255045
Removed tmux workaround note from Fix Text.

RHEL-09-291030
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-09-212020
Updated information about the DD Form 2875 to mirror the current version of the DD Form 2875.

RHEL-09-271095
Updated Fix.

RHEL-09-654010
Added audit daemon restart command to the Fix Text.

RHEL-09-654015
Added audit daemon restart command to the Fix Text.

RHEL-09-654020
Added audit daemon restart command to the Fix Text.

RHEL-09-654025
Added audit daemon restart command to the Fix Text.

RHEL-09-654030
Added audit daemon restart command to the Fix Text.

RHEL-09-654035
Added audit daemon restart command to the Fix Text.

RHEL-09-654040
Added audit daemon restart command to the Fix Text.

RHEL-09-654045
Added audit daemon restart command to the Fix Text.

RHEL-09-654050
Added audit daemon restart command to the Fix Text.

RHEL-09-654055
Added audit daemon restart command to the Fix Text.

RHEL-09-654060
Added audit daemon restart command to the Fix Text.

RHEL-09-654065




Added audit daemon restart command to the Fix Text.

RHEL-09-654070
Added audit daemon restart command to the Fix Text.

RHEL-09-654075
Added audit daemon restart command to the Fix Text.

RHEL-09-654080
Added audit daemon restart command to the Fix Text.

RHEL-09-654085
Added audit daemon restart command to the Fix Text.

RHEL-09-654090
Added audit daemon restart command to the Fix Text.

RHEL-09-654095
Added audit daemon restart command to the Fix Text.

RHEL-09-654100
Added audit daemon restart command to the Fix Text.

RHEL-09-654105
Added audit daemon restart command to the Fix Text.

RHEL-09-654110
Added audit daemon restart command to the Fix Text.

RHEL-09-654115
Added audit daemon restart command to the Fix Text.

RHEL-09-654125
Added audit daemon restart command to the Fix Text.

RHEL-09-654130
Added audit daemon restart command to the Fix Text.

RHEL-09-654135
Added audit daemon restart command to the Fix Text.

RHEL-09-654140
Added audit daemon restart command to the Fix Text.

RHEL-09-654145
Added audit daemon restart command to the Fix Text.




RHEL-09-654150
Added audit daemon restart command to the Fix Text.

RHEL-09-654155
Added audit daemon restart command to the Fix Text.

RHEL-09-654160
Added audit daemon restart command to the Fix Text.

RHEL-09-654165
Added audit daemon restart command to the Fix Text.

RHEL-09-654170
Added audit daemon restart command to the Fix Text.

RHEL-09-654175
Added audit daemon restart command to the Fix Text.

RHEL-09-654180
Added audit daemon restart command to the Fix Text.

RHEL-09-654185
Added audit daemon restart command to the Fix Text.

RHEL-09-654190
Added audit daemon restart command to the Fix Text.

RHEL-09-654195
Added audit daemon restart command to the Fix Text.

RHEL-09-654200
Updated Check Text command to avoid anomalous results and added audit daemon restart command

RHEL-09-654215
Added audit daemon restart command to the Fix Text.

RHEL-09-654220
Added audit daemon restart command to the Fix Text.

RHEL-09-654250
Added audit daemon restart command to the Fix Text.

RHEL-09-654255
Added audit daemon restart command to the Fix Text.

RHEL-09-232260
Corrected typo in Fix Text.




RHEL-09-231095
Removed Not Applicable note regarding UEFI systems.

RHEL-09-231100
Removed Not Applicable note regarding UEFI systems.

RHEL-09-231040
Added note to Check Text and removed "enabled" from Check Text.

RHEL-09-251025
Removed requirement.

RHEL-09-231060
Removed requirement.

RHEL-09-631015
Corrected typo in Fix Text.

RHEL-09-252055
Removed requirement.

RHEL-09-611135
Corrected typo in Fix Text.

RHEL-09-654265
Changed "/etc/audit/audit.rules" to "/etc/audit/rules.d/audit.rules" in Fix Text.

RHEL-09-611095
Added NA clause if ASP.NET is not installed.

RHEL-09-611150
Removed requirement.

RHEL-09-231190
Corrected typo in Check and Fix.

RHEL-09-291015
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-09-291020
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-09-291025
Added a line indicating that this rule does not apply to VMs with no USB peripherals attached.

RHEL-09-215075




Removed requirement, which is covered by CASA-ND-0001410.

RHEL-09-611165
Added Not Applicable note.

RHEL-09-611170
Added Not Applicable note.

RHEL-09-611175
Added Not Applicable note.

RHEL-09-255055
Added Not Applicable note.

RHEL-09-412080
Added "NA for NDES and SCEP" clauses.

RHEL-09-611010
Added NA clause if server is behind proxy/load balancer.

RHEL-09-611025
Added conditional "not a finding" line.

RHEL-09-611035
Added conditional "not a finding" line.

RHEL-09-611040
Added conditional "not a finding" line.

RHEL-09-611045
Added conditional "not a finding" line.

RHEL-09-611050
Added conditional "not a finding" line.

RHEL-09-611055
Added conditional "not a finding" line.

RHEL-09-671025
Added conditional "not a finding" line.

RHEL-09-412010
Removed requirement.

RHEL-09-412020
Removed requirement.




RHEL-09-412025
Removed requirement.

RHEL-09-412030
Removed requirement.

RHEL-09-255170
Updated the OVAL to be case insensitive.

RHEL-09-252050
Updated the OVAL to accept the correct punctuation for the data type being set.

RHEL-09-672015
Raised severity to CAT 1.

RHEL-09-412035
Changed tmout to be consistent across STIGS.

RHEL-09-652025
Corrected typo for KLKINNAM/KLVINNAM in CL Supersession.

RHEL-09-611085
Updated Check Text to allow for log aggregation systems such as Splunk.

RHEL-09-611030
Removed single quotes from around "true" in Fix Text.

RHEL-09-672045
Updated based on NIST SP 800-53 Rev. 5 changes.

RHEL-09-271010
Added "NA for WSUS" clause.

RHEL-09-252040
The IBM Hardware Management Console (HMC) Policy STIG is being moved to the sunset list due to a

Redis Enterprise 6.x STIG, Version 2, Release 2
RD6X-00-010900
Changed Data at Rest requirement to a severity of CAT 1.

RD6X-00-011000
Changed Data at Rest requirement to a severity of CAT 1.

SLES 12 STIG, Version 3, Release 1
SLES-12-010450
Upgraded severity to CAT I.




SLES-12-010090

Changed tmout to be consistent across STIGS.

SLES-12-010060
Updated based on NIST SP 800-53 Rev

SLES-12-010070
Updated based on NIST SP 800-53 Rev

SLES-12-010110
Updated based on NIST SP 800-53 Rev

SLES-12-010113
Updated based on NIST SP 800-53 Rev

SLES-12-010114
Updated based on NIST SP 800-53 Rev

SLES-12-010150
Updated based on NIST SP 800-53 Rev

SLES-12-010160
Updated based on NIST SP 800-53 Rev

SLES-12-010170
Updated based on NIST SP 800-53 Rev

SLES-12-010180
Updated based on NIST SP 800-53 Rev

SLES-12-010190
Updated based on NIST SP 800-53 Rev

SLES-12-010220
Updated based on NIST SP 800-53 Rev

SLES-12-010230
Updated based on NIST SP 800-53 Rev

SLES-12-010240
Updated based on NIST SP 800-53 Rev

SLES-12-010250
Updated based on NIST SP 800-53 Rev

SLES-12-010260
Updated based on NIST SP 800-53 Rev
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. 5 changes.
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SLES-12-010270
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010280
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010290
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010300
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010310
Removed based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010340
Removed based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010550
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-010599
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020000
Removed based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020200
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020210
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020220
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020230
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-020240
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030140
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030190




Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030191
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030300
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030500
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030510
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030520
Updated based on NIST SP 800-53 Rev. 5 changes.

SLES-12-030530
Updated based on NIST SP 800-53 Rev. 5 changes.

SUSE Linux Enterprise Server 15 STIG, Version 2, Release 2
SLES-15-010330
Upgraded severity to CAT I.

SLES-15-010130
Changed tmout to be consistent across STIGS.

SLES-15-030670
Changed to severity to CAT III.

SLES-15-030680
Updated audit location.

SLES-15-030690
Updated audit location.

SLES-15-030790
Updated audit location.

SLES-15-030800
Updated audit location.

Traditional Security STIG, Version 2, Release 6
1A-05.02.01

Removed requirement.

EC-01.02.01




Added reference and clarification concerning the EPO.

1S-02.01.02
Updated Title, Discussion, Check, and Fix to match Database SRG for mapping users to certs.

FN-01.02.01
New Automation.

1A-01.03.01
Updated to clarify who is a foreign national concerning the email address for individuals with access to

1S-02.02.01
Updated NIST Controls to better address remote diagnostic and maintenance approval procedures.

1S-16.02.02
Removed the monthly statement from situation #2 and removed the weekly statement from situation #3

PE-03.02.01
Removed/cancelled reference hard drive disposal memo.

Trellix ENS 10.x Local Client STIG, Version 2, Release 2
ENS-C0-000115
Added exception clause.

Trellix ENS 10.x STIG, Version 3, Release 2
ENS-C0-000109
Updated Rule Title and add a note to Check Text.

Trend Micro TippingPoint IDPS STIG, Version 2, Release 2
TIPP-IP-000100
Updated the Discussion, Check, and Fix.

TIPP-IP-000120
Removed requirement.

TIPP-IP-000130
Removed requirement.

TIPP-IP-000140
Removed requirement.

TIPP-IP-000150
Removed requirement.

TIPP-IP-000160
Removed requirement.




TIPP-IP-000180
Removed requirement.

TIPP-IP-000190
Removed requirement.

TIPP-IP-000230
Updated Rule, Vulnerability Discussion, Check, and Fix.

TIPP-IP-000370
Removed requirement.

Trend Micro TippingPoint NDM STIG, Version 2, Release 2
TIPP-NM-000200
Updated Check and Fix.

TIPP-NM-000320
Updated Check and Fix.

TIPP-NM-000670
Updated the Rule, Discussion, Check, and Fix.

Virtual Private Network (VPN) SRG, Version 3, Release 2
SRG-NET-000369-VPN-001620
Removed requirement.

Web Server SRG, Version 4, Release 2
SRG-APP-000231-WSR-000144
New Automation.

SRG-APP-000429-WSR-000113
Updated Discussion.

SRG-APP-000219-WSR-000191
Changed branding to Trellix.

Win 10 STIG SCAP Benchmark, Version 3, Release 2
WIN10-CC-000066
Updated the OVAL to use "equals" instead of a "pattern match".

WN10-CC-000326
Updated the OVAL to be case insensitive.

z/OS CL/SuperSession for RACF STIG, Version 6, Release 14
ZCLSR042
Changed tmout to be consistent across STIGS.




z/OS CL/SuperSession for TSS STIG, Version 6, Release 14
ZCLST042
Corrected typo for KLKINNAM/KLVINNAM in CL Supersession.

z/0OS ROSCOE for ACF2 STIG, Version 6, Release 10
NA
Changed Addendum for this quarter Roscoe change.

ZROSA020
Changed table formatting. Added note for blank user groups.

z/0OS ROSCOE for RACF STIG, Version 6, Release 10
NA
Changed Addendum for this quarter Roscoe change.

z/0OS ROSCOE for RACF STIG, Version 6, Release 9
ZROSRO020
Changed table formatting. Added note for blank user groups.

z/OS ROSCOE for TSS STIG, Version 6, Release 10
NA
Changed Addendum for this quarter Roscoe change.

z/0OS ROSCOE for TSS STIG, Version 6, Release 9
ZROST020
Changed table formatting. Added note for blank user groups.

z/OS SRR Scripts, Version 6, Release 62
ACF2-US-000150
Added Not Applicable note.

RACF-US-000170
New Automation.

TSS0-US-000010
New Automation.

ACF2-US-000180
New Automation.

RACF-US-000180
New Automation.

TSS0-US-000180
New Automation.

ZAIDA030




Updated Check and Fix procedure and removed note which applied to a now unsupported OS version.

ZAIDR030
New Automation.

ZAIDTO030
New Automation.

ZCA1A030
New Automation.

ZCA1R030
New Automation.

ZCA1TO030
New Automation.

ZCCSA030
New Automation.

ZCCSRO030
New Automation.

ZCCSTO030
New Automation.

ZCLSA030
New Automation.

ZCLSRO030
New Automation.

ZCLST030
New Automation.

ZCTDAO030
New Automation.

ZCTDRO030
New Automation.

ZCTDTO030
New Automation.

ZCTMAO030
New Automation.




ZCTMRO030
New Automation.

ZCTMTO030
New Automation.

ZCTOA030
New Automation.

ZCTORO030
New Automation.

ZCTOTO030
New Automation.

ZHCKAO030
New Automation.

ZHCKRO030
New Automation.

ZHCKTO030
New Automation.

ZIOAA030
New Automation.

ZIOARO030
New Automation.

ZIOATO030
New Automation.

ZISFA030
New Automation.

ZISFRO030
New Automation.

ZISFT030
New Automation.

ZMIMAO030
New Automation.

ZMIMRO030
New Automation.




ZMIMTO030
New Automation.

ZMVZA030
New Automation.

ZMVZRO030
New Automation.

ZMVZTO030
New Automation.

ZNCPA030
New Automation.

ZNCPRO030
New Automation.

ZNCPTO030
New Automation.

ZNETA030
New Automation.

ZNETRO030
New Automation.

ZNETTO030
New Automation.

ZROSA030
New Automation.

ZROSRO030
New Automation.

ZROST030
New Automation.

ZSMTAO030
New Automation.

ZSMTRO030
New Automation.

ZSMTT030




New Automation.

ZTADAO030
Updated the OVAL to handle the version check correctly when version 8.10 is encountered.

ZTADRO30
New Automation.

ZTADTO030
New Automation.

ZVTAAO030
New Automation.

ZVTAR030
New Automation.

ZVTATO030
New Automation.

ACF2-0S-002410
Updated Check and Fix for correct syntax.

RACF-0S-000480
Removed automation for PDI AAMV0580.

TSS0-0S-000440
Removed automation for PDI AAMV0580.

ACF2-1C-000040
Added requirement for plain text copying of URLs.

RACF-IC-000040
New Automation.

TSS0-1C-000040
New Automation.

z0S Websphere Application Server for ACF2 STIG , Version 6, Release 2
ZWAS0020
Removed unnecessary "ensure" paragraph.

z0S Websphere Application Server for RACF STIG , Version 6, Release 2
ZWAS0020

Removed unnecessary "ensure" paragraph.

z0S Websphere Application Server for TSS STIG , Version 6, Release 4




ZWAS0020
Removed unnecessary "ensure" paragraph.
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