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Description of Change

Release Date

V3R2

- General Purpose
Operating System
SRG, V3R1

- SRG-0§-000047-GPOS-00023, SRG-
0OS-000805-GPOS-00260 - Removed
requirement because it is not appropriate
to define at the enterprise level
(DSPAYV).

- SRG-0S-000355-GPOS-00143 -
Updated Rule Title, Check Text, and Fix
Text to align with updated DSPAV.

- SRG-0O§-000373-GPOS-00156, SRG-
0OS-000373-GPOS-00157, SRG-OS-
000373-GPOS-00158 - Added
requirements after remapping CCls
based on NIST SP 800-53 Rev. 5
updates.

- SRG-0OS-000076-GPOS-00044 — Rule
number updated due to changes in
content management system.

30 January 2025

- General Purpose
Operating System
SRG, V2R7

- SRG-OS§-000030-GPOS-00011, SRG-
0OS-000069-GPOS-00037, SRG-OS-
000070-GPOS-00038, SRG-OS-000071-
GPOS-00039, SRG-OS-000072-GPOS-
00040, SRG-OS-000073-GPOS-00041,
SRG-0OS-000075-GPOS-00043, SRG-
0OS§-000076-GPOS-00044, SRG-OS-
000078-GPOS-00046, SRG-OS-000107-
GPOS-00054, SRG-OS-000108-GPOS-
00055, SRG-OS-000109-GPOS-00056,
SRG-0S-000113-GPOS-00058, SRG-
0OS§-000118-GPOS-00060, SRG-OS-
000304-GPOS-00121, SRG-OS-000355-
GPOS-00143, SRG-OS-000356-GPOS-
00144, SRG-OS-000362-GPOS-00149,
SRG-0OS-000365-GPOS-00152, SRG-
0OS-000366-GPOS-00153, SRG-OS-
000373-GPOS-00156, SRG-OS-000373-
GPOS-00157, SRG-OS-000373-GPOS-
00158, SRG-OS-000375-GPOS-00160,
SRG-0OS-000384-GPOS-00167, SRG-
0OS§-000590-GPOS-00110, SRG-OS-
000690-GPOS-00140, SRG-OS-000705-
GPOS-00150, SRG-OS-000710-GPOS-
00160, SRG-OS-000720-GPOS-00170,
SRG-0O8§-000725-GPOS-00180, SRG-

24 July 2024
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0S-000730-GPOS-00190, SRG-OS-
000745-GPOS-00210, SRG-OS-000755-
GPOS-00220, SRG-OS-000775-GPOS-
00230, SRG-OS-000780-GPOS-00240,
SRG-0OS-000785-GPOS-00250, SRG-
0OS-000805-GPOS-00260, SRG-OS-
000266-GPOS-00101, SRG-OS-000276-
GPOS-00106, SRG-OS-000274-GPOS-
00104, SRG-OS-000275-GPOS-00105,
SRG-0S-000276-GPOS-00106, SRG-
0S-000277-GPOS-00107 - Updated
based on NIST SP 800-53 Rev. 5
changes.

- SRG-0OS-000077-GPOS-00045, SRG-
0S-000126-GPOS-00066, SRG-OS-
000191-GPOS-00080, SRG-OS-000374-
GPOS-00159, SRG-OS-000380-GPOS-
00165 - Changed status to NA based on
NIST SP 800-53 Rev. 5 changes.

- Because this is a major revision, version
numbers were incremented to the next
whole number.

- Rule numbers updated throughout due
to changes in content management
system.

- General Purpose
Operating System
SRG, V2R6

- SRG-0OS-000191-GPOS-00080 -
Updated language to remove ESS.
- SRG-0S-000439-GPOS-00195 -
Added requirement to incorporate CCI-

002605.

24 January 2024

- General Purpose
Operating System
SRG, V2R5

- SRG-0O§-000423-GPOS-00187, SRG-
0OS-000481-GPOS-00481 - Updated

severity to CAT I for consistency across
all SRGs based on associated CCI.

26 July 2023

- General Purpose
Operating System
SRG, V2R4

- SRG-0OS-000027-GPOS-00008, SRG-
0S-000348-GPOS-00136, SRG-OS-
000349-GPOS-00137, SRG-OS-000350-
GPOS-00138, SRG-OS-000351-GPOS-
00139, SRG-OS-000352-GPOS-00140,
SRG-0OS-000359-GPOS-00146 -
Updated severity to a CAT III.

26 January 2023
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- SRG-0§-000341-GPOS-00132, SRG-
0S-000342-GPOS-00133, SRG-OS-
000343-GPOS-00134 - Updated severity
to a CAT I1I; fixed typo in rule title.

- SRG-0§-000033-GPOS-00014, SRG-
0OS-000073-GPOS-00041, SRG-OS-
000074-GPOS-00042, SRG-OS-000125-
GPOS-00065, SRG-OS-000250-GPOS-
00093, SRG-OS-000278-GPOS-00108,
SRG-0S-000366-GPOS-00153, SRG-
0S-000393-GPOS-00173, SRG-OS-
000394-GPOS-00174, SRG-OS-000396-
GPOS-00176, SRG-OS-000404-GPOS-
00183, SRG-OS-000405-GPOS-00184,
SRG-0S-000424-GPOS-00188, SRG-
0S-000478-GPOS-00223, SRG-OS-
000480-GPOS-00229 - Updated severity
toa CAT L.

- SRG-0S-000324-GPOS-00125 -
Updated severity to a CAT I; fixed typo
in rule title.

- Rule numbers updated throughout due
to changes in content management
system.

- General Purpose
Operating System
SRG, V2R3

- SRG-0OS-000120-GPOS-00061 -
Updated the Vulnerability Discussion to
reflect FIPS 140-3.

27 July 2022

- General Purpose
Operating System
SRG, V2R2

- SRG-0OS§-000481-GPOS-000481 -
Changed to SRG-OS-000481-GPOS-
00481 to align with SRG ID naming

convention.

27 April 2022

- General Purpose
Operating System
SRG, V2R1

- SRG-0OS-000191-GPOS-00080 -
Replaced HBSS references with
Endpoint Security Solution (ESS).

01 November 2021

- General Purpose
Operating System
SRG, V1IR6

DISA migrated the General Purpose
Operating System SRG to a new content
management system. The new content
management system renumbered all
Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule
numbers, DISA incremented the version
number from VIR6 to V2R1.

23 July 2021
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- SRG-0O§-000399-GPOS-00178, SRG-
0OS-000400-GPOS-00179, SRG-OS-
000401-GPOS-00180, SRG-OS-000402-
GPOS-00181 - Removed the
requirement from the SRG.

- General Purpose
Operating System
SRG, VIR5

- V-56773 - Narrowed scope to the OS
layer only and to logon/access to the OS
only.

- V-57241 - Removed a capability
requirement per RME preference.

- V-57243 - Removed a capability
requirement per RME preference.

- V-56581 - Removed a policy
requirement.

26 July 2019

- General Purpose
Operating System
SRG, VIR4

- V-56599 - Updated content to address
offload of audit data.

25 January 2019

- General Purpose
Operating System
SRG, V1IR3

- Updated V-56805.

22 July 2016

- General Purpose
Operating System
SRG, VIR2

-~ Added V-64813.

- Updated V-56577, V-56695, V-56805,
V-56913, V-57195, V-57197, V-57199,
V-57201, V-57221, and V-57223.

22 January 2016

- General Purpose
Operating System
SRG, VIR1

- Updated V-56841.

24 July 2015

- NA

- Initial Release.

18 December 2014
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