January 2025 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: January 30, 2025

Adobe Acrobat Reader DC Continuous Track STIG Benchmark, Version 2, Release 3
NA
Updated the applicability check to handle the different information the newest installer uses.

Apache Server 2.4 Unix Server STIG, Version 3, Release 2
AS24-U1-000260

Added NA statement to the beginning of the Check Text.
Changed emphasis to ProxyRequests directive being set to "On".
Changed directive from "ProxyRequest" to "ProxyRequests".

AS24-U1-000590
Changed Timeout setting to 60 seconds.

Apache Server 2.4 Unix Site STIG, Version 2, Release 5
NA
Corrected Revision History for 24 January 2024: Changed "AS24-U2-000620" to "AS24-U1-000620".

AS24-U2-000380
Changed Check Text to check for an RFC 5280-compliant certification path rather than the
SSLVerifyClient setting. Revised Fix Text.

AS24-U2-000780
Changed CCI from CCI-001843 (deprecated) to CCI-001813.

AS24-U2-000810
Changed CCI to CCI-002470.

Apache Server 2.4 Windows Server STIG, Version 3, Release 2
AS24-W1-000260

Added NA for a proxy server to the beginning of the Check Text.
Changed emphasis to "ProxyRequests" directive being set to "On".

Apple iOS/iPadOS 18 STIG, Version 1, Release 2

NA

Updated the Configuration Tables document with the API used to disable ChatGPT access.
Updated the Supplemental document with Apple Intelligence information.

Updated DODIN APL information in the Overview document.

AlOS-18-007400
Added artificial intelligence (Al) restrictions to the list of prohibited apps.

AlOS-18-015400




Updated Rule Title, Check Text, and Fix Text regarding API used to disable ChatGPT access.

Apple macOS 13 (Ventura) STIG, Version 1, Release 5
APPL-13-999999
Added requirement to sunset STIG.

Apple macOS 14 (Sonoma) STIG, Version 2, Release 3
APPL-14-003060
Updated command logic in Check Text.

APPL-14-003070
Removed reference note from Fix Text.

APPL-14-003080
Removed reference note from Fix Text.

APPL-14-005001
Removed extraneous check and finding statement from Check Text.

Apple macOS 15 (Sequoia) STIG, Version 1, Release 2
NA
Added missing Accessibility configuration profile.

Application Core SRG, Version 4, Release 2
SRG-APP-000109
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000170
Updated Rule Title to match DSPAV.

SRG-APP-000930
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000174
Remapped CCI based on NIST 800-53 Rev 5 updates.

Application Layer Gateway SRG, Version 2, Release 2
SRG-NET-000089-ALG-000055
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-NET-000337-ALG-000096
Added requirement after remapping CCl based on NIST SP 800-53 Rev. 5 updates.

Application Security and Development STIG, Version 6, Release 2
APSC-DV-002290
Changed focus of requirement to session identifiers.




APSC-DV-002930
Added 21-day qualifier to any critical vulnerabilities.

APSC-DV-003050
Updated requirement to reflect contingency plan verbiage.

APSC-DV-003290
Updated a link in the Check Text for the newer version of the 5200.01 manual.

Application Server SRG, Version 4, Release 2
SRG-APP-000109-AS-000068
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000109-AS-000070
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000148-AS-000101
Updated language to include enterprise ICAM requirements based on DODI 8520.03.

SRG-APP-000389-AS-000253
Remapped CCI based on NIST SP 800-53 Rev. 5 updates.

Authentication, Authorization, and Accounting Services (AAA) SRG, Version 2, Release 2
SRG-APP-000109-AAA-000300
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000109-AAA-000310
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

Canonical Ubuntu 20.04 LTS STIG SCAP Benchmark, Version 2, Release 2
UBTU-20-010463
Updated the OVAL to check the correct file.

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 3
UBTU-22-213015
Updated Check Text and Fix Text.

UBTU-22-214015
Corrected typo in Check Text and Fix Text.

UBTU-22-252015
Corrected typo in Check Text and Fix Text.

UBTU-22-412015
Removed control.

UBTU-22-611055




Updated hashing rounds to 100000 minimum.

UBTU-22-612020
Updated Check Text and Fix Text to "success=3" IAW Canonical to remedy conflicts with other options
in /etc/pam.d/common-auth that are causing authentication issues.

UBTU-22-651030
Removed audisp line from Check Text and Fix Text.

Central Log Server SRG, Version 3, Release 2
SRG-APP-000389-AU-000180
Added requirement after remapping CCl based on NIST SP 800-53 Rev. 5 updates.

Cisco I0S Router NDM STIG, Version 3, Release 3
CISC-ND-000010
Updated the syntax of the requirement.

Cisco I0S Router RTR STIG, Version 3, Release 3
CISC-RT-000290
Updated the syntax of the requirement.

CISC-RT-000300
Updated the syntax of the requirement.

CISC-RT-000920
Updated the syntax of the requirement.

CISC-RT-000280
Updated the syntax of the requirement.

Cisco I0S Switch NDM STIG, Version 3, Release 3
CISC-ND-000140
Updated the syntax of the requirement.

CISC-ND-001200
Updated the syntax of the requirement.

Cisco I0S XE Router NDM STIG, Version 3, Release 3
CISC-ND-001150
Updated Encryption standard in Check Text and Fix Text.

Cisco I0S XE Router RTR STIG, Version 3, Release 3
CISC-RT-000120
Updated example command syntax for newer firmware versions.

Cisco NX OS Switch RTR STIG, Version 3, Release 3
CISC-RT-000120




Combined with CISC-RT-000130.

CISC-RT-000130
Rolled up CCls into CISC-RT-000120 and deleted duplicate requirement.

Cloud Computing Mission Owner Network SRG, Version 1, Release 2
SRG-NET-000580-CLD-000070
Updated Rule Title, Discussion, Check Text, and Fix Text. Upgraded from CAT Il to CAT I.

SRG-NET-000580-CLD-000075
Updated Rule Title, Discussion, Check Text, and Fix Text. Upgraded from CAT Il to CAT I.

Cloud Computing Mission Owner Operating System SRG, Version 1, Release 2
SRG-0S-000480-CLD-000035
Updated Fix Text.

Cloud Computing SRG, Y25M01

NA

Updated Section 3.3.7, Contract/SLA Requirements, to address incorporating into the contract/SLA
certain requirements of DTM-24-001.

Cloud Service Provider SRG, Version 1, Release 2

NA

Updated Section 6 to direct Mission Owner to review/incorporate requirements as noted in DTM-24-001
and clarify DOD Component Authorizing Official; revised Section 6.8 title and clarified text; added DTM
24-001 link to Appendix A.

Container Platform SRG, Version 2, Release 2
SRG-APP-000109-CTR-000215
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000429-CTR-001060!( !
Increased severity to CAT I.

SRG-APP-000389-CTR-000925
Remapped CCI based on NIST SP 800-53 Rev. 5 updates.

Database SRG, Version 4, Release 3
SRG-APP-000109-DB-000049
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000109-DB-000321
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-APP-000389-DB-000372
Added requirement after remapping CCI based on NIST SP 800-53 Rev. 5 updates.




Dragos Platform 2.x STIG, Version 1, Release 2
DRAG-0T-000220
Updated Fix Text syntax.

ESS ePO 5.x STIG, Version 3, Release 3
H36960 - ePO 5x
Changed "Rollup Server" references to "approved central repository".

H37540 - ePO 5x
Removed "CMRS" reference.

H37580 - ePO 5x
Removed "CMRS" reference.

H38020 - ePO 5x
Changed "Rollup Server" references to "approved central repository".

H51100 - ePO 5x
Changed "Rollup Server" references to "approved central repository".

H51200 - ePO 5x
Changed "Rollup Server" references to "approved central repository".

ESS Remote Console STIG, Version 5, Release 3
H42130
Updated Rule Title and Check Text to remove references to .CER files.

ESS Staging Server STIG, Version 5, Release 2
H36960
Changed "Rollup Server" references to "approved central repository".

H51100
Changed "Rollup Server" references to "approved central repository".

H51210
Changed "Rollup Server" references to "approved central repository".

ESS Trellix Agent STIG, Version 5, Release 12
H36120
Removed requirement.

F5 BIG-IP Access Policy Manager STIG, Version 2, Release 4
F5BI-AP-999999
Added requirement to sunset STIG.

F5 BIG-IP Advanced Firewall Manager STIG, Version 2, Release 2
F5BI-AF-999999




Added requirement to sunset STIG.

F5 BIG-IP Application Security Manager STIG, Version 2, Release 2
F5BI-AS-999999
Added requirement to sunset STIG.

F5 BIG-IP Device Management STIG, Version 2, Release 4
F5BI-DM-999999
Added requirement to sunset STIG.

F5 BIG-IP Local Traffic Manager STIG, Version 2, Release 4
F5BI-LT-999999
Added requirement to sunset STIG.

Firewall SRG, Version 3, Release 2
SRG-NET-000089-FW-000019
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

Forescout Network Access Control STIG, Version 2, Release 3
FORE-NC-000080
Removed from STIG. Addressed by FORE-NC-000230, which has a note regarding mitigation.

General Purpose Operating System SRG, Version 3, Release 2
SRG-0S-000047-GPOS-00023
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000805-GP0OS-00260
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000355-GP0OS-00143
Updated Rule Title, Check Text, and Fix Text to align with updated DSPAV.

SRG-0S-000373-GP0OS-00156
Remapped CCI based on NIST SP 800-53 Rev. 5 updates.

SRG-0S-000373-GP0OS-00157
Remapped CCI based on NIST SP 800-53 Rev. 5 updates.

SRG-0S-000373-GP0OS-00158
Remapped CCI based on NIST SP 800-53 Rev. 5 updates.

Google Android 13 COBO STIG, Version 2, Release 2
GO0OG-13-009500
Updated Check and Fix Text with new procedures.

GOOG-13-009800
Added hotspot password to training requirements.




Google Android 13 COPE STIG, Version 2, Release 2
GOOG-13-009500
Updated Check and Fix Text with new procedures.

GOOG-13-009800
Added hotspot password to training requirements.

Google Android 14 COBO STIG, Version 2, Release 2
GOO0G-14-009500
Updated Check and Fix Text with new procedures.

GO0OG-14-009800
Added hotspot password to training requirements.

Google Android 14 COPE STIG, Version 2, Release 2
GO0OG-14-009500
Updated Check and Fix Text with new procedures.

GO0OG-14-009800
Added hotspot password to training requirements.

Google Android 15 COBO STIG, Version 1, Release 2
GOO0OG-15-006750
Added additional artificial intelligence (Al) guidance.

GOOG-15-009500
Updated Check and Fix Text with new procedures.

Google Android 15 COPE STIG, Version 1, Release 2
GOOG-15-006750
Added additional artificial intelligence (Al) guidance.

GOO0G-15-009500
Updated Check and Fix Text with new procedures.

Google Android 15 STIG, Y25M01
NA
Updated the Supplemental document with artificial intelligence (Al) information.

IBM Aspera Platform 4.2 STIG, Version 1, Release 3
ASP4-00-999999
Added requirement to sunset STIG.

IBM z/OS ACF2 STIG, Version 9, Release 3
ACF2-ES-000440
Included the Parmlib concatenation.




ACF2-ES-000980
Updated Check and Fix to address ACF2 upgrades.

ACF2-TN-000010
Combined with ACF2-TN-000070.

ACF2-TN-000070
Combined with ACF2-TN-000010 and removed.

ACF2-US-000130
Removed; duplicate of ACF2-US-000100.

RACF-ES-000480
Combined with RACF-ES-000490.

IBM z/OS RACF STIG, Version 9, Release 3
RACF-ES-000210
Added UACC exceptions for DIGICERT and JES nodes.

RACF-0S-000450
Removed; duplicate of RACF-0S-000050.

IBM z/OS TSS STIG, Version 9, Release 3
TSS0-ES-000060
Combined with TSS0-ES-000980.

TSS0-ES-000070
Removed; duplicate of TSS0-ES-000050.

TSS0-ES-000190
Removed; duplicate of TSS0-ES-000130.

TSS0-ES-000980
Removed; duplicate of TSS0-ES-000060.

TSS0-FT-000010
Combined with TSS0-FT-000110.

TSS0-FT-000110
Removed; duplicate of TSSO-FT-000010.

TSS0-0S-000370
Removed; duplicate of TSS0-OS-000030.

TSS0-SM-000050
Removed; duplicate of TSS0-SM-000030.




TSS0-TN-000030
Combined with TSS0-TN-000070.

TSS0-TN-000070
Removed; duplicate of TSS0-TN-000070.

TSS0-SM-000030
Combined with TSS0-SM-000050.

IBM zSecure Suite STIG, Version 1, Release 2
ZSEC-00-000020
Removed; combined with ZSEC-00-000140.

ZSEC-00-000040
Modified Rule Title.

ZSEC-00-000080
Modified Rule Title; added note to indicate the use of other ESMs.

ZSEC-00-000100
Modified Rule Title; added note to indicate the use of other ESMs.

ZSEC-00-000140
Modified Rule Title; added note to indicate example.

ZSEC-00-000160
Modified Rule Title and example commands.

Intrusion Detection and Prevention System Technology SRG, Version 3, Release 2
SRG-NET-000089-IDPS-00010
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-NET-000089-IDPS-00069
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

Juniper Router NDM STIG, Version 3, Release 2
JUNI-ND-000010
Updated Check and Fix Text for CCI NIST SP 800-53 Rev. 5 DSPAYV value.

JUNI-ND-000470
Updated the syntax of the requirement.

JUNI-ND-001340
Updated the syntax of the requirement.

Juniper Router RTR STIG, Version 3, Release 2




JUNI-RT-000280
Updated the syntax of the requirement.

JUNI-RT-000290
Updated the syntax of the requirement.

JUNI-RT-000380
Updated the syntax of the requirement.

JUNI-RT-000390
Updated the syntax of the requirement.

Juniper SRX Services Gateway ALG STIG, Version 3, Release 3
JUSX-AG-000145
Updated Check Text.

Juniper SRX Services Gateway NDM STIG, Version 3, Release 3

JUSX-DM-000110

Removed from STIG. Combined CCI with JUSX-DM-00011 because the NDM SRG has changed the
requirement to refer to HMAC rather than NTP.

JUSX-DM-000111
Updated Rule Title, Discussion, Check Text, and Fix Text and added another parent SRG ID and CCI.

JUSX-DM-000136
Updated Rule Title, Discussion, Check Text, and Fix Text. Changed from CAT Il to CAT I.

JUSX-DM-000147
Updated Rule Title, Discussion, Check Text, and Fix Text. Changed from CAT Il to CAT I.

JUSX-DM-000149
Updated Rule Title and Check Text.

JUSX-DM-000150
Updated Rule Title, Discussion, Check Text, and Fix Text. Changed from CAT Il to CAT I.

JUSX-DM-000146
Updated Rule Title, Check Text, and Fix Text

Juniper SRX Services Gateway VPN STIG, Version 3, Release 2
JUSX-VN-000005
Updated Rule Title, Discussion, Check Text, and Fix Text.

JUSX-VN-000006
Updated Rule Title, Discussion, Check Text, and Fix Text.




JUSX-VN-000007
Updated Rule Title, Discussion, Check Text, and Fix Text. Changed from CAT Il to CAT I.

JUSX-VN-000008
Updated Rule Title, Check Text, and Fix Text.

JUSX-VN-000020
Removed requirement from STIG.

JUSX-VN-000022
Updated Discussion, Check Text, and Fix Text. Changed from CAT Il to CAT II.

JUSX-VN-000023
Updated Rule Title, Discussion, Check Text, and Fix Text.

JUSX-VN-000024
Updated Rule Title, Discussion, Check Text, and Fix Text.

Mainframe Product SRG, Version 3, Release 3
SRG-APP-000109-MFP-000155
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

MariaDB Enterprise 10.x STIG, Version 2, Release 3
MADB-10-004600
Corrected the list of privileges.

MADB-10-012500
Removed requirement.

McAfee Application Control 7.x STIG, Version 1, Release 4
MCAC-TE-999999
Added requirement to sunset STIG.

Microsoft .Net Framework 4.0 STIG, Version 2, Release 5
APPNETO0064
Updated Check Text and Fix Text. The CAS Policy has been deprecated.

Microsoft Exchange 2016 Edge Transport Server STIG, Version 2, Release 6
EX16-ED-000430
Added exception to the Check Text.

Microsoft Exchange 2016 STIG, NA
NA
Updated Overview document to explain references to EDSP.

Microsoft Exchange 2019 Edge Server STIG, Version 2, Release 2
EX19-ED-000133




Added exception to the Check Text.

Microsoft Exchange 2019 STIG, Version 2, Release 3
NA
Updated Overview document to explain references to EDSP.

Microsoft Groove 2013 STIG, Version 1, Release 4
DTO0999-Groove
Added requirement to sunset STIG.

Microsoft Office 365 ProPlus STIG SCAP Benchmark, Version 3, Release 3
0365-AC-000004
Disabled and removed OVAL content since the rule was removed from the STIG.

Microsoft Office 365 ProPlus STIG, Version 3, Release 2
NA
Altered scope in Overview document.

0365-AC-000004
Removed requirement satisfied by 0365-C0O-000010.

Microsoft Office System 2016 STIG, Version 2, Release 4
DTO0416
Altered Fix Text.

Microsoft OneNote 2010 STIG, Version 1, Release 10
DTOO0999 - OneNote
Added requirement to sunset STIG.

Microsoft OneNote 2013 STIG, Version 1, Release 4
DTO0999-OneNote13
Added requirement to sunset STIG.

Microsoft Outlook 2010 STIG, Version 1, Release 14
DTOO0425 - Outlook
Added requirement to sunset STIG.

Microsoft Outlook 2013 STIG, Version 1, Release 14
DTO0425-Outlook13
Added requirement to sunset STIG.

Microsoft SharePoint 2013 STIG, Version 2, Release 4
SP13-00-000180
Removed requirement.

Microsoft SQL Server 2016 Instance STIG, Version 3, Release 3
SQL6-D0-008200




Added statement to Check Text that requirement is Not Applicable if using Windows Authentication.

Microsoft Windows 10 STIG Benchmark, Version 3, Release 3

WN10-00-000040

Updated OVAL to match the minimum required OS version OS Build 19045.x in the new Check and Fix
Text.

Microsoft Windows 10 STIG, Version 3, Release 3
WN10-00-000040
Updated Check and Fix Text for OS version OS Build 19045.x.

Microsoft Windows 11 STIG Benchmark, Version 2, Release 3

WN11-CC-000066

Updated OVAL to match the minimum required OS version OS Build 19045.x in the new Check and Fix
Text.

Microsoft Windows Server 2019 STIG Benchmark, Version 3, Release 3

WN19-CC-000090

Updated OVAL to match the minimum required OS version OS Build 19045.x in the new Check and Fix
Text.

Microsoft Windows Server 2022 STIG Benchmark, Version 2, Release 3

WN22-CC-000090

Updated OVAL to match the minimum required OS version OS Build 19045.x in the new Check and Fix
Text.

Multifunction Device and Network Printers STIG, Version 2, Release 15
MFD09.001
Added requirement to sunset STIG.

Network Core SRG, Version 4, Release 0.2
SRG-NET-000089
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

Operating System Core SRG, Version 3, Release 2
SRG-0S-000047
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000805
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000076
Remapped CCI based on NIST 800-53 Rev 5 updates.

Oracle Database 12c STIG, Version 3, Release 3
0121-0S-011200
Corrected copy and paste error in the Check Text.




Oracle HTTP Server 12.1.3 STIG, Version 2, Release 3
OH12-1X-000211
Revised requirement to sunset STIG.

Oracle Linux 8 STIG Benchmark, Version 2, Release 3
OL08-00-010373
Updated and verified the OVAL content to match the new Check Text.

OL08-00-010374
Updated and verified the OVAL content to match the new Check Text.

OL08-00-010375
Updated and verified the OVAL content to match the new Check Text.

OL08-00-010376
Updated and verified the OVAL content to match the new Check Text.

OL08-00-010671
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040209
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040210
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040220
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040230
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040239
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040240
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040249
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040250
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040260
Updated and verified the OVAL content to match the new Check Text.




OL08-00-040261
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040262
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040270
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040279
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040280
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040281
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040282
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040283
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040284
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040285
Updated and verified the OVAL content to match the new Check Text.

OL08-00-040286
Updated and verified the OVAL content to match the new Check Text.

Oracle Linux 8 STIG, Version 2, Release 3
OL08-00-010130
Updated hashing rounds to 100000 minimum.

Oracle WebLogic Server 12c STIG, Version 2, Release 2
WBLC-10-000999
Added requirement to sunset STIG.

Palo Alto Networks ALG STIG, Version 3, Release 3
PANW-AG-000120
Updated Discussion, Check Text, and Fix Text.

Palo Alto Networks IDPS STIG, Version 3, Release 2




PANW-IP-000030
Updated Discussion, Check Text, and Fix Text.

PANW-IP-000033
Updated the CCI.

Palo Alto Networks Prisma Cloud Compute STIG, Version 2, Release 2
CNTR-PC-001350
Updated Check Text and Fix Text.

Rancher Government Solutions RKE2 STIG, Version 2, Release 3
CNTR-R2-000580
Updated Fix Text to match the current versions available and not the EOL version.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 2, Release 2

RHEL-08-010130

Updated the OVAL to require the hashing rounds to a minimum of 100000 to match the updated Check
Text.

RHEL-08-010292
Added SSH restart command to Fix Text.

RHEL-08-010372
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010373
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010374
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010375
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010376
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010430
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-010671
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040210
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040220




Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040230
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040240
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040250
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040260
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040261
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040262
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040270
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040280
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040281
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040282
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040283
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040284
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040285
Updated and verified the OVAL content to match the new Check Text.

RHEL-08-040286
Updated and verified the OVAL content to match the new Check Text.

Red Hat Enterprise Linux 8 STIG, Version 2, Release 2
RHEL-08-010030
Updated to CAT I.




RHEL-08-010130
Updated hashing rounds to 100000 minimum.

RHEL-08-010290
Updated control to use systemwide crypto policies and corrected order of MACs.

RHEL-08-010291
Updated control to use systemwide crypto policies and corrected order of ciphers.

RHEL-08-010292
Added SSH restart command to Fix Text.

RHEL-08-010680
Added comment to Check Text.

Red Hat Enterprise Linux 9 STIG Benchmark, Version 2, Release 3
RHEL-09-213075
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-255075
Updated the OVAL to use systemwide crypto policies and corrected order of MACs to match the
updated Check Text.

RHEL-09-253015
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213015
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254025
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253035
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213025
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254035
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213105
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253010
Updated and verified the OVAL content to match the new Check Text.




RHEL-09-253045
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253020
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213010
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254020
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253055
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213020
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254030
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253065
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-255065
Updated the OVAL to match the updated Check Text to use systemwide crypto policies and corrected
order of ciphers.

RHEL-09-253040
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254040
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253075
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213040
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253070
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213070
Updated and verified the OVAL content to match the new Check Text.




RHEL-09-213080
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-232040
Updated OVAL to reuse an already existing definition that has a more concise regex that checks cron
configuration directories.

RHEL-09-251045
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-255105
Updated the OVAL to match the new Check Text, enforcing /etc/ssh/sshd_config,
letc/ssh/sshd_config.d, any files in the sshd_config.d directory have the group owner of root.

RHEL-09-255110
Updated the OVAL to match the new Check Text, enforcing /etc/ssh/sshd_config,
letc/ssh/sshd_config.d, any files in the sshd_config.d directory have the owner of root.

RHEL-09-255115
Updated the OVAL to match the new Check Text, enforcing /etc/ssh/sshd_config,
letc/ssh/sshd_config.d, any files in the sshd_config.d directory have the permissions of 0600.

RHEL-09-611050
Updated the OVAL to require the hashing rounds to a minimum of 100000 to match the updated Check
Text.

RHEL-09-611055
Updated the OVAL to require the hashing rounds to a minimum of 100000 to match the updated Check
Text.

RHEL-09-611115
Updated the OVAL to also check files matching /etc/security/pwquality.conf.d/*.conf.

RHEL-09-611120
Updated the OVAL to also check files matching /etc/security/pwquality.conf.d/*.conf.

RHEL-09-611125
Updated the OVAL to also check files matching /etc/security/pwquality.conf.d/*.conf.

RHEL-09-611130
Updated the OVAL to also check files matching /etc/security/pwquality.conf.d/*.conf.

RHEL-09-611165
Updated the OVAL to also check files in /etc/sssd/conf.d/.

RHEL-09-611170
Updated the OVAL to also check files in /etc/sssd/conf.d/.




RHEL-09-611180
Updated the OVAL to check for pcscd.socket instead of pcscd.service.

RHEL-09-652025
Updated the OVAL to match the expanded list of commands in the updated Check Text.

RHEL-09-652030
Updated the OVAL to also check /etc/rsyslog.d/.

RHEL-09-652035
Disabled the OVAL content since the control was removed from the STIG.

RHEL-09-652040
Updated the OVAL to also check for StreamDriverAuthMode in the module blocks.

RHEL-09-652045
Updated the OVAL to also check for StreamDriverAuthMode in the module blocks.

RHEL-09-652050
Updated the OVAL to also check for StreamDriver in the module blocks.

RHEL-09-652055
Updated the pattern match used by the OVAL to detect 'type="omfwd" instead of '@@'.

RHEL-09-654030
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654035
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654040
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654045
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654050
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654055
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654060
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654085




Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654090
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654095
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654100
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654105
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654110
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654115
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654120
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654125
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654130
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654135
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654140
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654145
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654150
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654155
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654160
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.




RHEL-09-654165
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654170
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654175
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654180
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654185
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654190
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654195
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-654200
Updated the OVAL to handle the possibliity of "-S all" is used in the auditing rule.

RHEL-09-672030
Disabled the OVAL as the control was removed from the RHEL 9 STIG.

RHEL-09-672035
Disabled the OVAL as the control was removed from the RHEL 9 STIG.

RHEL-09-672040
Disabled the OVAL as the control was removed from the RHEL 9 STIG.

RHEL-09-213030
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-213035
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253025
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253030
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-253050
Updated and verified the OVAL content to match the new Check Text.




RHEL-09-253060
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254010
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-254015
Updated and verified the OVAL content to match the new Check Text.

RHEL-09-411035
Updated the OVAL to better handle the use of /usr/sbin/nologin and the default shells for the halt,
shutdown, and sync accounts.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 3
RHEL-09-213075
Updated Check and Fix Text and removed CCI-000366 from control.

RHEL-09-255095
Updated Fix Text.

RHEL-09-255025
Updated Check and Fix Text.

RHEL-09-255030
Updated Fix Text.

RHEL-09-255035
Updated Fix Text.

RHEL-09-255040
Updated Fix Text and removed CCI-000366 from control.

RHEL-09-255045
Updated Fix Text and removed CCI-000366 from control.

RHEL-09-255050
Updated Fix Text.

RHEL-09-255080
Updated Fix Text.

RHEL-09-255085
Updated Fix Text.

RHEL-09-255090
Updated Fix Text.




RHEL-09-255100
Updated Fix Text.

RHEL-09-255155
Updated Fix Text.

RHEL-09-255175
Updated Fix Text.

RHEL-09-213060
Updated Check and Fix Text.

RHEL-09-255135
Updated Fix Text and removed CCI-000366 from control.

RHEL-09-255140
Updated Fix Text and removed CCI-000366 from control.

RHEL-09-255145
Updated Fix Text.

RHEL-09-255150
Updated Fix Text.

RHEL-09-255160
Updated Fix Text.

RHEL-09-255165
Updated Fix Text.

RHEL-09-215060
Updated Check Text.

RHEL-09-255070
Added control for SSH client MAC configuration.

RHEL-09-255075

Updated control to use systemwide crypto policies and corrected order of MACs.

RHEL-09-213015
Updated Check Text.

RHEL-09-432015
Updated Check and Fix Text.

RHEL-09-213025




Removed CCI-000366 from control.

RHEL-09-432025
Updated Check Text.

RHEL-09-253010
Removed CCI-000366 from control.

RHEL-09-651025
Updated Check Text.

RHEL-09-291030
Updated Check and Fix Text.

RHEL-09-212020
Updated Check and Fix Text.

RHEL-09-213020
Removed CCI-000366 from control.

RHEL-09-211055
Removed CCI-000366 from control.

RHEL-09-213055
Updated Check and Fix Text.

RHEL-09-255065
Updated Rule Title, Check Text, and Fix Text to use systemwide crypto policies and corrected order of
ciphers.

RHEL-09-432020
Updated Check Text.

RHEL-09-654205
Updated Check and Fix Text.

RHEL-09-253075
Updated Check Text.

RHEL-09-653110
Updated Check Text.

RHEL-09-271095
Updated Check and Fix Text.

RHEL-09-215095
Removed sudo from Check Text command.




RHEL-09-213070
Removed CCI-000366 from control.

RHEL-09-231195
Updated Check and Fix Text.

RHEL-09-213080
Updated Check and Fix Text and removed CCI-000366 from control.

RHEL-09-171011
Added control to define gnome banner content validation and update.

RHEL-09-211045
Removed CCI-000366 from control.

RHEL-09-211050
Removed CCI-000366 from control.

RHEL-09-212010
Updated Check Text.

RHEL-09-212015
Updated Fix Text.

RHEL-09-212035
Removed CCI-000366 from control.

RHEL-09-212040
Removed CCI-000366 from control.

RHEL-09-212050
Updated Check Text.

RHEL-09-212055
Updated Check Text.

RHEL-09-213045
Updated Check Text.

RHEL-09-213050
Updated Check and Fix Text.

RHEL-09-213065
Updated Check and Fix Text.

RHEL-09-213085




Updated Check Text.

RHEL-09-213115
Updated Check Text.

RHEL-09-214015
Updated Check Text.

RHEL-09-214025
Updated Check Text.

RHEL-09-214030
Updated Check and Fix Text.

RHEL-09-214035
Updated Check and Fix Text.

RHEL-09-215010
Removed sudo from Check Text command.

RHEL-09-215015
Updated Check Text command and output and removed CCI-000366.

RHEL-09-215020
Removed sudo from Check Text command and removed CCI-000366.

RHEL-09-215025
Removed sudo from Check Text command.

RHEL-09-215030
Removed sudo from Check Text command.

RHEL-09-215040
Removed sudo from Check Text command.

RHEL-09-215045
Removed sudo from Check Text command and removed CCI-000366.

RHEL-09-215050
Removed sudo from Check Text command and removed CCI-000366.

RHEL-09-215055
Removed sudo from Check Text command and removed CCI-000366.

RHEL-09-215065
Removed sudo from Check Text command.




RHEL-09-215070
Updated Check Text.

RHEL-09-215075
Removed sudo from Check Text command.

RHEL-09-215090
Removed sudo from Check Text command.

RHEL-09-231015
Corrected output from Check Text command.

RHEL-09-231020
Corrected output from Check Text command.

RHEL-09-231025
Corrected output from Check Text command.

RHEL-09-231030
Corrected output from Check Text command and removed CCI-000366.

RHEL-09-231035
Corrected output from Check Text command.

RHEL-09-231040
Corrected output from Check Text command and removed CCI-000366.

RHEL-09-231045
Corrected output from Check Text command.

RHEL-09-231050
Corrected output from Check Text command and removed CCI-000366.

RHEL-09-231065
Updated Check Text.

RHEL-09-231070
Updated Check Text.

RHEL-09-231075
Updated Check Text.

RHEL-09-231095
Updated Check Text.

RHEL-09-231100
Removed CCI-000366 from control.




RHEL-09-231105
Removed CCI-000366 from control.

RHEL-09-231120
Updated Check Text.

RHEL-09-231190
Replaced Check Text command and output.

RHEL-09-232025
Updated Check Text.

RHEL-09-232030
Updated Check Text.

RHEL-09-232040
Updated Check Text command.

RHEL-09-232045
Updated Check Text.

RHEL-09-232050
Updated Check Text.

RHEL-09-232103
Added control for root ownership of /etc/audit/ control.

RHEL-09-232104
Added control for group ownership of /etc/audit/ control.

RHEL-09-232170
Updated Check Text.

RHEL-09-232175
Updated Check Text.

RHEL-09-232180
Updated Check Text.

RHEL-09-232185
Updated Check Text.

RHEL-09-232190
Updated Check Text.

RHEL-09-232195




Updated Check Text.

RHEL-09-232200
Updated Check Text.

RHEL-09-232205
Updated Check Text.

RHEL-09-232210
Updated Check Text.

RHEL-09-232215
Updated Check Text.

RHEL-09-232240
Removed CCI-000366 from control.

RHEL-09-251010
Removed sudo from command and removed CCI-000366.

RHEL-09-251015
Removed CCI-000366 from control.

RHEL-09-251030
Updated Fix Text.

RHEL-09-251045
Updated Check Text.

RHEL-09-252010
Removed sudo from command.

RHEL-09-252035
Added comment to Check Text and updated Fix Text.

RHEL-09-252045
Updated Check Text.

RHEL-09-252065
Removed sudo from command and removed CCI-000366 from control.

RHEL-09-255010
Removed sudo from command.

RHEL-09-255020
Removed sudo from command.




RHEL-09-255064
Added control for SSH client configuration.

RHEL-09-255105
Updated Check Text.

RHEL-09-255110
Updated Check Text.

RHEL-09-255115
Updated Check Text.

RHEL-09-255120
Updated Check Text.

RHEL-09-271015
Updated Check and Fix Text.

RHEL-09-271020
Removed CCI-000366 from control.

RHEL-09-271025
Updated Check Text and removed CCI-000366 from control.

RHEL-09-271035
Updated Check Text and removed CCI-000366 from control.

RHEL-09-271040
Updated Check Text.

RHEL-09-271045
Updated Check Text.

RHEL-09-271050
Updated Check Text.

RHEL-09-271060
Updated Check and Fix Text.

RHEL-09-271070
Updated Check and Fix Text.

RHEL-09-271080
Updated Check and Fix Text.

RHEL-09-271085
Updated Check and Fix Text.




RHEL-09-271100
Updated Check Text.

RHEL-09-271105
Updated Fix Text.

RHEL-09-271110
Updated Check and Fix Text.

RHEL-09-271115
Updated Check Text.

RHEL-09-291010
Updated Check and Fix Text.

RHEL-09-291015
Updated Fix Text.

RHEL-09-291035
Updated Check and Fix Text.

RHEL-09-411015
Updated Check Text.

RHEL-09-411025
Updated Check Text.

RHEL-09-411055
Updated Check Text.

RHEL-09-411080
Updated Check and Fix Text.

RHEL-09-411085
Updated Check and Fix Text.

RHEL-09-411090
Updated Check and Fix Text.

RHEL-09-411095
Updated Check Text.

RHEL-09-411105
Updated Check Text command.

RHEL-09-412045




Updated Check and Fix Text.

RHEL-09-412055
Updated Check Text.

RHEL-09-412060
Updated Check Text.

RHEL-09-431015
Updated Check Text.

RHEL-09-431020
Updated Check and Fix Text.

RHEL-09-431025
Removed sudo from command and removed CCI-000366 from control.

RHEL-09-431030
Removed sudo from command.

RHEL-09-432010
Removed sudo from command.

RHEL-09-432030
Updated Check Text.

RHEL-09-433010
Removed sudo from command.

RHEL-09-611010
Updated Check and Fix Text.

RHEL-09-611025
Updated Fix Text.

RHEL-09-611030
Updated Fix Text.

RHEL-09-611035
Updated Fix Text.

RHEL-09-611040
Updated Check Text.

RHEL-09-611045
Updated Check Text.




RHEL-09-611050
Updated Check and Fix Text.

RHEL-09-611055
Updated Check and Fix Text.

RHEL-09-611060
Updated Check and Fix Text.

RHEL-09-611065
Updated Check and Fix Text.

RHEL-09-611070
Updated Check and Fix Text.

RHEL-09-611080
Updated Check Text.

RHEL-09-611085
Updated Check and Fix Text.

RHEL-09-611090
Updated Check and Fix Text.

RHEL-09-611100
Updated Fix Text.

RHEL-09-611105
Updated Check and Fix Text.

RHEL-09-611110
Updated Check and Fix Text.

RHEL-09-611115
Updated Check and Fix Text.

RHEL-09-611120
Updated Check and Fix Text.

RHEL-09-611125
Updated Check and Fix Text.

RHEL-09-611130
Updated Check and Fix Text.

RHEL-09-611135
Updated Check Text.




RHEL-09-611160
Updated Check and Fix Text.

RHEL-09-611165
Updated Check and Fix Text.

RHEL-09-611170
Updated Check Text.

RHEL-09-611175
Removed sudo from command.

RHEL-09-611180
Updated Check and Fix Text.

RHEL-09-611185
Removed sudo from command.

RHEL-09-611205
Added caveats to Check and Fix Text.

RHEL-09-631015
Updated Check Text.

RHEL-09-631020
Updated Check and Fix Text.

RHEL-09-651010
Removed sudo from dnf command in Check Text.

RHEL-09-651015
Updated Check Text.

RHEL-09-651020
Added sudo to Check Text command and removed 140-2 references from Check and Fix Text.

RHEL-09-651030
Updated Check Text.

RHEL-09-651035
Updated Check Text.

RHEL-09-652010
Removed sudo from command and removed CCI-000366 from control.

RHEL-09-652015




Removed sudo from command and removed CCI-000366 from control.

RHEL-09-652025
Updated Check and Fix Text.

RHEL-09-652030
Updated Check and Fix Text.

RHEL-09-652035
Removed control.

RHEL-09-652040
Updated Check Text.

RHEL-09-652045
Updated Check Text.

RHEL-09-652050
Updated Check Text.

RHEL-09-652055
Updated Check Text and removed CCI-000366 from control.

RHEL-09-652060
Updated Check Text.

RHEL-09-653010
Removed sudo from Check Text command.

RHEL-09-653030
Updated Check Text.

RHEL-09-653075
Removed CCI-000366 from control.

RHEL-09-653085
Updated Check Text.

RHEL-09-653090
Updated Check and Fix Text.

RHEL-09-653130
Removed sudo from Check Text command.

RHEL-09-654010
Updated Check and Fix Text.




RHEL-09-654015
Updated Check and Fix Text.

RHEL-09-654020
Updated Check and Fix Text.

RHEL-09-654025
Updated Check and Fix Text.

RHEL-09-654030
Updated Check and Fix Text.

RHEL-09-654035
Updated Check and Fix Text.

RHEL-09-654040
Updated Check and Fix Text.

RHEL-09-654045
Updated Check and Fix Text.

RHEL-09-654050
Updated Check and Fix Text.

RHEL-09-654055
Updated Check and Fix Text.

RHEL-09-654060
Updated Check and Fix Text.

RHEL-09-654065
Updated Check and Fix Text.

RHEL-09-654070
Updated Check and Fix Text.

RHEL-09-654075
Updated Check and Fix Text.

RHEL-09-654080
Updated Check and Fix Text.

RHEL-09-654085
Updated Check and Fix Text.

RHEL-09-654090
Updated Check and Fix Text.




RHEL-09-654095
Updated Check and Fix Text.

RHEL-09-654100
Updated Check and Fix Text.

RHEL-09-654105
Updated Check and Fix Text.

RHEL-09-654110
Updated Check and Fix Text.

RHEL-09-654115
Updated Check and Fix Text.

RHEL-09-654120
Updated Check and Fix Text.

RHEL-09-654125
Updated Check and Fix Text.

RHEL-09-654130
Updated Check and Fix Text.

RHEL-09-654135
Updated Check and Fix Text.

RHEL-09-654140
Updated Check and Fix Text.

RHEL-09-654145
Updated Check and Fix Text.

RHEL-09-654150
Updated Check and Fix Text.

RHEL-09-654155
Updated Check and Fix Text.

RHEL-09-654160
Updated Check and Fix Text.

RHEL-09-654165
Updated Check and Fix Text.

RHEL-09-654170




Updated Check and Fix Text.

RHEL-09-654175
Updated Check and Fix Text.

RHEL-09-654180
Updated Check and Fix Text.

RHEL-09-654185
Updated Check and Fix Text.

RHEL-09-654190
Updated Check and Fix Text.

RHEL-09-654195
Updated Check and Fix Text.

RHEL-09-654200
Updated Check and Fix Text.

RHEL-09-654210
Updated Check and Fix Text.

RHEL-09-654215
Updated Check and Fix Text.

RHEL-09-654220
Updated Check and Fix Text.

RHEL-09-671020
Removed 140-2 reference.

RHEL-09-672010
Updated RHEL-09-672010 to new STIG ID RHEL-09-215100 to position it ahead of the SSH
configuration in the rule set.

RHEL-09-672020
Updated Check and Fix Text and upgraded to a CAT I.

RHEL-09-672030
Removed control.

RHEL-09-672035
Removed control.

RHEL-09-672040
Removed control.




RHEL-09-215100
Updated RHEL-09-672010 to new STIG ID RHEL-09-215100 to position it ahead of the SSH
configuration in the rule set. Removed sudo from Check command and updated Check and Fix Text.

RHEL-09-215105

Updated RHEL-09-672045 to new STIG ID RHEL-09-215105 to position it ahead of the SSH
configuration in the rule set. Updated Rule Title, Check Text, and Fix Text to configure systemwide
crypto-policies.

RHEL-09-255060
Updated Rule Title, Check Text, and Fix Text.

RHEL-09-433016
Added control for fapolicy configuration.

RHEL-09-672025
Updated Check and Fix Text.

RHEL-09-672045

Updated RHEL-09-672045 STIG ID to new STIG ID RHEL-09-215105 to position it ahead of the SSH
configuration in the rule set. Updated Rule Title, Check Text, and Fix Text to configure systemwide
crypto-policies.

Red Hat OpenShift Container Platform 4.12 STIG, Version 2, Release 2
CNTR-0S-000160
Updated Check Text and Fix Text.

Samsung Android OS 13 with Knox 3.x COBO STIG, Version 2, Release 2
KNOX-13-110300
Added hotspot password to training requirements.

Samsung Android OS 13 with Knox 3.x COPE STIG, Version 2, Release 2
KNOX-13-210300
Added hotspot password to training requirements.

Samsung Android OS 14 with Knox 3.x COBO STIG, Version 2, Release 2
KNOX-14-110300
Added hotspot password to training requirements.

Samsung Android OS 14 with Knox 3.x COPE STIG, Version 2, Release 2
KNOX-14-210300
Added hotspot password to training requirements.

Samsung Android OS 15 with Knox 3.x STIG, Y25M01
NA




Updated the Supplemental document with artificial intelligence (Al) information.

Solaris 11 SPARC STIG, Version 3, Release 2
SOL-11.1-050240
Updated Packet Filter instructions in Check and Fix Text for clarity.

Solaris 11 x86 STIG, Version 3, Release 2
SOL-11.1-050240
Clarified Packet Filter instructions in Check and Fix Text.

Storage Area Network STIG, Version 2, Release 5
SAN06.001.00
Added requirement to sunset STIG.

SUSE Linux Enterprise Server 12 STIG Benchmark, Version 3, Release 2

SLES-12-010240

Updated the OVAL to require the hashing rounds to a minimum of 100000 to match the updated Check
Text.

SUSE Linux Enterprise Server 12 STIG, Version 3, Release 2
SLES-12-010240
Updated hashing rounds to 100000 minimum.

SUSE Linux Enterprise Server 15 STIG Benchmark, Version 2, Release 3

SLES-15-020190

Updated the OVAL to require the hashing rounds to a minimum of 100000 to match the updated Check
Text.

SLES-15-030670
Updated the OVAL to correctly match the coe style guide.

SUSE Linux Enterprise Server 15 STIG, Version 2, Release 3
SLES-15-020190
Updated hashing rounds to 100000 minimum.

Trellix ENS 10.x Local Client STIG, Version 2, Release 3
ENS-CO-000100
Added NA for Classified Networks note and remapped CCI.

ENS-CO-000106
Remapped CCI.

ENS-CO-000108
Remapped CCI.

ENS-CO-000109
Remapped CCI.




ENS-CO-000110
Remapped CCI.

ENS-CO-000105
Remapped CCI.

Trellix ENS 10.x STIG, Version 3, Release 3
ENS-EP-000004
Altered Check and Fix Text.

ENS-FW-000005
Removed requirement

ENS-TP-000247
Added Not Applicable statement in Check Text.

ENS-TP-000248
Added requirement to enable AMSI.

Unified Endpoint Manager Server SRG, Version 2, Release 3
SRG-APP-000170-UEM-000100
Revised Rule Title, Check Text, and Fix Text.

Virtual Machine Manager SRG, Version 2, Release 2
SRG-0S-000047-VMM-000220
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000805-VMM-000260
Removed requirement because it is not appropriate to define at the enterprise level (DSPAV).

SRG-0S-000355-VMM-001330
Updated Rule Title, Check, and Fix to align with updated DSPAV.

Virtual Private Network (VPN) SRG, Version 3, Release 3
SRG-NET-000041-VPN-000110
Updated Discussion.

SRG-NET-000042-VPN-000120
Combined requirement with SRG-NET-000043-VPN-000130.

SRG-NET-000230-VPN-002436
Updated Discussion.

SRG-NET-000042-VPN-000130
Removed duplicate requirement from STIG. Combined with SRG-NET-000042-VPN-000120.




VMware NSX 4.x Distributed Firewall STIG, Version 1, Release 2
NDFW-4X-000004
Updated to include correct severity.

VMware NSX 4.x Manager NDM STIG, Version 1, Release 2
NMGR-4X-000068
Updated Check Text.

NMGR-4X-000088
Updated to include correct severity.

NMGR-4X-000102
Updated Check Text and CCI.

NMGR-4X-000103
Updated CCI.

VMware NSX 4.x Tier-0 Gateway Firewall STIG, Version 1, Release 2
NTOF-4X-000015
Updated Discussion.

NTOF-4X-000020
Updated Rule Title and Fix Text

VMware NSX 4.x Tier-0 Gateway Router STIG, Version 1, Release 2
NTOR-4X-000013
Updated Discussion.

NTOR-4X-000027
Updated to include severity.

NTOR-4X-000051
Updated Discussion.

VMware vSphere 7.0 vCenter Appliance Photon OS STIG, Version 1, Release 4
PHTN-30-000079
Altered Check Text syntax.

VMware vSphere 7.0 vCenter ESXi STIG, Version 1, Release 3
ESXI-70-000097
Updated finding statement.

VMware vSphere 7.0 Virtual Machine STIG, Version 1, Release 4
VMCH-70-000015
Altered Check Text and Fix Text.

VMware vSphere 8.0 vCenter Appliance EAM STIG, Version 2, Release 2




VCEM-80-000070
Altered Check Text.

VMware vSphere 8.0 vCenter Appliance ESXi STIG, Version 2, Release 2
ESXI-80-000161
Removed requirement.

VMware vSphere 8.0 vCenter STIG, Version 2, Release 2
VCSA-80-000294
Corrected typo in path.

VCSA-80-000295
Added NA statement.

VCSA-80-000296
Added NA statement.

z/OS BMC CONTROL-D for ACF2 STIG, Version 7, Release 1
ZCTDO0040
Updated CCls in zOS Mainframe Products.

ZCTD0060
Updated CCls in zOS Mainframe Products.

ZCTDAO000
Updated CCls in zOS Mainframe Products.

ZCTDAO002
Updated CCls in zOS Mainframe Products.

ZCTDAO020
Updated CCls in zOS Mainframe Products.

z/0OS BMC CONTROL-D for RACF STIG, Version 7, Release 1
ZCTDO0040
Updated CCls in zOS Mainframe Products.

ZCTD0060
Updated CCls in zOS Mainframe Products.

ZCTDRO000
Updated CCls in zOS Mainframe Products.

ZCTDR002
Updated CCls in zOS Mainframe Products.

ZCTDRO020




Updated CCls in zOS Mainframe Products.

z/OS BMC CONTROL-D for TSS STIG, Version 7, Release 1
ZCTD0040
Updated CCls in zOS Mainframe Products.

ZCTD0060
Updated CCls in zOS Mainframe Products.

ZCTDTO000
Updated CCls in zOS Mainframe Products.

ZCTDT002
Updated CCls in zOS Mainframe Products.

ZCTDTO020
Updated CCls in zOS Mainframe Products.

z/OS BMC CONTROL-M for ACF2 STIG, Version 7, Release 1
ZCTMO0060
Updated CCls in zOS Mainframe Products.

ZCTMAO000
Updated CCls in zOS Mainframe Products.

ZCTMA002
Updated CCls in zOS Mainframe Products.

ZCTMAO003
Updated CCls in zOS Mainframe Products.

ZCTMA020
Updated CCls in zOS Mainframe Products.

ZCTMAO040
Updated CCls in zOS Mainframe Products.

z/0OS BMC CONTROL-M for RACF STIG, Version 7, Release 1
ZCTMO0060
Updated CCls in zOS Mainframe Products.

ZCTMRO000
Updated CCls in zOS Mainframe Products.

ZCTMRO002
Updated CCls in zOS Mainframe Products.




ZCTMRO003
Updated CCls in zOS Mainframe Products.

ZCTMRO020
Updated CCls in zOS Mainframe Products.

ZCTMRO040
Updated CCls in zOS Mainframe Products.

z/0S BMC CONTROL-M for TSS STIG, Version 7, Release 1
ZCTMO0060
Updated CCls in zOS Mainframe Products.

ZCTMTO000
Updated CCls in zOS Mainframe Products.

ZCTMT002
Updated CCls in zOS Mainframe Products.

ZCTMTO003
Updated CCls in zOS Mainframe Products.

ZCTMTO020
Updated CCls in zOS Mainframe Products.

ZCTMTO040
Updated CCls in zOS Mainframe Products.

z/OS CA 1 Tape Management for ACF2 STIG, Version 7, Release 1
ZCA10041
Updated CCls in zOS Mainframe Products.

ZCA10060
Updated CCls in zOS Mainframe Products.

ZCA1A000
Updated CCls in zOS Mainframe Products.

ZCA1A003
Updated CCls in zOS Mainframe Products.

ZCA1A020
Updated CCls in zOS Mainframe Products.

ZCA1A021
Updated CCls in zOS Mainframe Products.




ZCA1A040
Updated CCls in zOS Mainframe Products.

z/OS CA 1 Tape Management for RACF STIG, Version 7, Release 1
ZCA10041
Updated CCls in zOS Mainframe Products.

ZCA10060
Updated CCls in zOS Mainframe Products.

ZCA1R000
Updated CCls in zOS Mainframe Products.

ZCA1R003
Updated CCls in zOS Mainframe Products.

ZCA1R020
Updated CCls in zOS Mainframe Products.

ZCA1R021
Updated CCls in zOS Mainframe Products.

ZCA1R040
Updated CCls in zOS Mainframe Products.

z/OS CA 1 Tape Management for TSS STIG, Version 7, Release 1
ZCA10041
Updated CCls in zOS Mainframe Products.

ZCA10060
Updated CCls in zOS Mainframe Products.

ZCA1T000
Updated CCls in zOS Mainframe Products.

ZCA1T003
Updated CCls in zOS Mainframe Products.

ZCA1T020
Updated CCls in zOS Mainframe Products.

ZCA1T021
Updated CCls in zOS Mainframe Products.

ZCA1T040
Updated CCls in zOS Mainframe Products.




z/0OS CA Auditor for ACF2 STIG, Version 7, Release 1
ZADTAO000
Updated CCls in zOS Mainframe Products.

ZADTA020
Updated CCls in zOS Mainframe Products.

z/0S CA Auditor for RACF STIG, Version 7, Release 1
ZADTRO000
Updated CCls in zOS Mainframe Products.

ZADTR020
Updated CCls in zOS Mainframe Products.

z/0OS CA Auditor for TSS STIG, Version 7, Release 1
ZADTTO000
Updated CCls in zOS Mainframe Products.

ZADTTO020
Updated CCls in zOS Mainframe Products.

z/0OS CA Common Services for ACF2 STIG, Version 7, Release 1
ZCCSA000
Updated CCls in zOS Mainframe Products.

ZCCSA030
Updated CCls in zOS Mainframe Products.

z/0OS CA Common Services for RACF STIG, Version 7, Release 1
ZCCSRO000
Updated CCls in zOS Mainframe Products.

z/OS CA Common Services for TSS STIG, Version 7, Release 1
ZCCST000
Updated CCls in zOS Mainframe Products.

z/OS Catalog Solutions for ACF2 STIG, Version 7, Release 1
ZCSLA000
Updated CCls in zOS Mainframe Products.

ZCSLA020
Updated CCls in zOS Mainframe Products.

z/OS Catalog Solutions for RACF STIG, Version 7, Release 1
ZCSLRO000
Updated CCls in zOS Mainframe Products.




ZCSLR020
Updated CCls in zOS Mainframe Products.

z/OS Catalog Solutions for TSS STIG, Version 7, Release 1
ZCSLT000
Updated CCls in zOS Mainframe Products.

ZCSLT020
Updated CCls in zOS Mainframe Products.

z/OS CL/SuperSession for ACF2 STIG, Version 7, Release 1
ZCLS0040
Updated CCls in zOS Mainframe Products.

ZCLS0041
Updated CCls in zOS Mainframe Products.

ZCLSA000
Updated CCls in zOS Mainframe Products.

ZCLSA042
Updated CCls in zOS Mainframe Products.

ZCLSA043
Updated CCls in zOS Mainframe Products.

z/OS CL/SuperSession for RACF STIG, Version 7, Release 1
ZCLS0040
Updated CCls in zOS Mainframe Products.

ZCLS0041
Updated CCls in zOS Mainframe Products.

ZCLSR000
Updated CCls in zOS Mainframe Products.

ZCLSR042
Updated CCls in zOS Mainframe Products.

ZCLSR043
Updated CCls in zOS Mainframe Products.

z/OS CL/SuperSession for TSS STIG, Version 7, Release 1
ZCLS0040
Updated CCls in zOS Mainframe Products.

ZCLS0041




Updated CCls in zOS Mainframe Products.

ZCLSTO000
Updated CCls in zOS Mainframe Products.

ZCLST042
Updated CCls in zOS Mainframe Products.

ZCLSTO043
Updated CCls in zOS Mainframe Products.

z/OS Compuware Abend-AID for ACF2 STIG, Version 7, Release 1
ZAID0040
Updated CCls in zOS Mainframe Products.

ZAIDA000
Updated CCls in zOS Mainframe Products.

ZAIDA002
Updated CCls in zOS Mainframe Products.

ZAIDA020
Updated CCls in zOS Mainframe Products.

z/OS Compuware Abend-AID for RACF STIG, Version 7, Release 1
ZAID0040
Updated CCls in zOS Mainframe Products.

ZAIDRO000O
Updated CCls in zOS Mainframe Products.

ZAIDR002
Updated CCls in zOS Mainframe Products.

ZAIDRO020
Updated CCls in zOS Mainframe Products.

z/OS Compuware Abend-AID for TSS STIG, Version 7, Release 1
ZAID0040
Updated CCls in zOS Mainframe Products.

ZAIDT000
Updated CCls in zOS Mainframe Products.

ZAIDT002
Updated CCls in zOS Mainframe Products.




ZAIDT020
Updated CCls in zOS Mainframe Products.

z/0OS FDR for ACF2 STIG, Version 7, Release 1
ZFDR0040
Updated CCls in zOS Mainframe Products.

ZFDRAO000
Updated CCls in zOS Mainframe Products.

z/0OS FDR for RACF STIG, Version 7, Release 1
ZFDR0040
Updated CCls in zOS Mainframe Products.

ZFDRRO000
Updated CCls in zOS Mainframe Products.

z/OS FDR for TSS STIG, Version 7, Release 1
ZFDR0040
Updated CCls in zOS Mainframe Products.

ZFDRTO000
Updated CCls in zOS Mainframe Products.

z/0S Front End Processor for ACF2 STIG, Version 7, Release 1
ZFEP0012
Removed requirement.

z/0S Front End Processor for RACF STIG, Version 7, Release 1
ZFEP0012
Removed requirement.

z/0S Front End Processor for TSS STIG, Version 7, Release 1
ZFEP0012
Removed requirement.

z/0OS IBM CICS Transaction Server for ACF2 STIG, Version 7, Release 1
ZCIC0030
Updated CCls in zOS Mainframe Products.

ZCICA021
Updated CCls in zOS Mainframe Products.

z/0S IBM CICS Transaction Server for RACF STIG, Version 7, Release 1
ZCIC0030
Updated CCls in zOS Mainframe Products.

ZCICR021
Updated CCls in zOS Mainframe Products.




ZCICRO038
Updated CCls in zOS Mainframe Products.

z/0S IBM CICS Transaction Server for TSS STIG, Version 7, Release 1
ZCIC0030
Updated CCls in zOS Mainframe Products.

ZCICT021
Updated CCls in zOS Mainframe Products.

z/OS SRR Scripts, Y25M01
ACF2-0S-000110
New Automation.

ACF2-US-000170
New Automation.

RACF-0S-000210
Made changes to allow for exception resource classes.

RACF-FT-000090
New Automation.

RACF-0S-000140
New Automation.

TSS0-FT-000060
New Automation.

TSS0-0S-000240
New Automation.

z/OS TDMF for ACF2 STIG, Version 7, Release 1
ZTDMO0040
Updated CCls in zOS Mainframe Products.

ZTDMAO000
Updated CCls in zOS Mainframe Products.

z/OS TDMF for RACF STIG, Version 7, Release 1
ZTDMO0040
Updated CCls in zOS Mainframe Products.

ZTDMRO000
Updated CCls in zOS Mainframe Products.

z/OS TDMF for TSS STIG, Version 7, Release 1
ZTDMO0040




Updated CCls in zOS Mainframe Products.

ZTDMTO000
Updated CCls in zOS Mainframe Products.

z/OS Websphere Application Server for ACF2 STIG, Version 7, Release 1
ZWAS0010
Updated CCls in zOS Mainframe Products.

z/OS Websphere Application Server for RACF STIG, Version 7, Release 1
ZWAS0010
Updated CCls in zOS Mainframe Products.

z/OS Websphere Application Server for TSS STIG, Version 7, Release 1
ZWAS0010
Updated CCls in zOS Mainframe Products.

z/OS WebsphereMQ for ACF2 STIG, Version 6, Release 5
ZWMQO0049
Added references to classes for mixed case processing.

ZWMQ0051
Added references to classes for mixed case processing.

ZWMQ0052
Added references to classes for mixed case processing.

ZWMQ0054
Added references to classes for mixed case processing.

ZWMQO0055
Added references to classes for mixed case processing.

ZWMQ0056
Added references to classes for mixed case processing.

ZWMQO0057
Added references to classes for mixed case processing.

ZWMQO0058
Added references to classes for mixed case processing.

ZWMQO0060
Added references to classes for mixed case processing.

z/OS WebsphereMQ for RACF STIG, Version 6, Release 5
ZWMQO0049
Added references to classes for mixed case processing.




ZWMQ0051
Added references to classes for mixed case processing.

ZWMQ0052
Added references to classes for mixed case processing.

ZWMQ0054
Added references to classes for mixed case processing.

ZWMQO0055
Added references to classes for mixed case processing.

ZWMQ0056
Added references to classes for mixed case processing.

ZWMQO0057
Added references to classes for mixed case processing.

ZWMQO0058
Added references to classes for mixed case processing.

ZWMQO0060
Added references to classes for mixed case processing.

z/OS WebsphereMQ for TSS STIG, Version 6, Release 5
ZWMQO0049
Added references to classes for mixed case processing.

ZWMQ0051
Added references to classes for mixed case processing.

ZWMQ0052
Added references to classes for mixed case processing.

ZWMQ0054
Added references to classes for mixed case processing.

ZWMQO0055
Added references to classes for mixed case processing.

ZWMQ0056
Added references to classes for mixed case processing.

ZWMQO0057
Added references to classes for mixed case processing.

ZWMQO0058
Added references to classes for mixed case processing.




ZWMQO0060
Added references to classes for mixed case processing.
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