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Document Revised Description of Change Release Date

- Forescout NAC STIG, Forescout NAC STIG, V2R4:

V2R3 - FORE-NC-000040 - Changed Check and Fix
text to allow action to be based in Control
policies.

- FORE-NC-000050 - Changed discussion text
to add clarification for instances where the
endpoint is approved for bypass/exemption to
the notification.

- FORE-NC-000070 - Changed to NA. Option
for DHCP authorization no longer exists within
the Forescout console or policies.

- FORE-NC-000110 - Cotrected the Rule,
Check, and Fix to direct an isolation method be
configured.

- FORE-NC-000160 - Modified requirement to
add extended module language to enhance the
available methods used for syslog
configuration.

- FORE-NC-000170 - Changed check and fix
text for clarity (tune based on use case
[appliance audit vs. policy audit]).

- FORE-NC-000190 - Modified Check and Fix
text to add option for MAB devices that are
placed in a restricted VLAN.

- FORE-NC-000240 - Updated the
vulnerability discussion to clarify how the
setting works.

- FORE-NC-000340 - Removed requirement;
combined with FORE-NC-000160.
FORE-NC-000420 - Removed requirement for
secondary log server.

- Forescout NDM STIG, | Forescout NDM STIG, V2R3:

V2R2 - FORE-NM-000030 - Updated clarification
text to the Fix.

- FORE-NM-000060 - Updated Fix text with
new command sequence.

- FORE-NM-000150 - Updated Check and Fix
to remove TLS and OCSP, which are not part
of this requirement.

- FORE-NM-000160 - Added UT instructions
to Check and Fix.

- FORE-NM-000170 - Updated Check and Fix
to use “fstool tz”, as “fstool ntp” does not
change the timezone.

UNCLASSIFIED



Forescout STIG Revision History
02 July 2025

UNCLASSIFIED

DISA

Developed by Forescout and DISA for the DOD

REVISION HISTORY

Document Revised

Description of Change

Release Date

- FORE-NM-000250 - Updated Fix text to
replace “Console Preferences” with
“CounterACT User Profiles” for clarity.

- FORE-NM-000260 - Updated procedure in
Check.

- FORE-NM-000320 - Updated Check and Fix
to include information on validating N'TP
connection with an authenticated N'TP source
rather than switch plugin instructions.

- FORE-NM-000361 - Removed requirement
as it was removed from NDM SRG.

- Forescout NAC STIG,
V2R2

Forescout NAC STIG, V2R3:

- FORE-NC-000080 - Removed from STIG.
Addressed by FORE-NC-000230, which has a
note regarding mitigation.

- FORE-NC-000110 - Rule number updated
due to changes in content management system.

30 January 2025

- Forescout NAC STIG,
V2R1

- Forescout NDM STIG,
V2R1

Forescout NAC STIG, V2R2:

- FORE-NC-000030 - Updated the Title,
Discussion, and Check.

- FORE-NC-000070, FORE-NC-000110 -
Updated the Discussion, Check, and Fix.

- FORE-NC-000280 - Removed requirement.
- FORE-NC-000470 - Updated the Title,
Check, and Fix.

- Rule numbers updated throughout due to
changes in the content management system.

Forescout NDM STIG, V2R2:
- FORE-NM-000330 - Updated Rule,
Discussion, Check and Fix.

24 October 2024

- Forescout NAC STIG,
V1R3

- Forescout NDM STIG,
Vi1R1

Forescout NAC STIG, V2R1:

- FORE-NC-000120, FORE-NC-000130,
FORE-NC-000140, FORE-NC-000290 -

Updated based on NIST SP 800-53 Rev. 5
changes.

- FORE-NC-000150 - Removed based on
NIST SP 800-53 Rev. 5 changes.

Forescout NDM STIG, V2R1:

- FORE-NM-000020, FORE-NM-000160,
FORE-NM-000190, FORE-NM-000210,
FORE-NM-000220, FORE-NM-000250,
FORE-NM-000370, FORE-NM-000380,
FORE-NM-000390, FORE-NM-000400,

24 July 2024
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FORE-NM-000410, FORE-NM-000420 -
Updated based on NIST SP 800-53 Rev. 5
changes.

- Because this is a major revision, version
numbers were incremented to the next whole
number.

- Rule numbers updated throughout due to
changes in the content management system.
- Revision History format for multipart STIGs
revised to ensure clarity in the versioning.
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Document
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Release Date

V1R4

- Forescout
STIG, V1R3

Forescout NAC STIG, V1R3:

- FORE-NC-000060 - Reworded the
requirement to narrow the scope. Focus is on
identification and approval of devices that
will bypass the NAC rather than requiring all
traffic to flow through the NAC.

- FORE-NC-000070 - Changed rule title to
reflect C2C 2 since this requires policies to be
enforced.

- Rule numbers updated due to changes in
content management system.

Forescout NDM STIG, V1R1:
- No change in this quarter.

26 July 2023

V1IR3

- Forescout
NAC STIG,
V1R2

- FORE-NC-000010, FORE-NC-000020,
FORE-NC-000030, FORE-NC-000040,
FORE-NC-000050, FORE-NC-000060,
FORE-NC-000070, FORE-NC-000080,
FORE-NC-000090, FORE-NC-000100,
FORE-NC-000110, FORE-NC-000120,
FORE-NC-000130, FORE-NC-000140,
FORE-NC-000150, FORE-NC-000160,
FORE-NC-000170, FORE-NC-000180,
FORE-NC-000190, FORE-NC-000210,
FORE-NC-000230, FORE-NC-000240,
FORE-NC-000260, FORE-NC-000270,
FORE-NC-000280, FORE-NC-000290,
FORE-NC-000340, FORE-NC-000420,
FORE-NC-000440, FORE-NC-000450,
FORE-NC-000460, FORE-NC-000470 -
Added C2C step to the requirement and
check fields.

No Updates This Release:
- Forescout NDM STIG, V1R1

27 January 2022

VIR2

- Forescout
NAC STIG,
V1R1

- FORE-NC-000120, FORE-NC-000130,
FORE-NC-000140, FORE-NC-000240,
FORE-NC-000260, FORE-NC-000270,
FORE-NC-000280 - Updated Fix text.

27 October 2021
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- FORE-NC-000010, FORE-NC-000020,
FORE-NC-000180, FORE-NC-000210,
FORE-NC-000340, FORE-NC-000450,
FORE-NC-000460, FORE-NC-000470 -
Updated Check and Fix text.

- FORE-NC-000030, FORE-NC-000040, -
Updated Rule Title, Check, and Fix.

- FORE-NC-000060 - Updated Discussion,
Check, and Fix.

- FORE-NC-000100 - Updated Rule Title,
Discussion, and Fix.

- FORE-NC-000190 - Updated Discussion
and Fix.

No Updates This Release:
- Forescout NDM STIG, V1R1

- Initial Release.

20 November 2020
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