
OCTOBER 2025 MAINTENANCE RELEASE: STIGS TO BE RELEASED                 
Release Date: October 1, 2025

Anduril NixOS STIG, Version 1, Release 2
ANIX-00-000010
Updated Check to review iptables and run directory, and updated Fix to include alternate configuration 
location.

ANIX-00-000020
Fixed typo in Discussion.

ANIX-00-000030
Updated Check to review systemctl and updated Fix to include alternate configuration location.

ANIX-00-000040
Fixed typo throughout and updated Fix to include alternate configuration location.

ANIX-00-000050
Fixed typo throughout, updated Check to review /etc/issue and updated Fix to include alternate 
configuration location.

ANIX-00-000060
Fixed typo throughout, updated Check to review ssh configuration, and updated Fix to include alternate 
configuration location.

ANIX-00-000070
Fixed typo throughout, updated Check to review the dconf tool, and updated Fix to include alternate 
configuration location.

ANIX-00-000090
Updated Check to review limits.conf and updated Fix to include alternate configuration location.

ANIX-00-000110
Fixed typo throughout, updated Check to review the logind.conf file, and updated Fix to include updated 
configuration and alternate configuration location.

ANIX-00-000120
Updated Check to search binaries and updated Fix to include alternate configuration location.

ANIX-00-000140
Updated Check to review the sshd config and updated Fix to include alternate configuration location.

ANIX-00-000150
Updated Check to review the sshd config and updated Fix to include alternate configuration location.



ANIX-00-000160
Updated Check to review systemctl output and updated Fix to include alternate configuration location.

ANIX-00-000210
Updated Fix to include alternate configuration location.

ANIX-00-000250
Corrected typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000260
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-000270
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000280
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000290
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000300
Updated Fix to include alternate configuration location.

ANIX-00-000310
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000360
Updated Fix to include alternate configuration location.

ANIX-00-000380
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000400
Updated Fix to include alternate configuration location.

ANIX-00-000410
Updated Fix to include alternate configuration location.

ANIX-00-000420
Updated Fix to include alternate configuration location.

ANIX-00-000430
Updated Fix to include alternate configuration location.



ANIX-00-000440
Updated Fix to include alternate configuration location.

ANIX-00-000450
Updated Fix to include alternate configuration location.

ANIX-00-000460
Changed syslog-ng to systemd-journald throughout and updated Fix to include alternate configuration 
location.

ANIX-00-000480
Changed syslog-ng to systemd-journald throughout and updated Fix to include alternate configuration 
location.

ANIX-00-000490
Changed syslog-ng to systemd-journald throughout and updated Fix to include alternate configuration 
location.

ANIX-00-000520
Updated Fix to include alternate configuration location.

ANIX-00-000570
Changed syslog to journald throughout.

ANIX-00-000580
Changed syslog to journald throughout.

ANIX-00-000590
Changed syslog to journald throughout and changed mode from 0750 to 2755.

ANIX-00-000600
Changed syslog to journald throughout.

ANIX-00-000610
Fixed typo throughout and updated Fix to include alternate configuration location.

ANIX-00-000660
Updated Rule Title, directory to review, Check command, and Fix.

ANIX-00-000670
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-000680
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-000690
Updated Check command and updated Fix to include alternate configuration location.



ANIX-00-000710
Dropped erroneous Check command and updated Fix to include alternate configuration location.

ANIX-00-000730
Updated Fix to include alternate configuration location.

ANIX-00-000740
Updated Fix to include alternate configuration location.

ANIX-00-000750
Updated Fix to include alternate configuration location.

ANIX-00-000760
Updated Fix to include alternate configuration location.

ANIX-00-000770
Updated Fix setting and included alternate configuration location.

ANIX-00-000780
Updated Fix to include alternate configuration location.

ANIX-00-000790
Updated Fix setting and included alternate configuration location.

ANIX-00-000800
Updated Fix setting and included alternate configuration location.

ANIX-00-000810
Updated Fix to include alternate configuration location.

ANIX-00-000850
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-000890
Fixed typo in Discussion and updated Fix to include alternate configuration location.

ANIX-00-000900
Fixed typo in Discussion, updated finding statement, and updated Fix to include alternate configuration 
location.

ANIX-00-000930
Updated Fix to include alternate configuration location.

ANIX-00-000980
Updated Fix to include alternate configuration location.



ANIX-00-000990
Updated Fix to include alternate configuration location.

ANIX-00-001000
Updated Fix to include alternate configuration location.

ANIX-00-001160
Updated Fix to include alternate configuration location.

ANIX-00-001250
Updated Fix to include alternate configuration location.

ANIX-00-001260
Updated Fix to include alternate configuration location.

ANIX-00-001280
Updated Fix to include alternate configuration location.

ANIX-00-001420
Updated Fix to include alternate configuration location.

ANIX-00-001430
Updated Fix to include alternate configuration location.

ANIX-00-001440
Updated Fix to include alternate configuration location.

ANIX-00-001450
Updated Fix to include alternate configuration location.

ANIX-00-001460
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-001480
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-001500
Updated Fix to include alternate configuration location.

ANIX-00-001510
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-001550
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-001610



Updated Fix to include alternate configuration location.

ANIX-00-001620
Fixed typo in Check and Fix and updated Fix to include alternate configuration location.

ANIX-00-001660
Updated Fix to include alternate configuration location.

ANIX-00-001670
Updated Fix to include alternate configuration location.

ANIX-00-001680
Removed requirement.

ANIX-00-001720
Updated Fix to include alternate configuration location.

ANIX-00-001730
Updated Fix to include alternate configuration location.

ANIX-00-001740
Updated Fix to include alternate configuration location.

ANIX-00-001790
Fixed typo in Rule Title and updated Fix to include alternate configuration location.

ANIX-00-001820
Updated Fix to include alternate configuration location.

ANIX-00-001840
Updated Fix to include alternate configuration location.

ANIX-00-001860
Updated Check command and updated Fix to include alternate configuration location.

ANIX-00-001861
Updated Fix to include alternate configuration location.

ANIX-00-001870
Fixed typo throughout and updated Fix to include alternate configuration location.

ANIX-00-001880
Fixed typo throughout and updated Fix to include alternate configuration location.

ANIX-00-001890
Updated Fix to include alternate configuration location.



ANIX-00-001930
Updated Fix to include alternate configuration location.

ANIX-00-001940
Updated Fix command.

ANIX-00-001960
Updated Fix to include alternate configuration location.

ANIX-00-002010
Updated Fix to include alternate configuration location.

ANIX-00-002050
Updated Fix to include alternate configuration location.

ANIX-00-002060
Updated Fix to include alternate configuration location.

ANIX-00-002180
Updated Check and Fix command and updated Fix to include alternate configuration location.

Apache Tomcat Application Server 9 STIG, Version 3, Release 3
TCAT-AS-000110
Removed requirement.

TCAT-AS-000020
Removed requirement.

TCAT-AS-000040
Removed requirement.

TCAT-AS-000500
Updated Check procedure.

TCAT-AS-000800
Updated deprecated setting.

TCAT-AS-001670
Altered property setting.

TCAT-AS-001680
Altered property setting.

TCAT-AS-001690
Altered property setting.

Apple macOS 14 (Sonoma) STIG, Version 2, Release 4



APPL-14-999999
Added sunset requirement.

Apple macOS 15 (Sequoia) STIG, Version 1, Release 5
APPL-15-000003
Updated spacing in the command.

APPL-15-000014
Updated the Fix Text to point to ManagedClient Preferences mobile config.

APPL-15-000022
Updated Check Text command and dropped "or by a directory service" from the Fix Text.

APPL-15-000024
Updated spacing in the command.

APPL-15-000025
Updated the finding statement to: If the command does not return "1", this is a finding.

APPL-15-000051
Updated spacing in the command.

APPL-15-000054
Updated Fix Text with mscp script for appending the ssh config files. Added note to Overview about 
using zsh for these scripts.

APPL-15-000057
Revised spacing. Added note to Overview about using zsh for these scripts.

APPL-15-000060
Revised Check Text command and dropped "or by a directory service." from the Fix Text.

APPL-15-000070
Updated spacing in the command.

APPL-15-000090
Added warning to Discussion.

APPL-15-000110
Updated spacing in the command.

APPL-15-000140
Updated spacing in the command.

APPL-15-000190
Updated the Fix Text to match mscp.



APPL-15-001001
Updated finding statement to: If the result is not "1", this is a finding.

APPL-15-002021
Updated Fix Text to include SubmitDiagInfo mobileconfig.

APPL-15-002023
Updated spacing in the command.

APPL-15-002024
Updated spacing in the command.

APPL-15-002060
Updated Check Text command and updated Fix to include mobileconfig info from mscp.

APPL-15-002063
Updated spacing in the command.

APPL-15-002064
Updated Check Text command and updated Fix to include mobileconfig info from mscp.

APPL-15-002068
Updated spacing in the command.

APPL-15-002069
Updated spacing in the commands.

APPL-15-002100
Updated spacing in the commands.

APPL-15-002110
Updated Check and Fix with mscp to include $CurrentUser info.

APPL-15-002180
Updated Fix procedure to include com.apple.icloud.managed configuration profile.

APPL-15-003011
Updated Check Text to make $ODV variable 1.

APPL-15-003014
Updated spacing in the command.

APPL-15-003070
Dropped "or by a directory service" from the Fix Text.

APPL-15-003080
Dropped "or by a directory service" from the Fix Text.



APPL-15-005020
Updated Fix Text to include MCX mobileconfig.

APPL-15-005080
Updated spacing in the command.

APPL-15-005090
Updated spacing in the command.

APPL-15-999999
Updated language to match the SRG.

Application Security and Development STIG, Version 6, Release 4
APSC-DV-000110
Updated “FOUO” designations to “CUI”.

APSC-DV-000120
Updated “FOUO” designations to “CUI”.

APSC-DV-000130
Updated “FOUO” designations to “CUI”.

APSC-DV-002330
Updated “FOUO” designations to “CUI”.

APSC-DV-002900
Changed minimum non-SAMI retention period to 30 months (12 months active plus 18 months cold 
storage).

APSC-DV-003120
Updated “FOUO” designations to “CUI”.

Canonical Ubuntu 20.04 LTS STIG SCAP Benchmark, Version 2, Release 5
UBTU-20-010198
Updated the OVAL logic to check grub parameters in /etc/default/grub.

UBTU-20-010001
Added OVAL content to check the version of Ubuntu 20.04. (Ubuntu 20.04 has been sunset; the rule 
will fail for all existing versions.)

UBTU-20-010416
Updated the OVAL logic to ignore the history.log and eipp.log.xz files.

UBTU-20-010423
Updated the OVAL content to reuse logic used for Ubuntu 24.04, rule SV-270824.



Canonical Ubuntu 20.04 LTS STIG, Version 2, Release 4
UBTU-20-010001
Added control to sunset STIG.

UBTU-20-010416
Added exception for history.log and eipp.log.xz.

Canonical Ubuntu 22.04 LTS STIG SCAP Benchmark, Version 2, Release 4
UBTU-22-212015
Updated the OVAL logic to check grub parameters in /etc/default/grub.

UBTU-22-211000
Added OVAL content to check for a supported version of Ubuntu 22.04.

UBTU-22-232026
Updated the OVAL logic to ignore the history.log and eipp.log.xz files.

UBTU-22-232010
Updated the OVAL content to reuse logic used for Ubuntu 24.04, rule SV-270824.

UBTU-22-255025
Updated the OVAL logic to capture multiple instances in lieu of one instance of PermitUserEnvironment 
and PermitEmptyPasswords.  

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 6
UBTU-22-212015
Updated Check Text command and output.

UBTU-22-211000
Added requirement for OS to be a supported version.

UBTU-22-232026
Added exception for history.log and eipp.log.xz.

UBTU-22-651015
Updated "not applicable" note to account for the possibility of a different integrity tool being employed.

Canonical Ubuntu 24.04 LTS STIG SCAP Benchmark, Version 2, Release 2
UBTU-24-700400
Updated the OVAL logic to look for the release codename "noble".

UBTU-24-901250
Corrected OVAL logic to reflect the glob on /sbin/audispd*.

UBTU-24-909890
Updated the OVAL logic to no longer require an AIDE rule for /sbin/audispd.



UBTU-24-300031
Updated the OVAL logic to capture multiple instances in lieu of one instance of PermitUserEnvironment 
and PermitEmptyPasswords.  

UBTU-24-102010
Updated the OVAL logic to check grub parameters in /etc/default/grub.

Canonical Ubuntu 24.04 LTS STIG, Version 1, Release 3
UBTU-24-100110
Updated "not applicable" note to account for the possibility of a different integrity tool being employed.

UBTU-24-100840
Removed redundant entry in Check Text.

UBTU-24-200090
Updated the Check Text output.

UBTU-24-300028
Included additional path “/etc/pam.d/common-auth" in control.

UBTU-24-300039
Corrected usb-storage modprobe setting to "/bin/false" for more verbose logging.

UBTU-24-700010
Updated Discussion and Check and Fix Text to exclude btmp, wtmp, lastlog, history, and eipp.log.xz 
files IAW Canonical recommendations.

UBTU-24-700400
Updated SRGID, CCI, and Severity and updated version Check command and output per Canonical 
recommendation.

UBTU-24-901230
Removed "/sbin/audispd" references from the Check Text command output.

UBTU-24-901240
Removed "/sbin/audispd" references from the Check Text command output.

UBTU-24-901250
Removed "/sbin/audispd" references from the Check Text command output.

UBTU-24-909890
Updated Check and Fix to not account for a nonexistent "/sbin/audispd" and updated STIGID from 
UBTU-24-90890.

Cisco IOS Router RTR STIG, Version 3, Release 4



CISC-RT-000394
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000395
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000396
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000397
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000398
Corrected the Check and Fix due to deprecated dest-option-type command.

Cisco IOS Switch RTR STIG, Version 3, Release 2
CISC-RT-000394
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000395
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000396
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000397
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000398
Corrected the Check and Fix due to deprecated dest-option-type command.

Cisco IOS XE Router RTR STIG, Version 3, Release 5
CISC-RT-000394
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000395
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000396
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000397
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000398
Corrected the Check and Fix due to deprecated dest-option-type command.



Cisco IOS XE Switch RTR STIG, Version 3, Release 3
CISC-RT-000394
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000395
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000396
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000397
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000398
Corrected the Check and Fix due to deprecated dest-option-type command.

Cisco IOS XR Router RTR STIG, Version 3, Release 3
CISC-RT-000394
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000395
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000396
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000397
Corrected the Check and Fix due to deprecated dest-option-type command.

CISC-RT-000398
Corrected the Check and Fix due to deprecated dest-option-type command.

Cisco NX-OS Switch NDM STIG, Version 3, Release 5
CISC-ND-001410
Corrected syntax in Check and Fix Text.

Cloud Linux AlmaLinux OS 9 STIG, Version 1, Release 4
All
Updated documents to reflect vendor name change.

ALMA-09-030820
Replaced "rsh-server removal" control with a "no EPEL" rule.

ALMA-09-045125
Updated Check and Fix Text for supported release check.

ALMA-09-048090



Added "open_by_handle_at" to Fix Text.

ALMA-09-048970
Added "rmdir" to Fix Text.

Dragos Platform 2.x STIG, Version 1, Release 4
DRAG-OT-001630
Modified Check.

Enterprise Voice, Video, and Messaging Endpoint SRG, Version 1, Release 3
SRG-NET-000018-VVEP-00108
Removed reference to APL.

ESS Agent Handler STIG, Version 2, Release 6
H30120 - AH 4.6
Removed URL references and altered Rule Title, Discussion, Check, and Fix.

H30160 - AH 4.6
Altered Rule Title, Discussion, Check, and Fix.

ESS ePO 5.x STIG, Version 3, Release 6
H30120 - ePO 5x
Removed URL references and altered Discussion.

H30160 - ePO 5x
Altered Discussion.

H30290 - ePO 5x
Altered Discussion.

H30450 - ePO 5x
Altered repository references in Discussion.

H30500 - ePO 5x
Altered repository references in Discussion.

H30640 - ePO 5x
Clarified verbiage about being AD joined.

H42120 - ePO 5x
Altered exception verbiage in Check and Fix.

Google Android 13 BYOAD STIG, Version 1, Release 3
GOOG-13-999999
Added requirement to sunset STIG.

Google Android 13 COBO STIG, Version 2, Release 3



GOOG-13-999999
Added requirement to sunset STIG.

Google Android 13 COPE STIG, Version 2, Release 3
GOOG-13-999999
Added requirement to sunset STIG.

Google Android 14 BYOAD STIG, NA
NA
Removed Configuration Tables document.

Google Android 14 COBO STIG, Version 2, Release 3
GOOG-14-006700
Added to list of prohibited apps: Apps that render TV shows and movies.

GOOG-14-013000
Added requirement to disable user from performing a factory rest of device.

GOOG-14-013100
Added requirement to disable use of assistants (including Google assistant).

GOOG-14-013200
Added requirement to disable wireless printing.

GOOG-14-013300
Added requirement to disable screen capture.

GOOG-14-013400
Added requirement for installation of Mobile Threat Detection (MTD) app.

GOOG-14-013500
Added requirement to disable device camera unless approved by AO.

GOOG-14-013600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

GOOG-14-013700
Added requirement to disable device Bluetooth unless approved by the AO.

Google Android 14 COPE STIG, Version 2, Release 3
GOOG-14-006700
Added to list of prohibited apps: Apps that render TV shows and movies.

GOOG-14-013000
Added requirement to disable user from performing a factory rest of device.

GOOG-14-013100



Added requirement to disable use of assistants (including Google assistant).

GOOG-14-013200
Added requirement to disable wireless printing.

GOOG-14-013300
Added requirement to disable screen capture.

GOOG-14-013400
Added requirement for installation of Mobile Threat Detection (MTD) app.

GOOG-14-013500
Added requirement to disable device camera unless approved by AO.

GOOG-14-013600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

GOOG-14-013700
Added requirement to disable device Bluetooth unless approved by the AO.

Google Android 14 MDFPP 3.3 BYOAD STIG, Version 1, Release 2
GOOG-14-713400
Added requirement for installation of Mobile Threat Detection (MTD) app in work profile.

Google Android 14 STIG, NA
NA
Removed Configuration Tables document.

Google Android 15 COBO STIG, Version 1, Release 3
GOOG-15-006700
Added to list of prohibited apps: Apps that render TV shows and movies

GOOG-15-013000
Added requirement to disable user from performing a factory rest of device.

GOOG-15-013100
Added requirement to disable use of assistants (including Google assistant).

GOOG-15-013200
Added requirement to disable wireless printing.

GOOG-15-013300
Added requirement to disable screen capture.

GOOG-15-013400
Added requirement for installation of Mobile Threat Detection (MTD) app.



GOOG-15-013500
Added requirement to disable device camera unless approved by AO.

GOOG-15-013600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

GOOG-15-013700
Added requirement to disable device Bluetooth unless approved by the AO.

Google Android 15 COPE STIG, Version 1, Release 3
GOOG-15-006700
Added to list of prohibited apps: Apps that render TV shows and movies.

GOOG-15-013000
Added requirement to disable user from performing a factory rest of device.

GOOG-15-013100
Added requirement to disable use of assistants (including Google assistant).

GOOG-15-013200
Added requirement to disable wireless printing.

GOOG-15-013300
Added requirement to disable screen capture.

GOOG-15-013400
Added requirement for installation of Mobile Threat Detection (MTD) app.

GOOG-15-013500
Added requirement to disable device camera unless approved by AO.

GOOG-15-013600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

GOOG-15-013700
Added requirement to disable device Bluetooth unless approved by the AO.

Google Android 15 STIG, NA
NA
Removed Configuration Tables document.

IBM zOS ACF2 STIG, Version 9, Release 6
ACF2-JS-000100
Corrected Check to apply to ACF2 terms.

IBM zOS RACF STIG, Version 9, Release 6
RACF-TC-000065



Removed reference to TSS.

IBM zOS TSS STIG, Version 9, Release 6
TSS0-OS-000040
Removed reference to RACF terms.

TSS0-ES-000430
Removed reference to RACF terms.

TSS0-FT-000050
Expanded Check and Fix for clarity.

TSS0-US-000040
Removed reference to RACF terms.

TSS0-VT-000010
Removed reference to RACF terms.

Ivanti Connect Secure NDM STIG, Version 2, Release 3
IVCS-NM-000015
Updated Discussion.

IVCS-NM-000300
Updated Rule Title, Check, and Fix.

Ivanti Connect Secure VPN STIG, Version 2, Release 2
IVCS-VN-000260
Updated Rule Title and Discussion.

MariaDB Enterprise 10.x STIG, Version 2, Release 4
MADB-10-000200
Updated "and" to "or" logic in pam Check and Fix.

MADB-10-000300
Updated "and" to "or" logic in pam Fix.

MADB-10-004400
Revised Title, Discussion, Check, and Fix regarding FIPS.

MADB-10-012100
Combined with MADB-10-004400.

MADB-10-012200
Combined with MADB-10-004400.

MADB-10-012300
Combined with MADB-10-004400.



Microsoft IIS 10.0 Server STIG, Version 3, Release 5
IIST-SV-000210
Moved to IIST-SI-000270 in IIS Site STIG.

Microsoft IIS 10.0 Site STIG, Version 2, Release 13
IIST-SI-000215
Removed IIS 8 reference from Discussion.

IIST-SI-000242
Added NA statement for CRL distribution server.

IIST-SI-000270
Moved IIST-SV-000210 to IIST-SI-000270 in IIS Site STIG.

Microsoft Office 365 ProPlus STIG, Version 3, Release 4
O365-CO-000028
Added requirement to disable diagnostic data.

O365-CO-000029
Added requirement to disable connected experiences that analyze content.

O365-CO-000030
Added requirement to disable connected experiences that download online content.

O365-CO-000031
Added requirement to disable additional optional connected experiences.

O365-CO-000032
Added requirement to disable connected experiences.

Microsoft SQL Server 2022 Instance STIG, Version 1, Release 2
SQLI-22-004100
Updated so permissions for when "IsClustered" returns "1", "IsHadrEnabled" returns "0" to include 
"VIEW SERVER PERFORMANCE STATE" and "VIEW SERVER SECURITY STATE".

Microsoft Windows 10 STIG SCAP Benchmark, Version 3, Release 6
WN10-AU-000581
Added OVAL logic to check for auditing file system failures.

WN10-AU-000582
Added OVAL logic to check for auditing file system successes.

WN10-AU-000583
Added OVAL logic to check for auditing handle manipulation failures.

WN10-AU-000584



Added OVAL logic to check for auditing handle manipulation successes.

WN10-AU-000586
Added OVAL logic to check for auditing registry successes.

WN10-AU-000589
Added OVAL logic to check for auditing registry failures.

WN10-UR-000110
Separated OVAL logic from the logic used by WN11-UR-000110 as the check text for WN11-UR-
000110 has updated and WN10-UR-000110 has not.

Microsoft Windows 10 STIG, Version 3, Release 5
WN10-CC-000063
Added to Check Text MDM check Get-Service -Name "IntuneManagementExtension".

WN10-00-000107
Updated Copilot Rule Title, Check, and Fix.

WN10-00-000145
Removed deprecated requirement.

WN10-AU-000581
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Failure" selected.

WN10-AU-000582
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Success" selected.

WN10-AU-000583
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Failure" selected.

WN10-AU-000584
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Success" selected.

WN10-AU-000586
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Success" selected.



WN10-AU-000587
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> Audit Sensitive Privileged Use with "Success" selected.

WN10-AU-000588
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> Audit Sensitive Privileged Use with "Failure" selected.

WN10-AU-000589
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Failure" selected.

WN10-UR-000110
Added "Restricted Services/PrintSpoolerService" to the Check and Fix.

Microsoft Windows 11 STIG SCAP Benchmark, Version 2, Release 6
WN11-AU-000581
Added OVAL logic to check for auditing file system failures.

WN11-AU-000582
Added OVAL logic to check for auditing file system successes.

WN11-AU-000583
Added OVAL logic to check for auditing handle manipulation failures.

WN11-AU-000584
Added OVAL logic to check for auditing handle manipulation successes.

WN11-AU-000586
Added OVAL logic to check for auditing registry successes.

WN11-AU-000589
Added OVAL logic to check for auditing registry failures.

WN11-UR-000110
Updated the OVAL logic to also accept "Restricted Service\PrintSpoolerService" as an acceptable 
value.

Microsoft Windows 11 STIG, Version 2, Release 4
WN11-CC-000063
Added to Check Text MDM check Get-Service -Name "IntuneManagementExtension".

WN11-00-000125
Updated Copilot Check and Fix guidance.



WN11-00-000145
Removed deprecated requirement.

WN11-AU-000581
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Failure" selected.

WN11-AU-000582
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Success" selected.

WN11-AU-000583
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Failure" selected.

WN11-AU-000584
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Success" selected.

WN11-AU-000586
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Success" selected.

WN11-AU-000587
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Success" selected.

WN11-AU-000588
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Failure" selected.

WN11-AU-000589
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Failure" selected.

WN11-UR-000110
Added "Restricted Services/PrintSpoolerService" to the Check and Fix.

Microsoft Windows Server 2019 STIG SCAP Benchmark, Version 3, Release 6



WN19-AU-000581
Added OVAL logic to check for auditing file system failures.

WN19-AU-000582
Added OVAL logic to check for auditing file system successes.

WN19-AU-000583
Added OVAL logic to check for auditing handle manipulation failures.

WN19-AU-000584
Added OVAL logic to check for auditing handle manipulation successes.

WN19-AU-000585
Added OVAL logic to check for auditing registry failures.

WN19-AU-000586
Added OVAL logic to check for auditing registry successes.

WN19-CC-000140
Updated the OVAL logic to return "Not Applicable" when attempting to run a scan on a Domain 
Controller.

WN19-UR-000110
Separated OVAL logic from the logic used by WN11-UR-000110 as the check text for WN11-UR-
000110 has updated and WN19-UR-000110 has not.

Microsoft Windows Server 2019 STIG, Version 3, Release 6
WN19-AU-000581
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Failure" selected.

WN19-AU-000582
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Success" selected.

WN19-AU-000583
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Failure" selected.

WN19-AU-000584
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Success" selected.



WN19-AU-000585
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Failure" selected.

WN19-AU-000586
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Success" selected.

WN19-AU-000587
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Success" selected.

WN19-AU-000588
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Failure" selected.

WN19-CC-000140
Added "not applicable" statement to Check Text for Domain Controllers.

Microsoft Windows Server 2022 STIG SCAP Benchmark, Version 2, Release 6
WN22-UR-000110
Separated OVAL logic from the logic used by WN11-UR-000110 as the check text for WN11-UR-
000110 has updated and WN22-UR-000110 has not.

Microsoft Windows Server 2022 STIG SCAP Benchmark, Version 3, Release 6
WN22-AU-000581
Added OVAL logic to check for auditing file system failures.

WN22-AU-000582
Added OVAL logic to check for auditing file system successes.

WN22-AU-000583
Added OVAL logic to check for auditing handle manipulation failures.

WN22-AU-000584
Added OVAL logic to check for auditing handle manipulation successes.

WN22-AU-000585
Added OVAL logic to check for auditing registry failures.

WN22-AU-000586
Added OVAL logic to check for auditing registry successes.



WN22-CC-000140
Updated the OVAL logic to return "Not Applicable" when attempting to run a scan on a Domain 
Controller.

Microsoft Windows Server 2022 STIG, Version 2, Release 6
WN22-AU-000581
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Failure" selected.

WN22-AU-000582
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit File System" with "Success" selected.

WN22-AU-000583
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Failure" selected.

WN22-AU-000584
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Handle Manipulation" with "Success" selected.

WN22-AU-000585
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Failure" selected.

WN22-AU-000586
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Object Access 
>> "Audit Registry" with "Success" selected.

WN22-AU-000587
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Success" selected.

WN22-AU-000588
Added requirement to configure the policy value for Computer Configuration >> Windows Settings >> 
Security Settings >> Advanced Audit Policy Configuration >> System Audit Policies >> Privileged Use 
>> "Audit Sensitive Privileged Use" with "Failure" selected.

WN22-CC-000140
Added "not applicable" statement to Check Text for Domain Controllers.



Oracle Database 19c STIG, Version 1, Release 3
O19C-00-014800
Updated SSL_VERSION to acceptable setting.

O19C-00-014900
Updated SSL_VERSION to acceptable setting.

O19C-00-015200
Updated SSL_VERSION to acceptable setting.

O19C-00-015400
Updated SSL_VERSION to acceptable setting.

O19C-00-020400
Updated SSL_VERSION to acceptable setting.

Oracle Linux 7 STIG SCAP Benchmark, Version 3, Release 2
OL07-00-020000
Disabled SCAP automation due to inability to emulate the "dnf repolist" command with OVAL.

OL07-00-020250
Added OVAL content to check the version of Oracle Linux 7. (Oracle Linux 7 has been sunset; the rule 
will fail for all existing versions.)

Oracle Linux 7 STIG, Version 3, Release 4
OL07-00-020000
Replaced "rsh-server removal" control with a "no EPEL" rule.

OL07-00-020250
Revised severity to CAT 1 and updated Description due to sunset of STIG.

Oracle Linux 8 STIG SCAP Benchmark, Version 2, Release 6
OL08-00-040172
Updated the OVAL content to reuse logic used for SLES 15, rule SV-234990.

OL08-00-010770
Updated the regex within OVAL logic to exclude the "/" directory and to include symlinks.

OL08-00-010830
Updated the OVAL logic to capture multiple instances in lieu of one instance of PermitUserEnvironment.

OL08-00-040010
Disabled SCAP automation due to inability to emulate the "dnf repolist" command with OVAL.

OL08-00-010672
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
OL08-00-010671.



OL08-00-010673
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
OL08-00-010671.

OL08-00-010674
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
OL08-00-010671.

OL08-00-010675
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
OL08-00-010671.

OL08-00-010572
Updated the OVAL logic to return "Not Applicable" if the /boot/efi directory is a vfat file system.

Oracle Linux 8 STIG, Version 2, Release 6
OL08-00-010293
Updated Check Text to include an additional check and condition for verifying the FIPS policy and 
clarified Fix Text.

OL08-00-010360
Removed errant script from/updated Check Text and updated Fix Text to run a daily check.

OL08-00-040010
Replaced "rsh-server removal" control with a "no EPEL" rule.

Oracle Linux 9 STIG, Version 1, Release 3
OL09-00-000105
Replaced "rsh-server removal" control with a "no EPEL" rule.

OL09-00-000865
Edited verbiage to set 25 percent minimum threshold.

OL09-00-000870
Edited verbiage to set 25 percent minimum threshold.

OL09-00-002332
Removed conflicting control.

OL09-00-002429
Removed control requiring OL 9 to prevent system daemons from using Kerberos for authentication.

OL09-00-002523
Updated Check and Fix commands to set library file group permissions to root.



OL09-00-002524
Updated Check and Fix commands to ensure root ownership of library files.

OL09-00-002525
Updated Check and Fix commands to set library file permissions to 0755.

OL09-00-002584
Added control to audit any script or executable called by cron as root or by any privileged user.

Rancher Government Solutions RKE2 STIG, Version 2, Release 4
CNTR-R2-000580
Modified Check and Fix.

CNTR-R2-000120
Modified Check and Fix.

CNTR-R2-000520
Modified Check and Fix.

CNTR-R2-001130
Modified Check and Fix.

Red Hat Enterprise Linux 8 STIG SCAP Benchmark, Version 2, Release 5
RHEL-08-020015
Updated the OVAL logic to be applicable to all RHEL 8 versions.

RHEL-08-010673
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-08-010671.

RHEL-08-010830
Updated the OVAL logic to capture multiple instances in lieu of one instance of PermitUserEnvironment.

RHEL-08-020035
Updated the OVAL logic to compare against the correct value according to the fix text and included an 
applicability clause dependent on RHEL 8's version.

RHEL-08-040172
Updated the OVAL content to reuse logic used for SLES 15, rule SV-234990.

RHEL-08-010770
Updated the regex within the OVAL logic to exclude the "/" directory and to include symlinks.

RHEL-08-040010
Disabled SCAP automation due to inability to emulate the "dnf repolist" command with OVAL.



RHEL-08-010672
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-08-010671.

RHEL-08-010674
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-08-010671.

RHEL-08-010675
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-08-010671.

RHEL-08-010572
Updated the OVAL logic to return "Not Applicable" if the /boot/efi directory is a vfat file system.

Red Hat Enterprise Linux 8 STIG, Version 2, Release 5
RHEL-08-010455
Updated Check and Fix to reflect users and not groups.

RHEL-08-020015
Removed "not applicable" note from check regarding temporary accounts.

RHEL-08-010673
Added "not applicable" statement to kernel dumps controls disabled by RHEL-08-010671.

RHEL-08-040172
Updated finding statement for clarification of "CtrlAltDelBurstAction" control.

RHEL-08-040010
Replaced "rsh-server removal" control with a "no EPEL" rule.

RHEL-08-010672
Added "not applicable" statement to kernel dumps controls disabled by RHEL-08-010671.

RHEL-08-010674
Added "not applicable" statement to kernel dumps controls disabled by RHEL-08-010671.

RHEL-08-010675
Added "not applicable" statement to kernel dumps controls disabled by RHEL-08-010671.

RHEL-08-020000
Removed RHEL-08-020000 as it is a duplicate of RHEL-08-020270.

Red Hat Enterprise Linux 9 STIG SCAP Benchmark, Version 2, Release 6
RHEL-09-255085
Updated the OVAL logic to capture multiple instances in lieu of one instance of PermitUserEnvironment.



RHEL-09-255070
Added OVAL logic to check for FIPS 140-3 approved Message Authentication Codes (MACs) in 
openssh.config.

RHEL-09-211045
Updated the OVAL content to reuse logic used for SLES 15, rule SV-234990.

RHEL-09-213085
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-09-213040.

RHEL-09-231105
Updated the OVAL logic to return "Not Applicable" if the /boot/efi directory is a vfat file system.

RHEL-09-232045
Updated the regex within the OVAL logic to exclude the "/" directory and to include symlinks.

RHEL-09-232103
Added OVAL logic to check if /var/log/ is owned by root.

RHEL-09-232104
Added OVAL logic to check if /var/log/ is group-owned by root.

RHEL-09-255064
Added OVAL logic to check for FIPS 140-3 approved ciphers in openssh.config.

RHEL-09-271085
Disabled SCAP automation due to inability to effectively check gsettings with OVAL.

RHEL-09-433016
Added OVAL logic to check if fapolicyd employs a deny-all, permit-by-exception policy.

RHEL-09-431016
Added OVAL logic to check if  the SELinux context is elevated when an administrator calls the sudo 
command

RHEL-09-215101
Added OVAL logic to check if the Postfix package is installed.

RHEL-09-232145
Updated the OVAL logic to correctly ensure /etc/passwd- is group-owned by root in lieu of owned by 
root.

RHEL-09-232270
Updated the OVAL logic to check perms for /etc/shadow in lieu of /etc/gshadow.  



RHEL-09-215035
Disabled SCAP automation due to inability to emulate the "dnf repolist" command with OVAL.

RHEL-09-213090
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-09-213040.

RHEL-09-213095
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-09-213040.

RHEL-09-213100
Updated the OVAL logic to return "Not Applicable" if kernel dumps are disabled in accordance with 
RHEL-09-213040.

RHEL-09-252040
Updated the OVAL logic to allow for "systemd-resolved" to be an acceptable value.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 6
RHEL-09-255100
Updated Check to verify the runtime setting and updated the SRGID.

RHEL-09-212020
Clarified the Check Text and updated the Fix Text command to correctly configure the grub.cfg file after 
editing /etc/grub.d/.

RHEL-09-653110
Added finding statement.

RHEL-09-213085
Added "not applicable" statement to kernel dumps controls disabled by RHEL-09-213040.

RHEL-09-231105
Added note that control is not applicable to vfat file systems.

RHEL-09-232040
Updated Check Text so that crontab permission check shows default perms.

RHEL-09-255115
Updated Check Text command to use an awk filter to alleviate conflicting compliance errors with RHEL-
09-255135 and removed reinstall command from Fix Text.

RHEL-09-271105
Updated Check Text command output.

RHEL-09-611170
Updated Check Text command to suppress errors and output for accuracy.



RHEL-09-631015
Added "not applicable" statement to Check Text.

RHEL-09-652025
Updated Check Text to correct false positive related to rsyslog daemon and added "not applicable" 
statement.

RHEL-09-431016
Removed Legacy IDs from this control.

RHEL-09-215035
Replaced "rsh-server removal" control with a "no EPEL" rule.

RHEL-09-213090
Added "not applicable" statement to kernel dumps controls disabled by RHEL-09-213040.

RHEL-09-213095
Added "not applicable" statement to kernel dumps controls disabled by RHEL-09-213040.

RHEL-09-213100
Added "not applicable" statement to kernel dumps controls disabled by RHEL-09-213040.

RHEL-09-252040
Updated Discussion, Check, and Fix Text for DNS mode in Network Manager control to include 
explanations and reflect acceptable settings.

RHEL-09-211015
Added sudo to Check Text command.

RHEL-09-611190
Clarified Check Text by providing guidance on expected output from Check Text command and added 
N/A statement.

RHEL-09-631010
Added "not applicable" statement to Check Text.

RHEL-09-653040
Added "reaches" between volume and 75 in Rule Title.

RHEL-09-654096
Removed duplicate control.

RHEL-09-654260
Removed auditctl watch rules for deprecated pam_tally.

RHEL-09-671010



Updated Check Text to include an additional check and condition for verifying the FIPS policy.

Red Hat OpenShift Container Platform 4.x STIG, Version 2, Release 4
CNTR-OS-000630
Modified Fix.

Samsung Android 14 BYOAD STIG, NA
NA
Removed Configuration Tables document.

Samsung Android 14 MDFPP 3.3 BYOAD STIG, Version 1, Release 2
KNOX-14-711400
Added requirement for installation of Mobile Threat Detection (MTD) app in work profile.

Samsung Android 15 BYOAD STIG, NA
NA
Removed Configuration Tables document.

Samsung Android 15 MDF PP 3.3 BYOAD STIG, Version 1, Release 2
KNOX-15-711400
Added requirement for installation of Mobile Threat Detection (MTD) app in work profile.

Samsung Android OS 13 with Knox 3.x COBO STIG, Version 2, Release 3
KNOX-13-110160
Replaced Check Text.

KNOX-13-999999
Added requirement to sunset STIG.

Samsung Android OS 13 with Knox 3.x COPE STIG, Version 2, Release 3
KNOX-13-999999
Added requirement to sunset STIG.

Samsung Android OS 14 with Knox 3.x COBO STIG, Version 2, Release 3
KNOX-14-011000
Added requirement to disable user from performing a factory rest of device.

KNOX-14-011100
Added requirement to disable use of assistants (including Google assistant).

KNOX-14-011200
Added requirement to disable wireless printing.

KNOX-14-011300
Added requirement to disable screen capture.

KNOX-14-011400



Added requirement for installation of Mobile Threat Detection (MTD) app.

KNOX-14-011500
Added requirement to disable device camera unless approved by AO.

KNOX-14-011600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

KNOX-14-011700
Added requirement to disable device Bluetooth unless approved by the AO.

KNOX-14-110200
Added to list of prohibited apps: Apps that render TV shows and movies.

Samsung Android OS 14 with Knox 3.x COPE STIG, Version 2, Release 3
KNOX-14-011000
Added requirement to disable user from performing a factory rest of device.

KNOX-14-011100
Added requirement to disable use of assistants (including Google assistant).

KNOX-14-011200
Added requirement to disable wireless printing.

KNOX-14-011300
Added requirement to disable screen capture.

KNOX-14-011400
Added requirement for installation of Mobile Threat Detection (MTD) app.

KNOX-14-011500
Added requirement to disable device camera unless approved by AO.

KNOX-14-011600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

KNOX-14-011700
Added requirement to disable device Bluetooth unless approved by the AO.

KNOX-14-210200
Added to list of prohibited apps: Apps that render TV shows and movies.

Samsung Android OS 14 with Knox 3.x STIG, NA
NA
Removed Configuration Tables document.

Samsung Android OS 15 with Knox 3.x COBO STIG, Version 1, Release 2



KNOX-15-005600
Added to list of prohibited apps: Apps that render TV shows and movies.

KNOX-15-011000
Added requirement to disable user from performing a factory rest of device.

KNOX-15-011100
Added requirement to disable use of assistants (including Google assistant).

KNOX-15-011200
Added requirement to disable wireless printing.

KNOX-15-011300
Added requirement to disable screen capture.

KNOX-15-011400
Added requirement for installation of Mobile Threat Detection (MTD) app.

KNOX-15-011500
Added requirement to disable device camera unless approved by AO.

Samsung Android OS 15 with Knox 3.x COBO STIG, Version 1, Release 3
KNOX-15-011600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

KNOX-15-011700
Added requirement to disable device Bluetooth unless approved by the AO.

Samsung Android OS 15 with Knox 3.x COPE STIG, Version 1, Release 2
KNOX-15-005600
Added to list of prohibited apps: Apps that render TV shows and movies.

KNOX-15-011000
Added requirement to disable user from performing a factory rest of device.

KNOX-15-011100
Added requirement to disable use of assistants (including Google assistant).

KNOX-15-011200
Added requirement to disable wireless printing.

KNOX-15-011300
Added requirement to disable screen capture.

KNOX-15-011400
Added requirement for installation of Mobile Threat Detection (MTD) app.



KNOX-15-011500
Added requirement to disable device camera unless approved by AO.

Samsung Android OS 15 with Knox 3.x COPE STIG, Version 1, Release 3
KNOX-15-011600
Added requirement to disable Wi-Fi Aware in all Work Profile apps.

KNOX-15-011700
Added requirement to disable device Bluetooth unless approved by the AO.

Samsung Android OS 15 with Knox 3.x STIG, NA
NA
Removed Configuration Tables document.

SDN Controller SRG, Version 2, Release 2
SRG-NET-000512-SDN-002000
Moved to sunset.

Software-Defined Networking (SDN) Using Network Virtualization (NV) STIG, Version 1, Release 
2
NET-SDN-030
Moved to sunset.

SUSE Linux Enterprise Server 15 STIG SCAP Benchmark, Version 2, Release 6
SLES-15-040062
Updated the OVAL logic to prevent potential false positives with Policy Auditor where there are multiple 
".conf" files and CtrlAltDelBurstAction is defined in one file.

Traditional Security STIG, Version 2, Release 7
CS-01.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-01.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-01.03.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-02.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-03.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).



CS-04.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.03
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.04
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.05
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.06
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.07
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.01.08
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-04.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-05.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-05.03.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-06.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-06.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-06.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

CS-06.03.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).



EC-01.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-02.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-03.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-03.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-04.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-05.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-06.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-07.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EC-08.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EM-01.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EM-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

EM-03.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-01.02.01
Updated Reference CJCSI 6510.01F.

FN-03.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-03.01.02



Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-04.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-04.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-05.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-05.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-05.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

FN-05.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-02.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-03.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-06.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-06.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-07.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-11.01.01
Edited Check and renumbered paragraphs in Check.

IA-12.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IA-12.01.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).



IA-12.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

ID-01.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Check and Fix. 

ID-02.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated wording in Check and Fix.

IS-02.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-02.01.03
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Check and Fix. 

IS-02.01.04
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Check and Fix. 

IS-02.01.05
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Check and Fix. 

IS-02.01.06
Updated Check and Fix. 
Updated References.

IS-02.01.07
Updated Check and Fix. 
Updated References.

IS-02.01.08
Updated Check and Fix. 
Updated References.

IS-02.01.09
Updated Check and Fix. 
Updated References.

IS-02.01.10
Updated References.
Updated Discussion, Check, and Fix. 

IS-02.01.11



Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Discussion, Check, and Fix. 

IS-02.01.12
Updated Discussion.
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-02.01.13
Updated References.
Updated Discussion and added information to Fix.

IS-02.01.14
Updated References.

IS-02.01.15
Updated References.
Updated Check to add "other classified system assets".

IS-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-02.02.02
Updated Check and Fix. 
Updated References.

IS-02.02.03
Updated References.

IS-02.02.04
Updated References.

IS-02.02.05
Updated Check and Fix. 
Updated References.

IS-02.02.06
Updated Check and Fix. 
Updated References.

IS-02.02.07
Updated References.

IS-02.02.08
Updated References.

IS-02.02.09
Updated References.



IS-02.02.10
Updated References.

IS-02.02.11
Updated References.

IS-02.03.01
Updated References.

IS-03.02.01
Updated References.

IS-03.03.01
Updated References.

IS-04.03.01
Updated References.

IS-05.01.01
Updated References.

IS-06.03.01
Updated References.

IS-07.03.01
Updated References.

IS-07.03.02
Updated References.

IS-08.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-08.01.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-08.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-09.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-10.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-10.02.01



Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-10.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-11.01.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-11.01.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-11.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-11.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-13.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-14.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-15.02.01
Updated References.

IS-16.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).
Updated Check and Fix. 

IS-16.02.03
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-16.02.06
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-16.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-16.03.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

IS-17.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PE-01.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).



PE-01.03.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PE-01.03.03
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PE-07.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PE-08.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PE-08.02.02
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-01.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-03.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-04.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-05.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-06.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-07.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

PH-09.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

SM-01.03.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

SM-02.02.01
Updated Reference: Removed DOD 5200.22-M (NISPOM).

Trellix ENS 10.x STIG, Version 3, Release 6



ENS-EP-000004
Altered Title, Discussion, Check, and Fix.

ENS-CO-000115
Removed references to DISA repository.

Tri-Lab Operating System Stack (TOSS) 4 STIG SCAP Benchmark, Version 2, Release 3

TOSS-04-010360
Updated the OVAL content to reuse logic used for SLES 15, rule SV-234990.

Tri-Lab Operating System Stack (TOSS) 4 STIG, Version 2, Release 3
TOSS-04-040600
Updated TFTP Check and Fix Texts.

z/OS BMC CONTROL-D for ACF2 STIG, Version 7, Release 2
ZCTD0040
Removed bullet indicators/clarified text.

ZCTDA000
Removed bullet indicators/clarified text.

ZCTDA002
Removed bullet indicators/clarified text.

ZCTDA020
Removed bullet indicators/clarified text.

ZCTDA001
Removed bullet indicators/clarified text.

ZCTDA030
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-D for RACF STIG, Version 7, Release 2
ZCTD0040
Removed bullet indicators/clarified text.

ZCTDR000
Removed bullet indicators/clarified text.

ZCTDR002
Removed bullet indicators/clarified text.

ZCTDR020
Removed bullet indicators/clarified text.



ZCTDR001
Removed bullet indicators/clarified text.

ZCTDR030
Removed bullet indicators/clarified text.

ZCTDR032
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-D for TSS STIG, Version 7, Release 2
ZCTD0040
Removed bullet indicators/clarified text.

ZCTDT000
Removed bullet indicators/clarified text.

ZCTDT002
Removed bullet indicators/clarified text.

ZCTDT020
Removed bullet indicators/clarified text.

ZCTDT001
Removed bullet indicators/clarified text.

ZCTDT030
Removed bullet indicators/clarified text.

ZCTDT032
Removed bullet indicators/clarified text.

ZCTDT036
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M for ACF2 STIG, Version 7, Release 2
ZCTMA000
Removed bullet indicators/clarified text.

ZCTMA002
Removed bullet indicators/clarified text.

ZCTMA003
Removed bullet indicators/clarified text.

ZCTMA020
Removed bullet indicators/clarified text.



ZCTMA040
Removed bullet indicators/clarified text.

ZCTMA001
Removed bullet indicators/clarified text.

ZCTMA030
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M for RACF STIG, Version 7, Release 2
ZCTMR000
Removed bullet indicators/clarified text.

ZCTMR002
Removed bullet indicators/clarified text.

ZCTMR003
Removed bullet indicators/clarified text.

ZCTMR020
Removed bullet indicators/clarified text.

ZCTMR040
Removed bullet indicators/clarified text.

ZCTMR001
Removed bullet indicators/clarified text.

ZCTMR030
Removed bullet indicators/clarified text.

ZCTMR032
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M for TSS STIG, Version 7, Release 2
ZCTMT000
Removed bullet indicators/clarified text.

ZCTMT002
Removed bullet indicators/clarified text.

ZCTMT003
Removed bullet indicators/clarified text.

ZCTMT020
Removed bullet indicators/clarified text.



ZCTMT040
Removed bullet indicators/clarified text.

ZCTMT001
Removed bullet indicators/clarified text.

ZCTMT030
Removed bullet indicators/clarified text.

ZCTMT032
Removed bullet indicators/clarified text.

ZCTMT036
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M/Restart for ACF2 STIG, Version 7, Release 2
ZCTRA000
Removed bullet indicators/clarified text.

ZCTRA002
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M/Restart for RACF STIG, Version 7, Release 2
ZCTRR000
Removed bullet indicators/clarified text.

ZCTRR002
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-M/Restart for TSS STIG, Version 7, Release 2
ZCTRT000
Removed bullet indicators/clarified text.

ZCTRT002
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-O for ACF2 STIG, Version 7, Release 2
ZCTO0040
Removed bullet indicators/clarified text.

ZCTO0041
Removed bullet indicators/clarified text.

ZCTO0060
Removed bullet indicators/clarified text.

ZCTOA000



Removed bullet indicators/clarified text.

ZCTOA020
Removed bullet indicators/clarified text.

ZCTOA001
Removed bullet indicators/clarified text.

ZCTOA030
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-O for RACF STIG, Version 7, Release 2
ZCTO0040
Removed bullet indicators/clarified text.

ZCTO0041
Removed bullet indicators/clarified text.

ZCTO0060
Removed bullet indicators/clarified text.

ZCTOR000
Removed bullet indicators/clarified text.

ZCTOR020
Removed bullet indicators/clarified text.

ZCTOR001
Removed bullet indicators/clarified text.

ZCTOR030
Removed bullet indicators/clarified text.

ZCTOR032
Removed bullet indicators/clarified text.

z/OS BMC CONTROL-O for TSS STIG, Version 7, Release 2
ZCTO0040
Removed bullet indicators/clarified text.

ZCTO0041
Removed bullet indicators/clarified text.

ZCTO0060
Removed bullet indicators/clarified text.

ZCTOT000



Removed bullet indicators/clarified text.

ZCTOT020
Removed bullet indicators/clarified text.

ZCTOT001
Removed bullet indicators/clarified text.

ZCTOT030
Removed bullet indicators/clarified text.

ZCTOT032
Removed bullet indicators/clarified text.

ZCTOT036
Removed bullet indicators/clarified text.

z/OS BMC IOA for ACF2 STIG, Version 7, Release 2
ZIOAA000
Removed bullet indicators/clarified text.

ZIOAA002
Removed bullet indicators/clarified text.

ZIOAA020
Removed bullet indicators/clarified text.

ZIOAA040
Removed bullet indicators/clarified text.

ZIOAA001
Removed bullet indicators/clarified text.

ZIOAA030
Removed bullet indicators/clarified text.

z/OS BMC IOA for RACF STIG, Version 7, Release 2
ZIOAR000
Removed bullet indicators/clarified text.

ZIOAR002
Removed bullet indicators/clarified text.

ZIOAR020
Removed bullet indicators/clarified text.

ZIOAR040



Removed bullet indicators/clarified text.

ZIOAR001
Removed bullet indicators/clarified text.

ZIOAR030
Removed bullet indicators/clarified text.

ZIOAR032
Removed bullet indicators/clarified text.

z/OS BMC IOA for TSS STIG, Version 7, Release 2
ZIOAT000
Removed bullet indicators/clarified text.

ZIOAT002
Removed bullet indicators/clarified text.

ZIOAT020
Removed bullet indicators/clarified text.

ZIOAT040
Removed bullet indicators/clarified text.

ZIOAT001
Removed bullet indicators/clarified text.

ZIOAT030
Removed bullet indicators/clarified text.

ZIOAT032
Removed bullet indicators/clarified text.

ZIOAT036
Removed bullet indicators/clarified text.

z/OS BMC MAINVIEW for z/OS for ACF2 STIG, Version 7, Release 2
ZMVZA000
Removed bullet indicators/clarified text.

ZMVZA020
Removed bullet indicators/clarified text.

ZMVZA040
Removed bullet indicators/clarified text.

ZMVZA001



Removed bullet indicators/clarified text.

ZMVZA030
Removed bullet indicators/clarified text.

ZMVZA038
Removed bullet indicators/clarified text.

z/OS BMC MAINVIEW for z/OS for RACF STIG, Version 7, Release 2
ZMVZR000
Removed bullet indicators/clarified text.

ZMVZR020
Removed bullet indicators/clarified text.

ZMVZR040
Removed bullet indicators/clarified text.

ZMVZR001
Removed bullet indicators/clarified text.

ZMVZR030
Removed bullet indicators/clarified text.

ZMVZR032
Removed bullet indicators/clarified text.

ZMVZR038
Removed bullet indicators/clarified text.

z/OS BMC MAINVIEW for z/OS for TSS STIG, Version 7, Release 2
ZMVZT000
Removed bullet indicators/clarified text.

ZMVZT020
Removed bullet indicators/clarified text.

ZMVZT040
Removed bullet indicators/clarified text.

ZMVZT001
Removed bullet indicators/clarified text.

ZMVZT030
Removed bullet indicators/clarified text.

ZMVZT032



Removed bullet indicators/clarified text.

ZMVZT036
Removed bullet indicators/clarified text.

z/OS CA 1 Tape Management for ACF2 STIG, Version 7, Release 2
ZCA10041
Removed bullet indicators/clarified text.

ZCA10060
Removed bullet indicators/clarified text.

ZCA1A000
Removed bullet indicators/clarified text.

ZCA1A003
Removed bullet indicators/clarified text.

ZCA1A020
Removed bullet indicators/clarified text.

ZCA1A021
Removed bullet indicators/clarified text.

ZCA1A040
Removed bullet indicators/clarified text.

ZCA1A001
Removed bullet indicators/clarified text.

ZCA1A030
Removed bullet indicators/clarified text.

z/OS CA 1 Tape Management for RACF STIG, Version 7, Release 2
ZCA10060
Removed bullet indicators/clarified text.

ZCA1R000
Removed bullet indicators/clarified text.

ZCA1R003
Removed bullet indicators/clarified text.

ZCA1R020
Removed bullet indicators/clarified text.

ZCA1R021



Removed bullet indicators/clarified text.

ZCA1R040
Removed bullet indicators/clarified text.

ZCA1R001
Removed bullet indicators/clarified text.

ZCA1R038
Removed bullet indicators/clarified text.

z/OS CA 1 Tape Management for TSS STIG, Version 7, Release 2
ZCA10060
Removed bullet indicators/clarified text.

ZCA1T000
Removed bullet indicators/clarified text.

ZCA1T003
Removed bullet indicators/clarified text.

ZCA1T020
Removed bullet indicators/clarified text.

ZCA1T021
Removed bullet indicators/clarified text.

ZCA1T040
Removed bullet indicators/clarified text.

ZCA1T001
Removed bullet indicators/clarified text.

ZCA1T030
Removed bullet indicators/clarified text.

ZCA1T032
Removed bullet indicators/clarified text.

ZCA1T036
Removed bullet indicators/clarified text.

z/OS CA Auditor for ACF2 STIG, Version 7, Release 2
ZADTA000
Removed bullet indicators/clarified text.

ZADTA020
Removed bullet indicators/clarified text.



ZADTA002
Removed bullet indicators/clarified text.

z/OS CA Auditor for RACF STIG, Version 7, Release 2
ZADTR000
Removed bullet indicators/clarified text.

ZADTR020
Removed bullet indicators/clarified text.

ZADTR002
Removed bullet indicators/clarified text.

z/OS CA Auditor for TSS STIG, Version 7, Release 2
ZADTT000
Removed bullet indicators/clarified text.

ZADTT020
Removed bullet indicators/clarified text.

ZADTT002
Removed bullet indicators/clarified text.

z/OS CA Common Services for ACF2 STIG, Version 7, Release 2
ZCCSA000
Removed bullet indicators/clarified text.

ZCCSA030
Removed bullet indicators/clarified text.

z/OS CA Common Services for RACF STIG, Version 7, Release 2
ZCCSR000
Removed bullet indicators/clarified text.

z/OS CA Common Services for TSS STIG, Version 7, Release 2
ZCCST000
Removed bullet indicators/clarified text.

ZCCST030
Removed bullet indicators/clarified text.

ZCCST032
Removed bullet indicators/clarified text.

z/OS CA MICS for ACF2 STIG, Version 7, Release 2
ZMICA000
Removed bullet indicators/clarified text.



ZMICA002
Removed bullet indicators/clarified text.

z/OS CA MICS for RACF STIG, Version 7, Release 2
ZMICR000
Removed bullet indicators/clarified text.

ZMICR002
Removed bullet indicators/clarified text.

z/OS CA MICS for TSS STIG, Version 7, Release 2
ZMICT000
Removed bullet indicators/clarified text.

ZMICT002
Removed bullet indicators/clarified text.

z/OS CA MIM for ACF2 STIG, Version 7, Release 2
ZMIM0040
Removed bullet indicators/clarified text.

ZMIMA000
Removed bullet indicators/clarified text.

ZMIMA020
Removed bullet indicators/clarified text.

ZMIMA001
Removed bullet indicators/clarified text.

ZMIMA030
Removed bullet indicators/clarified text.

z/OS CA MIM for RACF STIG, Version 7, Release 2
ZMIM0040
Removed bullet indicators/clarified text.

ZMIMR000
Removed bullet indicators/clarified text.

ZMIMR020
Removed bullet indicators/clarified text.

ZMIMR001
Removed bullet indicators/clarified text.

z/OS CA MIM for TSS STIG, Version 7, Release 2



ZMIM0040
Removed bullet indicators/clarified text.

ZMIMT000
Removed bullet indicators/clarified text.

ZMIMT020
Removed bullet indicators/clarified text.

ZMIMT001
Removed bullet indicators/clarified text.

ZMIMT030
Removed bullet indicators/clarified text.

ZMIMT032
Removed bullet indicators/clarified text.

z/OS CA VTAPE for ACF2 STIG, Version 7, Release 2
ZVTAA000
Removed bullet indicators/clarified text.

ZVTAA001
Removed bullet indicators/clarified text.

ZVTAA030
Removed bullet indicators/clarified text.

z/OS CA VTAPE for RACF STIG, Version 7, Release 2
ZVTAR000
Removed bullet indicators/clarified text.

ZVTAR001
Removed bullet indicators/clarified text.

ZVTAR030
Removed bullet indicators/clarified text.

ZVTAR032
Removed bullet indicators/clarified text.

z/OS CA VTAPE for TSS STIG, Version 7, Release 2
ZVTAT000
Removed bullet indicators/clarified text.

ZVTAT001
Removed bullet indicators/clarified text.



ZVTAT030
Removed bullet indicators/clarified text.

ZVTAT032
Removed bullet indicators/clarified text.

z/OS Catalog Solutions for ACF2 STIG, Version 7, Release 2
ZCSLA000
Removed bullet indicators/clarified text.

ZCSLA020
Removed bullet indicators/clarified text.

z/OS Catalog Solutions for RACF STIG, Version 7, Release 2
ZCSLR000
Removed bullet indicators/clarified text.

ZCSLR020
Removed bullet indicators/clarified text.

z/OS Catalog Solutions for TSS STIG, Version 7, Release 2
ZCSLT000
Removed bullet indicators/clarified text.

ZCSLT020
Removed bullet indicators/clarified text.

z/OS CL/SuperSession for ACF2 STIG, Version 7, Release 2
ZCLS0041
Removed bullet indicators/clarified text.

ZCLSA042
Removed bullet indicators/clarified text.

ZCLS0040
Removed bullet indicators/clarified text.

ZCLSA000
Removed bullet indicators/clarified text.

ZCLSA043
Removed bullet indicators/clarified text.

ZCLSA001
Removed bullet indicators/clarified text.

ZCLSA030
Removed bullet indicators/clarified text.



z/OS CL/SuperSession for RACF STIG, Version 7, Release 2
ZCLS0041
Removed bullet indicators/clarified text.

ZCLSR042
Removed bullet indicators/clarified text.

ZCLS0040
Removed bullet indicators/clarified text.

ZCLSR000
Removed bullet indicators/clarified text.

ZCLSR043
Removed bullet indicators/clarified text.

ZCLSR001
Removed bullet indicators/clarified text.

ZCLSR030
Removed bullet indicators/clarified text.

ZCLSR032
Removed bullet indicators/clarified text.

ZCLSR038
Removed bullet indicators/clarified text.

z/OS CL/SuperSession for TSS STIG, Version 7, Release 2
ZCLS0041
Removed bullet indicators/clarified text.

ZCLST042
Removed bullet indicators/clarified text.

ZCLS0040
Removed bullet indicators/clarified text.

ZCLST000
Removed bullet indicators/clarified text.

ZCLST043
Removed bullet indicators/clarified text.

ZCLST001
Removed bullet indicators/clarified text.



ZCLST030
Removed bullet indicators/clarified text.

ZCLST032
Removed bullet indicators/clarified text.

ZCLST036
Removed bullet indicators/clarified text.

ZCLST038
Removed bullet indicators/clarified text.

z/OS Compuware Abend-AID for ACF2 STIG, Version 7, Release 2
ZAIDA000
Removed bullet indicators/clarified text.

ZAIDA002
Removed bullet indicators/clarified text.

ZAIDA020
Removed bullet indicators/clarified text.

ZAIDA001
Removed bullet indicators/clarified text.

ZAIDA030
Removed bullet indicators/clarified text.

z/OS Compuware Abend-AID for RACF STIG, Version 7, Release 2
ZAIDR000
Removed bullet indicators/clarified text.

ZAIDR002
Removed bullet indicators/clarified text.

ZAIDR020
Removed bullet indicators/clarified text.

ZAIDR001
Removed bullet indicators/clarified text.

z/OS Compuware Abend-AID for TSS STIG, Version 7, Release 2
ZAIDT000
Removed bullet indicators/clarified text.

ZAIDT002
Removed bullet indicators/clarified text.



ZAIDT020
Removed bullet indicators/clarified text.

ZAIDT001
Removed bullet indicators/clarified text.

ZAIDT030
Removed bullet indicators/clarified text.

ZAIDT032
Removed bullet indicators/clarified text.

z/OS FDR for ACF2 STIG, Version 7, Release 2
ZFDR0040
Removed bullet indicators/clarified text.

ZFDRA000
Removed bullet indicators/clarified text.

z/OS FDR for RACF STIG, Version 7, Release 2
ZFDR0040
Removed bullet indicators/clarified text.

ZFDRR000
Removed bullet indicators/clarified text.

z/OS FDR for TSS STIG, Version 7, Release 2
ZFDR0040
Removed bullet indicators/clarified text.

ZFDRT000
Removed bullet indicators/clarified text.

z/OS Front End Processor for ACF2 STIG, Version 7, Release 2
ZFEP0011
Removed bullet indicators/clarified text.

ZFEP0013
Removed bullet indicators/clarified text.

ZFEP0014
Removed bullet indicators/clarified text.

ZFEP0015
Removed bullet indicators/clarified text.

ZFEP0016
Removed bullet indicators/clarified text.



z/OS Front End Processor for RACF STIG, Version 7, Release 2
ZFEP0011
Removed bullet indicators/clarified text.

ZFEP0013
Removed bullet indicators/clarified text.

ZFEP0014
Removed bullet indicators/clarified text.

ZFEP0015
Removed bullet indicators/clarified text.

ZFEP0016
Removed bullet indicators/clarified text.

z/OS Front End Processor for TSS STIG, Version 7, Release 2
ZFEP0011
Removed bullet indicators/clarified text.

ZFEP0013
Removed bullet indicators/clarified text.

ZFEP0014
Removed bullet indicators/clarified text.

ZFEP0015
Removed bullet indicators/clarified text.

ZFEP0016
Removed bullet indicators/clarified text.

z/OS HCD for ACF2 STIG, Version 7, Release 2
ZHCDA000
Removed bullet indicators/clarified text.

ZHCDA002
Removed bullet indicators/clarified text.

ZHCDA020
Removed bullet indicators/clarified text.

z/OS HCD for RACF STIG, Version 7, Release 2
ZHCDR000
Removed bullet indicators/clarified text.

ZHCDR002



Removed bullet indicators/clarified text.

ZHCDR020
Removed bullet indicators/clarified text.

z/OS HCD for TSS STIG, Version 7, Release 2
ZHCDT000
Removed bullet indicators/clarified text.

ZHCDT002
Removed bullet indicators/clarified text.

ZHCDT020
Removed bullet indicators/clarified text.

z/OS IBM CICS Transaction Server for ACF2 STIG, Version 7, Release 2
ZCIC0030
Removed bullet indicators/clarified text.

ZCIC0010
Removed bullet indicators/clarified text.

ZCIC0020
Removed bullet indicators/clarified text.

ZCIC0040
Removed bullet indicators/clarified text.

ZCIC0041
Removed bullet indicators/clarified text.

ZCIC0042
Removed bullet indicators/clarified text.

ZCICA011
Removed bullet indicators/clarified text.

ZCICA022
Removed bullet indicators/clarified text.

ZCICA023
Removed bullet indicators/clarified text.

ZCICA024
Removed bullet indicators/clarified text.

ZCICA025
Removed bullet indicators/clarified text.



z/OS IBM CICS Transaction Server for RACF STIG, Version 7, Release 2
ZCIC0030
Removed bullet indicators/clarified text.

ZCICR038
Removed bullet indicators/clarified text.

ZCIC0010
Removed bullet indicators/clarified text.

ZCIC0020
Removed bullet indicators/clarified text.

ZCIC0040
Removed bullet indicators/clarified text.

ZCIC0041
Removed bullet indicators/clarified text.

ZCIC0042
Removed bullet indicators/clarified text.

ZCICR041
Removed bullet indicators/clarified text.

z/OS IBM CICS Transaction Server for TSS STIG, Version 7, Release 2
ZCIC0030
Removed bullet indicators/clarified text.

ZCIC0010
Removed bullet indicators/clarified text.

ZCIC0020
Removed bullet indicators/clarified text.

ZCIC0040
Removed bullet indicators/clarified text.

ZCIC0041
Removed bullet indicators/clarified text.

ZCIC0042
Removed bullet indicators/clarified text.

ZCICT041
Removed bullet indicators/clarified text.



ZCICT050
Removed bullet indicators/clarified text.

z/OS IBM System Display and Search Facility (SDSF) for ACF2 STIG, Version 7, Release 2

ZISF0040
Removed bullet indicators/clarified text.

ZISFA000
Removed bullet indicators/clarified text.

ZISFA002
Removed bullet indicators/clarified text.

ZISFA020
Removed bullet indicators/clarified text.

ZISFA021
Removed bullet indicators/clarified text.

ZISFA030
Removed bullet indicators/clarified text.

ZISFA038
Removed bullet indicators/clarified text.

z/OS IBM System Display and Search Facility (SDSF) for RACF STIG, Version 7, Release 2

ZISF0040
Removed bullet indicators/clarified text.

ZISFR000
Removed bullet indicators/clarified text.

ZISFR002
Removed bullet indicators/clarified text.

ZISFR020
Removed bullet indicators/clarified text.

ZISFR021
Removed bullet indicators/clarified text.

ZISFR038
Removed bullet indicators/clarified text.

z/OS IBM System Display and Search Facility (SDSF) for TSS STIG, Version 7, Release 2



ZISF0040
Removed bullet indicators/clarified text.

ZISFT000
Removed bullet indicators/clarified text.

ZISFT002
Removed bullet indicators/clarified text.

ZISFT020
Removed bullet indicators/clarified text.

ZISFT021
Removed bullet indicators/clarified text.

ZISFT030
Removed bullet indicators/clarified text.

ZISFT032
Removed bullet indicators/clarified text.

z/OS NetView for ACF2 STIG, Version 7, Release 2
ZNET0040
Removed bullet indicators/clarified text.

ZNETA000
Removed bullet indicators/clarified text.

ZNETA020
Removed bullet indicators/clarified text.

ZNETA001
Removed bullet indicators/clarified text.

ZNETA030
Removed bullet indicators/clarified text.

z/OS NetView for RACF STIG, Version 7, Release 2
ZNET0040
Removed bullet indicators/clarified text.

ZNETR000
Removed bullet indicators/clarified text.

ZNETR020
Removed bullet indicators/clarified text.

ZNETR001



Removed bullet indicators/clarified text.

ZNETR030
Removed bullet indicators/clarified text.

ZNETR032
Removed bullet indicators/clarified text.

z/OS NetView for TSS STIG, Version 7, Release 2
ZNET0040
Removed bullet indicators/clarified text.

ZNETT000
Removed bullet indicators/clarified text.

ZNETT020
Removed bullet indicators/clarified text.

ZNETT001
Removed bullet indicators/clarified text.

ZNETT030
Removed bullet indicators/clarified text.

ZNETT032
Removed bullet indicators/clarified text.

ZNETT036
Removed bullet indicators/clarified text.

z/OS Quest NC-Pass for ACF2 STIG, Version 7, Release 2
ZNCPA000
Removed bullet indicators/clarified text.

ZNCPA020
Removed bullet indicators/clarified text.

ZNCPA001
Removed bullet indicators/clarified text.

ZNCPA030
Removed bullet indicators/clarified text.

z/OS Quest NC-Pass for RACF STIG, Version 7, Release 2
ZNCPR000
Removed bullet indicators/clarified text.

ZNCPR020



Removed bullet indicators/clarified text.

ZNCPR001
Removed bullet indicators/clarified text.

z/OS Quest NC-Pass for TSS STIG, Version 7, Release 2
ZNCPT000
Removed bullet indicators/clarified text.

ZNCPT020
Removed bullet indicators/clarified text.

ZNCPT001
Removed bullet indicators/clarified text.

ZNCPT030
Removed bullet indicators/clarified text.

ZNCPT032
Removed bullet indicators/clarified text.

ZNCPT036
Removed bullet indicators/clarified text.

z/OS ROSCOE for ACF2 STIG, Version 7, Release 2
ZROSA000
Removed bullet indicators/clarified text.

ZROSA020
Removed bullet indicators/clarified text.

ZROSA040
Removed bullet indicators/clarified text.

ZROSA001
Removed bullet indicators/clarified text.

ZROSA030
Removed bullet indicators/clarified text.

ZROSA038
Removed bullet indicators/clarified text.

z/OS ROSCOE for RACF STIG, Version 7, Release 2
ZROSR000
Removed bullet indicators/clarified text.

ZROSR020



Removed bullet indicators/clarified text.

ZROSR040
Removed bullet indicators/clarified text.

ZROSR001
Removed bullet indicators/clarified text.

ZROSR030
Removed bullet indicators/clarified text.

ZROSR032
Removed bullet indicators/clarified text.

ZROSR038
Removed bullet indicators/clarified text.

z/OS ROSCOE for TSS STIG, Version 7, Release 2
ZROST000
Removed bullet indicators/clarified text.

ZROST020
Removed bullet indicators/clarified text.

ZROST038
Removed bullet indicators/clarified text.

ZROST040
Removed bullet indicators/clarified text.

ZROST001
Removed bullet indicators/clarified text.

ZROST030
Removed bullet indicators/clarified text.

ZROST032
Removed bullet indicators/clarified text.

ZROST036
Removed bullet indicators/clarified text.

z/OS SRR Scripts, Y25M10
RACF-FT-000065
New Automation.

TSS0-FT-000050
New Automation.



ACF2-FT-000070
New Automation.

z/OS SRRAUDIT for ACF2 STIG, Version 7, Release 2
ZSRRA000
Removed bullet indicators/clarified text.

ZSRRA002
Removed bullet indicators/clarified text.

z/OS SRRAUDIT for RACF STIG, Version 7, Release 2
ZSRRR000
Removed bullet indicators/clarified text.

ZSRRR002
Removed bullet indicators/clarified text.

z/OS SRRAUDIT for TSS STIG, Version 7, Release 2
ZSRRT000
Removed bullet indicators/clarified text.

ZSRRT002
Removed bullet indicators/clarified text.

z/OS TADz for ACF2 STIG, Version 7, Release 2
ZTADA000
Removed bullet indicators/clarified text.

ZTADA001
Removed bullet indicators/clarified text.

ZTADA030
Removed bullet indicators/clarified text.

z/OS TADz for RACF STIG, Version 7, Release 2
ZTADR000
Removed bullet indicators/clarified text.

ZTADR001
Removed bullet indicators/clarified text.

ZTADR030
Removed bullet indicators/clarified text.

ZTADR032
Removed bullet indicators/clarified text.



z/OS TADz for TSS STIG, Version 7, Release 2
ZTADT000
Removed bullet indicators/clarified text.

ZTADT001
Removed bullet indicators/clarified text.

ZTADT030
Removed bullet indicators/clarified text.

ZTADT032
Removed bullet indicators/clarified text.

z/OS TDMF for ACF2 STIG, Version 7, Release 2
ZTDM0040
Removed bullet indicators/clarified text.

ZTDMA000
Removed bullet indicators/clarified text.

z/OS TDMF for RACF STIG, Version 7, Release 2
ZTDM0040
Removed bullet indicators/clarified text.

ZTDMR000
Removed bullet indicators/clarified text.

z/OS TDMF for TSS STIG, Version 7, Release 2
ZTDM0040
Removed bullet indicators/clarified text.

ZTDMT000
Removed bullet indicators/clarified text.

z/OS VSS for RACF  STIG, Version 7, Release 2
ZVSSR000
Removed bullet indicators/clarified text.

ZVSSR002
Removed bullet indicators/clarified text.

ZVSSR020
Removed bullet indicators/clarified text.

z/OS Websphere Application Server for ACF2 STIG, Version 7, Release 2
ZWAS0010
Removed bullet indicators/clarified text.



ZWAS0020
Removed bullet indicators/clarified text.

ZWAS0030
Removed bullet indicators/clarified text.

ZWAS0040
Removed bullet indicators/clarified text.

ZWAS0050
Removed bullet indicators/clarified text.

z/OS Websphere Application Server for RACF STIG, Version 7, Release 2
ZWAS0010
Removed bullet indicators/clarified text.

ZWAS0020
Removed bullet indicators/clarified text.

ZWAS0030
Removed bullet indicators/clarified text.

ZWAS0040
Removed bullet indicators/clarified text.

ZWAS0050
Removed bullet indicators/clarified text.

z/OS Websphere Application Server for TSS STIG, Version 7, Release 2
ZWAS0010
Removed bullet indicators/clarified text.

ZWAS0020
Removed bullet indicators/clarified text.

ZWAS0030
Removed bullet indicators/clarified text.

ZWAS0040
Removed bullet indicators/clarified text.

ZWAS0050
Removed bullet indicators/clarified text.

z/OS WebsphereMQ for ACF2 STIG, Version 7, Release 2
ZWMQ0049
Removed bullet indicators/clarified text.



ZWMQ0051
Removed bullet indicators/clarified text.

ZWMQ0052
Removed bullet indicators/clarified text.

ZWMQ0054
Removed bullet indicators/clarified text.

ZWMQ0055
Removed bullet indicators/clarified text.

ZWMQ0056
Removed bullet indicators/clarified text.

ZWMQ0057
Removed bullet indicators/clarified text.

ZWMQ0058
Removed bullet indicators/clarified text.

ZWMQ0060
Removed bullet indicators/clarified text.

ZWMQ0020
Removed bullet indicators/clarified text.

ZWMQ0040
Removed bullet indicators/clarified text.

ZWMQ0011
Removed bullet indicators/clarified text.

ZWMQ0012
Removed bullet indicators/clarified text.

ZWMQ0014
Removed bullet indicators/clarified text.

ZWMQ0030
Removed bullet indicators/clarified text.

ZWMQ0053
Removed bullet indicators/clarified text.

ZWMQ0059
Removed bullet indicators/clarified text.



z/OS WebsphereMQ for RACF STIG, Version 7, Release 3
ZWMQ0049
Removed bullet indicators/clarified text.

ZWMQ0051
Removed bullet indicators/clarified text.

ZWMQ0052
Removed bullet indicators/clarified text.

ZWMQ0054
Removed bullet indicators/clarified text.

ZWMQ0055
Removed bullet indicators/clarified text.

ZWMQ0056
Removed bullet indicators/clarified text.

ZWMQ0057
Removed bullet indicators/clarified text.

ZWMQ0058
Removed bullet indicators/clarified text.

ZWMQ0060
Removed bullet indicators/clarified text.

ZWMQ0020
Removed bullet indicators/clarified text.

ZWMQ0040
Removed bullet indicators/clarified text.

ZWMQ0011
Removed bullet indicators/clarified text.

ZWMQ0012
Removed bullet indicators/clarified text.

ZWMQ0030
Removed bullet indicators/clarified text.

ZWMQ0053
Removed bullet indicators/clarified text.

ZWMQ0059
Removed bullet indicators/clarified text.



z/OS WebsphereMQ for TSS STIG, Version 7, Release 2
ZWMQ0049
Removed bullet indicators/clarified text.

ZWMQ0051
Removed bullet indicators/clarified text.

ZWMQ0052
Removed bullet indicators/clarified text.

ZWMQ0054
Removed bullet indicators/clarified text.

ZWMQ0055
Removed bullet indicators/clarified text.

ZWMQ0056
Removed bullet indicators/clarified text.

ZWMQ0057
Removed bullet indicators/clarified text.

ZWMQ0058
Removed bullet indicators/clarified text.

ZWMQ0060
Removed bullet indicators/clarified text.

ZWMQ0020
Removed bullet indicators/clarified text.

ZWMQ0040
Removed bullet indicators/clarified text.

ZWMQ0011
Removed bullet indicators/clarified text.

ZWMQ0012
Removed bullet indicators/clarified text.

ZWMQ0030
Removed bullet indicators/clarified text.

ZWMQ0053
Removed bullet indicators/clarified text.

ZWMQ0059



Removed bullet indicators/clarified text.


	STIGs to Be Released

