
JANUARY 2026 MAINTENANCE RELEASE: STIGS TO BE RELEASED                 
Release Date: January 5, 2026

Active Directory Domain STIG, Version 3, Release 6
AD.0017
Removed NA statement about 2012 R2 functional level.

AD.0151
Updated requirement to include references to utilize Windows LAPS.

Amazon Linux 2023 STIG, Version 1, Release 2
AZLX-23-000130
Added release information to Vul Discussion.

AZLX-23-001040
Replaced duplicate Check Text Command with correction.

AZLX-23-002290
Updated Check and Fix Text for library files permissions update.

AZLX-23-002295
Updated Check and Fix texts for library files ownership update.

AZLX-23-002300
Updated Check and Fix texts for library files group ownership update.

AZLX-23-002510
Changed StopIdleSessionSec to 10 minutes of inactivity.

Apple iOS-iPadOS 18, Version 2, Release 2
AIOS-18-010950
Removed check from STIG.

Apple iOS-iPadOS 26, Version 1, Release 2
AIOS-26-018100
Updated discussion, check, and fix with allowedCameraRestrictionBundleIDs 
info.



Apple macOS 15 (Sequoia) STIG, Version 1, Release 6
APPL-15-002130
Removed deprecated requirement.

Axonius Federal Systems Ax-OS STIG, Version 1, Release 2
AXOS-00-000060
Updated check and fix.

Canonical Ubuntu 22.04 LTS STIG SCAP Benchmark, Version 2, Release 5
UBTU-22-215040
Added OVAL automation to verify the nfs-kernel-server package is not installed.
Updated the regex to handle the ciphers in the correct order.

UBTU-22-232020
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

UBTU-22-232070
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

UBTU-22-232075
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

UBTU-22-251020
Updated the OVAL logic to check if ufw.service is enabled and active.

UBTU-22-255050
Updated OVAL logic to no longer check for the aes192-ctr and to no longer 
enforce the order in which the ciphers are listed.

UBTU-22-651030
Updated the OVAL to look in the correct file path of "/etc/aide/aide.conf" instead 
of "/etc/aide.conf".

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 7
UBTU-22-211000



Added release dates to Vul Discussion and subscription status check command 
to Check.

UBTU-22-212015
Updated to address /etc/default/grub and /boot/grub/grub.cfg.

UBTU-22-213015
Updated Check to display correct output and meet intent of check.

UBTU-22-215040
Added requirement to prohibit the installation of NFS packages.

UBTU-22-254010
Added second finding statement to Check.

UBTU-22-254025
Removed duplicate requirement.

UBTU-22-255050
Removed aes192-ctr from the list of Ciphers and removed order requirement.

UBTU-22-432010
Removed reference to "NOPASSWD" from check and fix text.

UBTU-22-432011
Updated rule title to contain OS name.

UBTU-22-631015
Updated finding statement.

UBTU-22-651015
Corrected spacing in Check and Fix.

UBTU-22-654041
Removed "auditctl" from Fix.

Canonical Ubuntu 24.04 LTS STIG SCAP Benchmark, Version 1, Release 3
UBTU-24-100050
Added OVAL automation to verify the nfs-kernel-server package is not installed.



UBTU-24-100310
Updated the OVAL logic to check if ufw.service is enabled and active.

UBTU-24-100830
Updated the regex to handle the ciphers in the correct order.

UBTU-24-100860
Updated the regex to handle the ciphers in the correct order.

UBTU-24-300024
Disabled OVAL automation for the rule as it was removed from the STIG.

UBTU-24-90890
Updated the OVAL to look in the correct file path of "/etc/aide/aide.conf" instead 
of "/etc/aide.conf".

Canonical Ubuntu 24.04 LTS STIG, Version 1, Release 4
UBTU-24-100050
Added requirement to prohibit the installation of NFS packages.

UBTU-24-100110
Corrected typo in Rule Title.

UBTU-24-100860
Fixed typo in Check to address MACs.

UBTU-24-102010
Updated control to address /etc/default/grub and /boot/grub/grub.cfg.

UBTU-24-200270
Removed "auditctl" from Fix.

UBTU-24-300024
Removed requirement; functionality handled by rsyslog.

UBTU-24-400340
Updated NA note and finding statement.



UBTU-24-600070
Updated Check to display correct output and meet intent of check.

UBTU-24-700400
Added release dates to Vul Discussion and subscription status check command 
to Check.

Cisco ACI Layer 2 Switch STIG, Version 1, Release 2
CACI-L2-000001
Updated navigation in Check and Fix.

CACI-L2-000002
Changed to Not Applicable. VTP is out of scope for Cisco ACI since the protocol 
is not used for VLANs.

CACI-L2-000004
Updated navigation in Check and Fix.

CACI-L2-000005
Updated Vulnerability Discussion.

CACI-L2-000009
Updated navigation in Check and Fix.

CACI-L2-000010
Updated navigation in Check and Fix.

CACI-L2-000011
Updated navigation in Check and Fix.

CACI-L2-000014
Changed to Not Applicable. No configuration or VLAN is assigned in ACI to any 
interface without configuration, so even in the case where an interface is brought 
up by mistake, no traffic will be passed through that interface. 

CACI-L2-000015
Removed requirement as it requires the configuration of EPG, Bridge Domains, 
VRFs and Tenants, which is covered in the Router STIG as part of the L3 
configuration.



CACI-L2-000016
Removed requirement as it requires the configuration of EPG, Bridge Domains, 
VRFs and Tenants, which is covered in the Router STIG as part of the L3 
configuration.

CACI-L2-000017
Updated navigation in Check and Fix. Updated Vulnerability Discussion.

CACI-L2-000018
Removed requirement as it requires the configuration of EPG, Bridge Domains, 
VRFs and Tenants, which is covered in the Router STIG as part of the L3 
configuration.

CACI-L2-000019
Removed requirement as it requires OOB configuration, configured in the Router 
STIG at layer 3.

Cisco ACI NDM STIG, Version 1, Release 2
CACI-ND-000001
Updated check and fix. As of version 6.0, the settings for date/time are under 
System >> System Settings.

CACI-ND-000003
Removed references to HTML option for banner display in Check and Fix.

CACI-ND-000004
Updated Check and Fix navigation.

CACI-ND-000005
Updated navigation instructions and added reference to OOB ports in Check and 
Fix.

CACI-ND-000007
Updated navigation instructions in Check and Fix.

CACI-ND-000009
Updated navigation instructions in Check and Fix.



CACI-ND-000011
Updated Fix to remove cli method.

CACI-ND-000012
Updated second paragraph in Vulnerablity Discussion. Updated navigation in 
Check and Fix.

CACI-ND-000016
Updated Check and Fix to remove cli method.

CACI-ND-000029
Updated navigation instructions in Check and Fix.

CACI-ND-000043
Updated navigation instructions in Check and Fix.

CACI-ND-000045
Updated navigation instructions in Check and Fix.

CACI-ND-000054
Updated Fix to remove cli method. Updated navigation in Check text.

CACI-ND-000056
Updated navigation instructions for Fix.

CACI-ND-000060
Updated navigation instructions for Fix.

Cisco ACI Router STIG, Version 1, Release 2
CACI-RT-000001
Updated navigation for Check and Fix to remove CLI commands. Combined with 
SRG-NET-000019-RTR-000005.

CACI-RT-000002
Updated navigation for Check and Fix to remove CLI commands. Added note to 
Fix and Vulnerability Discussion.

CACI-RT-000003



Updated navigation for Check and Fix to remove CLI commands. Added note to 
Fix and Vulnerability Discussion.

CACI-RT-000004
Updated navigation for Check and Fix to remove CLI commands. Added note to 
Fix and Vulnerability Discussion.

CACI-RT-000005
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 

CACI-RT-000006
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 

CACI-RT-000007
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 

CACI-RT-000008
Updated to Inherently Met. PIM is disabled by default on all interfaces that are 
not required to support multicast routing and this behavior cannot be changed.

CACI-RT-000009
Updated Check and Fix to use GUI configuration.

CACI-RT-000010
Combined with CACI-RT-000001. Removed from STIG.

CACI-RT-000011
Change status to Not Applicable. The Cisco ACI is not an out-of-band 
management (OOBM) gateway.

CACI-RT-000012
Change status to Not Applicable. The Cisco ACI is not an out-of-band 
management (OOBM) gateway.

CACI-RT-000013
Updated navigation and configuration steps in the Check and Fix.



CACI-RT-000014
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000016
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000017
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000018
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000019
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000020
Changed to Not Applicable because it is configured as part of the First Hop 
Security policy by default.

CACI-RT-000021
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000022
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000023
Combined with CACI-RT-000018. Removed from STIG.

CACI-RT-000024
Combined with CACI-RT-000018. Removed from STIG.

CACI-RT-000025
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 

CACI-RT-000027
Updated navigation and configuration steps in the Check and Fix.



CACI-RT-000028
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000029
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000030
Combined withCACI-RT-000031. Removed from STIG.

CACI-RT-000031
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000032
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000033
Updated to Inherently Met. Default is 180 and it cannot be changed or 
reconfigured, which meets the requirement.

CACI-RT-000034
Changed the requirement to match the vendor recommended alternative 
configuration. Updated the Vulnerability Discussion, Check, and Fix.

CACI-RT-000035
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000036
Combined with CACI-RT-000035. Removed from STIG.

CACI-RT-000037
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 

CACI-RT-000038
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000039
Changed to Not Applicable. Cisco ACI is not a Multicast Source Discovery 
Protocol (MSDP). 



CACI-RT-000040
Changed to Does Not Meet based on vendor feedback. The product default is 64 
and it cannot be changed. There is no mitigation at this time.

CACI-RT-000041
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000042
Combined with CACI-RT-000001. Removed from STIG.

CACI-RT-000043
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000044
Updated navigation and configuration steps in the Check and Fix.

CACI-RT-000045
Changed to Not Applicable. ACI does not support RSVP or MPLS in normal 
functions.

Cisco ASA NDM STIG, Version 2, Release 4
CASA-ND-001080
Corrected syntax in check and fix text to use sha256.

Cisco IOS Router NDM STIG, Version 3, Release 6
CISC-ND-001370
Updated Fix text example to follow best practices.

Cisco IOS Router NDM STIG, Version 3, Release 7
CISC-ND-001150
Corrected syntax in Check and Fix and added note.

Cisco IOS Switch NDM STIG, Version 3, Release 6
CISC-ND-001150
Corrected syntax in Check and Fix and added note.

CISC-ND-001370
Updated Fix text example to follow best practices.



Cisco IOS XE Router NDM STIG, Version 3, Release 6
CISC-ND-001370
Updated Fix text example to follow best practices.

Cisco IOS XE Switch NDM STIG, Version 3, Release 5
CISC-ND-001370
Updated Fix text example to follow best practices.

Cisco IOS XR Router NDM STIG, Version 3, Release 6
CISC-ND-001150
Corrected syntax in Check and Fix and added note.

Cisco ISE NAC STIG, Version 2, Release 3
CSCO-NC-000050
Removed firewall option from the Fix.

Cisco ISE NDM STIG, Version 2, Release 3
CSCO-NM-000230
Changed focus of Fix to match the requirement. Added note.

CSCO-NM-000240
Added note "Note: Sites may set the time zone to record time stamps in the local 
time zone (EDT) and then map to UTC."

CSCO-NM-000390
Updated Check to add note.

CSCO-NM-000520
Updated Rule to change to six minutes of inactivity.

Cisco NX OS Switch L2S STIG, Version 3, Release 3
CISC-L2-000140
Added note that this control is NA if dot1x/mab is enabled.

Cisco NX OS Switch NDM STIG, Version 3, Release 6
CISC-ND-001150
Corrected syntax in Check and Fix text and added note.



Cloud Linux AlmaLinux OS 9 STIG, Version 1, Release 5
ALMA-09-004420
Updated Fix with instructions to indicate version in the command.

ALMA-09-006845
Added exception for postfix installation.

ALMA-09-010140
Added missing grep to second check text command.

ALMA-09-011240
Updated kdump requirement to remove conflicting entries and added NA note.

ALMA-09-023780
Added NA note for vfat file systems.

ALMA-09-024220
Removed requirement; functionality handled by rsyslog.

ALMA-09-025210
Removed requirement.

ALMA-09-025870
Updated Check and Fix to agree and ensure the SRG is satisfied.

ALMA-09-026200
Added NA note for vfat file systems.

ALMA-09-029060
Removed requirement.

ALMA-09-031150
Corrected typo in Fix.

ALMA-09-036100
Added "-r" to Check text command.

ALMA-09-036320
Replaced "-E" with "-r" in Check text command.



ALMA-09-039070
Updated Check and Fix to allow for custom pam_cert_db_path.

ALMA-09-040500
Changed StopIdleSessionSec to 10 minutes of inactivity.

ALMA-09-045125
Added release dates to Vul Discussion and updated Check text command and 
output.

ALMA-09-050620
Updated path to ssh-keysign in Check and Fix.

Dragos Platform 2.x STIG, Version 1, Release 5
DRAG-OT-000220
Updated check and fix.

DRAG-OT-000240
Updated Check, Fix, and Vul Discussion.

DRAG-OT-000520
Updated check and fix.

DRAG-OT-000650
Updated check and fix.

Enterprise Voice, Video, and Messaging Policy SRG, Version 1, Release 4
SRG-VOIP-000370
Fixed typo in rule title.

Fortinet FortiGate Firewall NDM STIG, Version 1, Release 5
FGFW-ND-000311
Updated check and fix to remove permanent CAT III finding.

Fortinet FortiGate Firewall STIG, Version 1, Release 4
FNFG-FW-000105
Fixed typo in rule title.



IBM WebSphere Liberty Server STIG, Version 2, Release 3
IBMW-LS-000520
Altered check.

IBM z/OS ACF2, Version 9, Release 7
ACF2-IC-000060
Clarified specifications.

ACF2-OS-000150
Revised requirement to allow other Time management protocols.

ACF2-OS-000160
Revised requirement to allow other Time management protocols.

ACF2-ZO-000020
Clarified specifications.

IBM z/OS RACF, Version 9, Release 7
RACF-IC-000070
Clarified specifications.

RACF-OS-000180
Revised requirement to allow other Time management protocols.

RACF-OS-000190
Revised requirement to allow other Time management protocols.

RACF-ZO-000020
Clarified specifications.

IBM z/OS TSS, Version 9, Release 7
TSS0-IC-000070
Clarified specifications.

TSS0-OS-000280
Revised requirement to allow other Time management protocols.

TSS0-ZO-000020
Clarified specifications.



TSSO-OS-000270
Revised requirement to allow other Time management protocols.

Infoblox 7.x DNS STIG, Version 2, Release 2
IDNS-7X-000860
Updated requirement to sunset STIG.

Juniper EX Series Switches Layer 2 Switch STIG, Version 2, Release 4
JUEX-L2-000120
Updated check with clarification statement requested by sites and vendor. "This 
requirement is applicable to VLANs with active access interfaces assigned, but 
not to switches that only trunk the VLANs between switches."

JUEX-L2-000130
Updated check with clarification statement requested by sites and vendor. "This 
requirement is applicable to VLANs with active access interfaces assigned, but 
not to switches that only trunk the VLANs between switches. "

JUEX-L2-000140
Updated check with clarification statement requested by sites and vendor. "This 
requirement is applicable to VLANs with active access interfaces assigned, but 
not to switches that only trunk the VLANs between switches. "

Juniper EX Series Switches Network Device Management STIG, Version 2, 
Release 4
JUEX-NM-000340
Updated check and fix to correct values to remove hyphen in "sha256" and 
"sha512".

JUEX-NM-000510
Changed all examples for AES in the STIG to use AES256 and other CNSSP 
recommendations.

JUEX-NM-000520
Changed all examples for AES in the STIG to use AES256 and other CNSSP 
recommendations.

Kubernetes STIG SCAP Benchmark, Version 2, Release 4



CNTR-K8-000320
Disabled OVAL automation for the rule as it was removed from the STIG.

CNTR-K8-000340
Disabled OVAL automation for the rule as it was removed from the STIG.

Kubernetes STIG, Version 2, Release 5
CNTR-K8-000320
Deleted requirement. Insecure-port and insecure-bind-address flags were fully 
removed and no longer exist.

CNTR-K8-000340
Deleted requirement. Insecure-port and insecure-bind-address flags were fully 
removed and no longer exist.

Microsoft Access 2016 STIG, Version 2, Release 1
DTOAccess999
Added requirement to sunset STIG.

Microsoft Defender Antivirus STIG SCAP Benchmark, Version 2, Release 7
WNDF-AV-000069
Disabled OVAL automation for the rule as it was removed from the STIG.

Microsoft Defender Antivirus STIG, Version 2, Release 7
NA
Updated verbiage in section 3.

WNDF-AV-000054
Changed registry value reference from “HideExclusionsFromLocalUsers” to 
“HideExclusionsFromLocalAdmins”.

WNDF-AV-000069
Removed duplicate requirement.

Microsoft Defender for Endpoint STIG, Version 1, Release 2
MSDE-00-000350
Updated path.



NA
Updated Overview Executive Summary.

Microsoft Edge STIG SCAP Benchmark, Version 2, Release 4
EDGE-00-000065
Added OVAL logic to verify "VisualSearchEnabled" is disabled.

EDGE-00-000066
Added OVAL logic to verify "HubsSidebarEnabled" is disabled.

EDGE-00-000067
Added OVAL logic to verify "DefaultCookiesSetting" is enabled.

EDGE-00-000068
Added OVAL to verify "ConfigureFriendlyURLFormat" is disabled.

EDGE-00-000069
Added OVAL logic to verify "ComposeInlineEnabled" is disabled.

Microsoft Edge STIG, Version 2, Release 4
EDGE-00-000001
Changed example IP address in Fix.

EDGE-00-000036
Added missing selection "4" to Check.

EDGE-00-000068
Corrected policy values in Check and Fix.

EDGE-00-000069
Added new requirement to disable "ComposeInlineEnabled".

Microsoft Excel 2016 STIG, Version 2, Release 2
DTOExcel999
Added requirement to sunset STIG.

Microsoft IIS 10.0 Server STIG, Version 3, Release 6
IIST-SV-000110



Added NA for WSUS statements to V-218788 and V-218789.

IIST-SV-000111
Added NA for WSUS statements to V-218788 and V-218789.

Microsoft IIS 10.0 Site STIG, Version 2, Release 14
IIST-SI-000201
Removed duplicate requirement.

IIST-SI-000214
Revised NA statement.

IIST-SI-000226
Altered assigned value.

IIST-SI-000230
Added NA statement for Azure DevOps.

IIST-SI-000242
Added NA statement for SSO scenarios.

Microsoft Internet Explorer 11 STIG SCAP Benchmark, Version 2, Release 6
DTBI999-IE11
Added OVAL logic to be a finding if IE 11 is installed.

Microsoft Internet Explorer 11 STIG, Version 2, Release 6
DTBI999-IE11
Updated requirement to sunset STIG.

Microsoft Office 365 ProPlus STIG SCAP Benchmark, Version 3, Release 5
O365-CO-000029
Added OVAL automation to verify connected experiences that analyze content is 
disabled.

O365-CO-000030
Added OVAL automation to verify connected experiences that download online 
content is disabled.



O365-CO-000031
Added OVAL automation to verify additional connected experiences is disabled.

O365-CO-000032
Added OVAL automation to verify connected experiences is disabled.

Microsoft Office System 2016 STIG, Version 2, Release 5
DTOOffice999
Added requirement to sunset STIG.

Microsoft OneNote 2016 STIG, Version 1, Release 3
DTO-OneNote999
Added requirement to sunset STIG.

Microsoft Outlook 2016 STIG, Version 2, Release 4
DTO-Outlook999
Added requirement to sunset STIG.

Microsoft PowerPoint 2016 STIG, Version 2, Release 1
DTO-PP999
Added requirement to sunset STIG.

Microsoft Project 2016 STIG, Version 2, Release 1
DTO-Project999
Added requirement to sunset STIG.

Microsoft Publisher 2016 STIG, Version 2, Release 1
DTO-Pub999
Added requirement to sunset STIG.

Microsoft Skype for Business 2016 STIG, Version 2, Release 1
DTOSkype999
Added requirement to sunset STIG.

Microsoft SQL Server 2016 Database STIG, Version 3, Release 4
SQL6-D0-001100
Combined into SQL6-D0-001400.

SQL6-D0-001200



Updated script to exclude some of the results that should not be considered a 
finding.

SQL6-D0-001400
Combined like requirements (SQL6-D0-001100 and SQL6-D0-003000).

SQL6-D0-002500
Combined into SQL6-D0-002600.

SQL6-D0-002600
Combined like requirements (SQL6-D0-002500 and SQL6-D0-002700).

SQL6-D0-002700
Combined into SQL6-D0-002600.

SQL6-D0-002900
Updated script for case-sensitive collation.

SQL6-D0-003000
Combined into SQL6-D0-001400.

SQL6-D0-003300
Combined like requirements (SQL6-D0-003400).

SQL6-D0-003400
Combined into SQL6-D0-003300.

Microsoft SQL Server 2016 Instance STIG, Version 3, Release 6
SQL6-D0-004000
Combined like requirements (SQL6-D0-007800).

SQL6-D0-004600
Combined like requirements (SQL6-D0-012900, SQL6-D0-013200, SQL6-D0-
014000, SQL6-D0-015400, SQL6-D0-014600).

SQL6-D0-007600
Combined like requirements (SQL6-D0-011900, SQL6-D0-007700).

SQL6-D0-007700



Combined into SQL6-D0-007600.

SQL6-D0-007800
Combined into SQL6-D0-004000.

SQL6-D0-008700
Combined like requirements (SQL6-D0-015600, SQL6-D0-015700, SQL6-D0-
015800, SQL6-D0-009200).

SQL6-D0-009200
Combined into SQL6-D0-008700.

SQL6-D0-011800
Combined like requirements (SQL6-D0-014900, SQL6-D0-015000, SQL6-D0-
015100) and removed SCHEMA_OBJECT_CHANGE_GROUP.

SQL6-D0-011900
Combined into SQL6-D0-007600.

SQL6-D0-012900
Combined into SQL6-D0-004600.

SQL6-D0-013200
Combined into SQL6-D0-004600.

SQL6-D0-013800
Combined like requirements (SQL6-D0-014400).

SQL6-D0-014000
Combined into SQL6-D0-004600.

SQL6-D0-014400
Combined into SQL6-D0-013800.

SQL6-D0-014600
Combined into SQL6-D0-004600.

SQL6-D0-014800
Combined like requirements (SQL6-D0-015200).



SQL6-D0-014900
Combined into SQL6-D0-011800.

SQL6-D0-015000
Combined into SQL6-D0-011800.

SQL6-D0-015100
Combined into SQL6-D0-011800.

SQL6-D0-015200
Combined into SQL6-D0-014800.

SQL6-D0-015400
Combined into SQL6-D0-004600.

SQL6-D0-015600
Combined into SQL6-D0-008700.

SQL6-D0-015700
Combined into SQL6-D0-008700.

SQL6-D0-015800
Combined into SQL6-D0-008700.

Microsoft SQL Server 2022 Database STIG, Version 1, Release 2
SQLD-22-001200
Updated script to exclude some of the results that should not be considered a 
finding.

SQLD-22-002900
Updated script for case-sensitive collation.

Microsoft SQL Server 2022 Instance STIG, Version 1, Release 3
SQLI-22-011800
Removed SCHEMA_OBJECT_CHANGE_GROUP.

SQLI-22-019500



Clarified that the MUST_CHANGE option is only specific to accounts managed 
by SQL Server.

Microsoft Visio 2016 STIG, Version 2, Release 1
DTO-Vis999
Added requirement to sunset STIG.

Microsoft Windows 10 STIG SCAP Benchmark, Version 3, Release 6
WN10-00-000040
Updated OVAL logic to verify the version is supported by the vendor.

WN10-00-000126
Added OVAL automation to verify "block all consumer Microsoft account user 
authentication" is enabled.

WN10-AU-000587
Added OVAL automation to check Windows is auditing sensitive privileged use 
successes.

WN10-AU-000588
Added OVAL automation to check Windows is auditing sensitive privileged use 
failures.

WN10-SO-000005
Disabled OVAL automation for the rule as it was removed from the STIG.

Microsoft Windows 10 STIG, Version 3, Release 6
WN10-00-000040
Updated requirement to move to sunset.

WN10-00-000126
Added requirement to block consumer account user authentication.

WN10-00-000210
Updated Check and Fix to include registry information.

WN10-00-000220
Combined with WN10-00-000210.



WN10-SO-000005
Removed unnecessary requirement.

WN10-SO-000251
Updated finding statement for clarity.

Microsoft Windows 11 STIG SCAP Benchmark, Version 2, Release 6
WN11-00-000126
Added OVAL automation to verify "block all consumer Microsoft account user 
authentication" is enabled.

WN11-00-000155
Updated OVAL to return Not Applicable for version 24H2 and newer.

WN11-AU-000550
Disabled OVAL automation for the rule as it was removed from the STIG.

WN11-AU-000587
Added OVAL automation to check Windows is auditing sensitive privileged use 
successes.

WN11-AU-000588
Added OVAL automation to check Windows is auditing sensitive privileged use 
failures.

WN11-SO-000005
Disabled OVAL automation for the rule as it was removed from the STIG.

Microsoft Windows 11 STIG, Version 2, Release 6
WN11-00-000126
Added requirement to block consumer account user authentication.

WN11-00-000155
Added NA statement for Windows 11 version 24H2 and newer.

WN11-00-000210
Updated Check and Fix to include registry information.

WN11-00-000220



Combined with WN11-00-000210.

WN11-AU-000550
Removed unnecessary requirement.

WN11-SO-000005
Removed unnecessary requirement.

Microsoft Windows Server 2019 STIG SCAP Benchmark, Version 3, Release 
7
WN19-AU-000587
Added OVAL automation to check Windows is auditing sensitive privileged use 
successes.

WN19-AU-000588
Added OVAL automation to check Windows is auditing sensitive privileged use 
failures.

Microsoft Windows Server 2019 STIG, Version 3, Release 7
WN19-00-000020
Updated check command and language around standalone and domain 
controller servers and changed "workstation" to "server" in the check text.

WN19-00-000170
Updated check and fix text to replace "Users" with "Authenticated Users" on the 
System key.

WN19-DC-000290
Updated URL in Check text.

Microsoft Windows Server 2022 STIG SCAP Benchmark, Version 2, Release 
7
WN22-AU-000587
Added OVAL automation to check Windows is auditing sensitive privileged use 
successes.

WN22-AU-000588
Added OVAL automation to check Windows is auditing sensitive privileged use 
failures.



Microsoft Windows Server 2022 STIG, Version 2, Release 7
WN22-00-000020
Updated check command and language around standalone and domain 
controller servers and changed "workstation" to "server" in the check text.

WN22-00-000170
Updated check and fix text to replace "Users" with "Authenticated Users" on the 
System key.

WN22-DC-000290
Updated URL in Check text.

Microsoft Word 2016 STIG, Version 2, Release 1
DTO-Word999
Added requirement to sunset STIG.

Mozilla Firefox for Linux STIG SCAP Benchmark, Version 6, Release 6
FFOX-00-000014
Updated the OVAL to look for "firefox" as the name of the executable.

Mozilla Firefox for Windows STIG SCAP Benchmark, Version 6, Release 7
NA
New SCAP Benchmark bundle was generated to capture the updated revsion 
IDs.

Mozilla Firefox STIG , Version 6, Release 7
FFOX-00-000018
Updated CCI.

NetApp ONTAP DSC 9.x STIG, Version 2, Release 3
NAOT-AC-000001
Updated fix to match the DSPAV value three concurrent logins.

Okta Identity as a Service (IDaaS) STIG, Version 1, Release 2
OKTA-APP-003240
Added new requirement.

OKTA-APP-003241



Added new requirement.

OKTA-APP-003242
Added new requirement.

OKTA-APP-003243
Added new requirement.

OKTA-APP-003244
Added new requirement.

Oracle Database 19c STIG, Version 1, Release 4
NA
Corrected revision history for 02 July 2025; changed "O19C-00-026500 - Added 
requirement for a minimum of three redo logs." to "O19C-00-020600 - Added 
requirement for a minimum of three redo logs."

O19C-00-000100
Updated Check and Fix to include Multitenant (CDB/PDB) architecture. The 
Discussion has been clarified.

O19C-00-000200
Updated Check and Fix to include Multitenant (CDB/PDB) architecture.

O19C-00-000300
Updated Check and Fix to include Multitenant (CDB/PDB) architecture. The 
Discussion has been clarified.

O19C-00-000500
Updated Fix to reflect that Oracle Label Security is recommended.

O19C-00-001000
Updated Check and Fix to include Multitenant (CDB/PDB) architecture.

O19C-00-001700
Updated Check to include Multitenant (CDB/PDB) architecture.

O19C-00-001800
Updated Check to include Multitenant (CDB/PDB) architecture.



O19C-00-002000
Updated Check and Fix to include Multitenant (CDB/PDB) architecture.

O19C-00-005600
Corrected script in the Check content.

O19C-00-005700
Updated the Check with a global parameter. Added instructions to the Fix for 
moving the audit table if necessary.

O19C-00-009000
Revised WITH GRANT OPTION for non-DBA interactive user or application 
accounts to limit use for those that are documented and approved.

Oracle Linux 7 STIG SCAP Benchmark, Version 3, Release 3
NA
New SCAP Benchmark bundle was generated to capture the updated revsion 
IDs.

Oracle Linux 7 STIG, Version 3, Release 5
OL07-00-020000
Replaced DNF command with yum command.

Oracle Linux 8 STIG SCAP Benchmark, Version 2, Release 7
OL08-00-010330
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

OL08-00-010340
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

OL08-00-010350
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

OL08-00-010373



Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-010374
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-010375
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-010376
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-010430
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-010580
Updated OVAL logic to not be a finding for vfat file systems.

OL08-00-010630
Updated OVAL logic to be not applicable for systems with no NFS mounts.

OL08-00-010640
Updated OVAL logic to be not applicable for systems with no NFS mounts.

OL08-00-010650
Updated OVAL logic to be not applicable for systems with no NFS mounts.

OL08-00-010671
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL08-00-020040
Added OVAL automation to verify TMOUT is set to 600 or less.

OL08-00-020340



Disabled OVAL automation for the rule as it was removed from the STIG.

OL08-00-040240
Updated OVAL to backport checks from OL9 STIG to the OL8 STIG to only 
reference using dropfiles for the settings.

Oracle Linux 8 STIG, Version 2, Release 7
OL08-00-010000
Added release dates to Vul Discussion and updated versioning in Check text 
command output.

OL08-00-010290
Updated SSH server MACs crypto-policies.

OL08-00-010291
Updated SSH server crypto-policies.

OL08-00-010372
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010373
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010374
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010375
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010376
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010430



Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010572
Added NA note for vfat file systems.

OL08-00-010580
Added NA note for vfat file systems.

OL08-00-010630
Added NA statement to NFS-related requirements.

OL08-00-010640
Added NA statement to NFS-related requirements.

OL08-00-010650
Added NA statement to NFS-related requirements.

OL08-00-010660
Removed conflicting requirement.

OL08-00-010671
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-010672
Added NA statement to kernel dumps requirements disabled by OL08-00-010671 
and OL09-00-002380.

OL08-00-010673
Updated kdump requirement to remove conflicting entries and added NA note.

OL08-00-010674
Added NA statement to kernel dumps requirements disabled by OL08-00-010671 
and OL09-00-002380.

OL08-00-010675
Added NA statement to kernel dumps requirements disabled by OL08-00-010671 
and OL09-00-002380.



OL08-00-010700
Updated requirement to capture all root and system accounts in Check and set 
appropriately in Fix.

OL08-00-020035
Changed StopIdleSessionSec to 10 minutes of inactivity.

OL08-00-020040
Added TMOUT requirement to enforce interactive session timeout.

OL08-00-020060
Updated GNOME session lock to 10 minutes of inactivity with "idle-delay".

OL08-00-020340
Removed requirement; functionality handled by rsyslog.

OL08-00-030000
Added “-F euid=0”  filter to audit rule.

OL08-00-030645
Removed "auditctl" from Fix.

OL08-00-040070
Updated autofs requirement to prohibit the service.

OL08-00-040172
Updated requirement to use dropfiles for the CtrlAltDelBurstAction setting.

OL08-00-040209
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040210
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040220



Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040230
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040239
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040240
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040249
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040250
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040259
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040260
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040261
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040262
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.



OL08-00-040270
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040279
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040280
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040281
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040282
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040283
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040284
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040285
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

OL08-00-040286
Backported checks from OL9 STIG to the OL8 STIG to only reference using 
dropfiles for the settings.

Oracle Linux 9 STIG SCAP Benchmark, Version 1, Release 2
OL09-00-000240
Updated OVAL comment to refelct crypto-policies instead of libreswan.



OL09-00-002010
Disabled OVAL automation for the rule as it was removed from the STIG.

OL09-00-002080
Updated OVAL logic to not be a finding for vfat file systems.

OL09-00-002401
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL09-00-002402
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL09-00-002423
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

OL09-00-002424
Disabled OVAL automation for the rule as it was removed from the STIG.

OL09-00-002427
Disabled OVAL automation for the rule as it was removed from the STIG.

OL09-00-006046
Updated OVAL logic to no longer verify conflicting results within configuration 
files.

Oracle Linux 9 STIG, Version 1, Release 4
OL09-00-000010
Added release dates to Vul Discussion and updated versioning in Check text 
command output.

OL09-00-000043
Updated Check text command and output. Updated Fix text configuration entry.

OL09-00-000044
Updated tipc command and output.



OL09-00-000045
Updated Check text command and output for consistency.

OL09-00-000710
Removed duplicate entry from Check and Fix.

OL09-00-000840
Updated requirement to use auditctl for consistency.

OL09-00-000845
Updated requirement to use auditctl for consistency.

OL09-00-002010
Removed requirement.

OL09-00-002032
Added NA note for vfat file systems.

OL09-00-002080
Added NA note for vfat file systems.

OL09-00-002104
Updated GNOME session lock to 10 minutes of inactivity with "idle-delay".

OL09-00-002363
Removed wildcard from end of Check Text search string and updated finding 
statement.

OL09-00-002376
Added StopIdleSessionSec requirement to terminate idle user sessions.

OL09-00-002381
Added NA statement to kernel dumps requirement disabled by OL08-00-010671 
and OL09-00-002380.

OL09-00-002382
Added NA statement to kernel dumps requirement disabled by OL08-00-010671 
and OL09-00-002380.



OL09-00-002383
Updated kdump requirement to remove conflicting entries and added NA note.

OL09-00-002384
Added NA statement to kernel dumps requirement disabled by OL08-00-010671 
and OL09-00-002380.

OL09-00-002412
Updated requirement to use dropfiles for the CtrlAltDelBurstAction setting.

OL09-00-002424
Removed requirement.

OL09-00-002427
Removed contradictory requirement.

OL09-00-002504
Updated Check text command to include the /usr/libexec directory.

OL09-00-002516
Updated requirement to capture all root and system accounts in Check and set 
appropriately in Fix.

OL09-00-002522
Corrected typo in finding statement.

OL09-00-005030
Updated Check and Fix texts to agree and ensure the SRG is satisfied.

Rancher Government Solutions Multi-Cluster Manager STIG, Version 2, 
Release 2
CNTR-RM-001730
Updated Discussion.

Rancher Government Solutions RKE2 STIG, Version 2, Release 5
CNTR-R2-000120
Removed requirement as it is no longer applicable to current/supported 
Kubernetes versions.



CNTR-R2-000140
Removed requirement as it is no longer applicable to current/supported 
Kubernetes versions.

CNTR-R2-000520
Updated check and fix.

CNTR-R2-000580
Updated Check.

CNTR-R2-001130
Updated check and fix.

CNTR-R2-001500
Removed requirement as it is no longer applicable to current/supported 
Kubernetes versions.

Red Hat Ansible Automation Controller Application Server STIG, Version 2, 
Release 3
APAS-AT-000034
Changed fix permission to "750".

Red Hat Ansible Automation Controller Web Server STIG, Version 2, 
Release 3
APWS-AT-000030
Updated check and fix.

APWS-AT-000310
Updated check and fix.

APWS-AT-000610
Updated check and fix.

APWS-AT-000920
Updated check and fix.

Red Hat Enterprise Linux 8 STIG SCAP Benchmark, Version 2, Release 6
NA



Updated the CPE definition to exclude applicability for RHEL-based operating 
systems.

RHEL-08-010015
Added OVAL automation to verify "crypto-policies" package is installed.

RHEL-08-010294
Disabled OVAL automation for the rule as it was removed from the STIG.

RHEL-08-010330
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-08-010340
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-08-010350
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-08-010580
Updated OVAL logic to not be a finding for vfat file systems.

RHEL-08-020340
Disabled OVAL automation for the rule as it was removed from the STIG.

Red Hat Enterprise Linux 8 STIG, Version 2, Release 6
RHEL-08-010015
Added requirement to install crypto-policies.

RHEL-08-010020
Updated crypto-policies implementation requirement.

RHEL-08-010270
Added requirement to ensure cryptographic policy is not overridden.

RHEL-08-010275
Added requirement to implement DOD-approved encryption in the bind package.



RHEL-08-010280
Added IP tunnels crypto-policies requirement.

RHEL-08-010287
Removed redundant SSH daemon crypto-policies requirement.

RHEL-08-010290
Updated SSH server MACs crypto-policies requirement.

RHEL-08-010291
Updated SSH server crypto-policies requirement.

RHEL-08-010293
Removed OpenSSL encryption requirement as it is controlled by crypto-policies.

RHEL-08-010294
Removed TLS encryption requirement as it is controlled by crypto-policies.

RHEL-08-010295
Removed ssh key exchange algorithm requirement as it is controlled by crypto-
policies.

RHEL-08-010296
Updated SSH client MAC crypto-policies requirement.

RHEL-08-010297
Updated SSH client crypto-policies requirement.

RHEL-08-010350
Updated Rule Title to exclude "system account" ownership of system files.

RHEL-08-010572
Added NA note for vfat file systems to requirement.

RHEL-08-010580
Added NA note for vfat file systems to requirement.

RHEL-08-010630



Added NA statement to NFS related requirement.

RHEL-08-010640
Added NA statement to NFS related requirement.

RHEL-08-010650
Added NA statement to NFS related requirement.

RHEL-08-010660
Removed conflicting requirement.

RHEL-08-010670
Updated Check text command output to show "Inactive".

RHEL-08-010671
Updated Check text command and updated Fix text to use a dropfile.

RHEL-08-010673
Updated kdump requirement to remove conflicting entries and added NA note.

RHEL-08-010700
Updated to capture all root and system accounts in Check and set appropriately 
in Fix.

RHEL-08-010800
Updated Check text command to also output the user's shell.

RHEL-08-020060
Updated GNOME session lock to 10 minutes of inactivity with "idle-delay".

RHEL-08-020340
Removed requirement; functionality handled by rsyslog.

RHEL-08-020360
Added TMOUT requirement to enforce interactive session timeout.

RHEL-08-030655
Removed "auditctl" from Fix.



RHEL-08-040070
Updated autofs to prohibit the service.

RHEL-08-040140
Added restart to Fix.

RHEL-08-040172
Added dropfile locations to Check and Fix.

RHEL-08-040282
Updated Check text command and updated Fix text to use a dropfile.

RHEL-08-040285
Updated Check text command and updated Fix text to use a dropfile.

RHEL-08-040342
Removed ssh key exchange algorithm requirement as it is controlled by crypto-
policies.

RHEL-08-040370
Added NA statement to Check.

Red Hat Enterprise Linux 9 STIG SCAP Benchmark, Version 2, Release 7
NA
Updated the CPE definition to exclude applicability for RHEL-based operating 
systems.

RHEL-09-211010
Updated OVAL logic to pass only if version 9.7 or newer is being run, as these 
are the only versions that still have support under a standard subscription.  

RHEL-09-211035
Updated the OVAL to include a "Non-Applicability" Clause for systems in FIPS-
Mode.

RHEL-09-213070
Updated OVAL logic to no longer verify conflicting results within configuration 
files.



RHEL-09-215100
Updated OVAL comment to refelct crypto-policies instead of libreswan.

RHEL-09-231200
Updated OVAL logic to not be a finding for vfat file systems.

RHEL-09-232020
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-09-232200
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-09-232205
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

RHEL-09-254020
Updated OVAL to backport checks from OL9 STIG to the RHEL9 STIG to only 
reference using dropfiles for the settings.

RHEL-09-255095
Updated OVAL logic to check within "/etc/security/pwquality.conf" and 
subsequent drop files in lieu of "/etc/pam.d/system-auth".
Updated OVAL logic to include checking within drop files for sshd configuration 
settings

RHEL-09-271035
Disabled OVAL automation for the rule as it was removed from the STIG.

RHEL-09-271065
Disabled OVAL automation for the rule as it was removed from the STIG.

RHEL-09-412075
Disabled OVAL automation for the rule as it was removed from the STIG.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 7
RHEL-09-211010



Added release dates to Vul Discussion and updated versioning in Check text 
command output.

RHEL-09-211045
Added dropfile locations to Check and Fix.

RHEL-09-213010
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213015
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213020
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213025
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213030
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213035
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213040
Updated Discussion, Check command, and updated Fix to use a dropfile.

RHEL-09-213070
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213075



Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-213080
Updated to use a dropfile.

RHEL-09-213095
Updated kdump requirement to remove conflicting entries and added NA note.

RHEL-09-213105
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-214025
Added finding statement.

RHEL-09-214030
Updated discussion to address third-party software vendor results.

RHEL-09-215045
Added NA statement to Check.

RHEL-09-215060
Added exemption for TFTP, if required, and updated Rule Title, Discussion, 
Check, and Fix.

RHEL-09-215101
Added exception for postfix installation.

RHEL-09-231105
Added NA note for vfat file systems.

RHEL-09-231110
Updated instructions for management of /dev/shm (nodev).

RHEL-09-231115
Updated instructions for management of /dev/shm (noexec).

RHEL-09-231120



Updated instructions for management of /dev/shm (nosuid).

RHEL-09-231200
Added NA note for vfat file systems.

RHEL-09-232240
Updated to capture all root and system accounts in Check and set appropriately 
in Fix.

RHEL-09-251045
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253010
Updated Check and Fix to search for correct setting and use drop-in file.

RHEL-09-253015
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253020
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253025
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253030
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253035
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253040
Removed extra command from Check and removed conflicting file locations from 
Fix.



RHEL-09-253045
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253050
Updated Check command and updated Fix to use a dropfile.

RHEL-09-253055
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253060
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253065
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-253070
Updated language and commands to more closely match those around it.

RHEL-09-253075
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254010
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254015
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254020
Removed extra command from Check and removed conflicting file locations from 
Fix.



RHEL-09-254025
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254030
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254035
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-254040
Removed extra command from Check and removed conflicting file locations from 
Fix.

RHEL-09-255115
Added sudo to Fix commands.

RHEL-09-255130
Updated compression requirement to set compression to "no".

RHEL-09-271035
Replaced Check command preparatory statement with one that is applicable.

RHEL-09-271065
Updated GNOME session lock to 10 minutes of inactivity with "idle-delay".

RHEL-09-411065
Added clarification and an additional Check to interactive user requirement.

RHEL-09-411115
Removed conflicting requirement.

RHEL-09-412075
Removed requirement; functionality handled by rsyslog.

RHEL-09-412080
Changed StopIdleSessionSec to 10 minutes of inactivity.



RHEL-09-431016
Removed finding statement for "conflicting results".

RHEL-09-432035
Corrected typo in Check.

RHEL-09-611160
Updated Check and Fix Text commands syntax errors.

RHEL-09-611190
Updated "-n" to "-N" in Fix.

RHEL-09-611195
Updated instructions to utilize dropfiles.

RHEL-09-611200
Added instruction in Fix to comment out ExecStart lines in default file.

RHEL-09-651010
Re-inserted installation command into Check.

RHEL-09-652025
Updated Check and Fix to agree and ensure the SRG is satisfied.

RHEL-09-652055
Updated control to include Rainer Script syntax.

RHEL-09-653090
Removed duplicated command from Check.

RHEL-09-654010
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654015
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654020
Updated the Check command output to correct "-S arch" versus "-F arch".



RHEL-09-654025
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654065
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654070
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654075
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654080
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654097
Added cronjobs audit requirement.

RHEL-09-654205
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-654210
Updated the Check command output to correct "-S arch" versus "-F arch".

RHEL-09-671010
Added strict fips kernel option language to Fix.

Red Hat OpenShift Container Platform 4.x STIG, Version 2, Release 5
CNTR-OS-000090
Updated Check and Rule Title.

CNTR-OS-000100
Updated check and fix.

CNTR-OS-000110
Updated check and fix.

CNTR-OS-000150



Updated check and fix.

CNTR-OS-000400

Updated check and fix.

CNTR-OS-000500
Updated check and fix.

CNTR-OS-000560
Updated check and fix.

CNTR-OS-000740
Updated check and fix.

CNTR-OS-001020
Updated check and fix.

Solaris 11 SPARC STIG SCAP Benchmark, Version 3, Release 4
NA
New SCAP Benchmark bundle was generated to capture the updated revsion 
IDs.

Solaris 11 SPARC STIG, Version 3, Release 4
SOL-11.1-040340
Added MaxAuthTriesLog to the control.

SOL-11.1-080010
Added release table to the Vul Discussion.

Solaris 11 X86 STIG SCAP Benchmark, Version 3, Release 4
NA
New SCAP Benchmark bundle was generated to capture the updated revsion 
IDs.

Solaris 11 X86 STIG, Version 3, Release 4
SOL-11.1-040340
Added MaxAuthTriesLog to the control.



SOL-11.1-080010
Added release table to the Vul Discussion.

SUSE Linux Enterprise Micro (SLEM) 5 STIG, Version 1, Release 3
SLEM-05-211010
Added release table to Vul Discussion and updated versioning in Check.

SLEM-05-231050
Updated autofs control to prohibit the service.

SLEM-05-412010
Removed requirement; functionality handled by rsyslog.

SUSE Linux Enterprise Server 12 STIG SCAP Benchmark, Version 3, 
Release 4
NA
New SCAP Benchmark bundle was generated to capture the updated revsion 
IDs.

SLES-12-010000
Updated OVAL logic to be a finding if SLES 12 is being run, as no versions of 
SLES 12 have General Support.

SLES-12-010871
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SLES-12-010873
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SLES-12-010875
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SUSE Linux Enterprise Server 12 STIG, Version 3, Release 4
SLES-12-010000
Added release table to Vul Discussion.



SLES-12-010390
Removed requirement; functionality handled by rsyslog.

SLES-12-010590
Updated autofs requirement to prohibit the service.

SUSE Linux Enterprise Server 15 STIG SCAP Benchmark, Version 2, 
Release 7
SLES-15-010000
Updated OVAL logic to pass only if version 15.7 is being run, as this is the only 
version that still has General Support.

SLES-15-010351
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SLES-15-010353
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SLES-15-010355
Updated the OVAL logic to correctly handle library files that have characters after 
".so".

SUSE Linux Enterprise Server 15 STIG, Version 2, Release 6
SLES-15-010000
Added release table to Vul Discussion.

SLES-15-010240
Updated autofs requirement to prohibit the service.

SLES-15-010470
Updated finding line to include "ocsp_on".

SLES-15-020080
Removed requirement; functionality handled by rsyslog.

SLES-15-040061
Updated Check and Fix for ctrl-alt-del key sequece for GUI to an empty string.



Traditional Security STIG, Version 2, Release 8
IS-11.02.01
Removed "NSA/CSS Policy Manual 9-12, 15 December 2014" and replaced with 
updated reference "NSA/CSS Policy Manual 9-12 dated 4 Dec 2020, Storage 
Device Sanitization and Destruction Manual".

Tri-Lab Operating System STACK (TOSS) 4 STIG SCAP Benchmark, Version 
2, Release 5
TOSS-04-040880
Added OVAL automation to check the system is configured not to send ICMP 
redirects.

TOSS-04-040910
Added OVAL automation to check the system is configured not to send ICMP 
redirects.

Tri-Lab Operating System Stack (TOSS) 4 STIG, Version 2, Release 4
TOSS-04-010360
Updated to use dropfiles for the CtrlAltDelBurstAction setting.

TOSS-04-010410
Updated compression requirement to set compression to "no".

TOSS-04-020030
Updated GNOME session lock to 10 minutes of inactivity with "idle-delay".

Xylok Security Suite 20.x STIG, Version 1, Release 2
XYLK-20-000291
Updated check and fix.

XYLK-20-000334
Updated Check.

z/OS SRR Scripts, Y26M01
ZSEC-00-000040
Added new automation.

ZSEC-00-000060



Added new automation.

ZSEC-00-000080
Added new automation.

ZSEC-00-000100
Added new automation.

ZSEC-00-000120
Added new automation.

ZSEC-00-000140
Added new automation.

ZSEC-00-000160
Added new automation.

ZSEC-00-000260
Added new automation.

Zebra Android 11 COBO, Version 1, Release 4
ZEBR-11-999999
Added requirement to sunset STIG.
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