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Document Revised

Description of Change

Release Date

- Cisco ASA NDM
STIG, V2R2

Cisco ASA NDM STIG, V2R3:

- CASA-ND-001080 - Updated MD5 to SHA-
256 in Check and Fix text.

- Rule numbers updated throughout due to
changes in the content management system.

02 July 2025

- Cisco ASA NDM
STIG, V2R1

- Cisco ASA VPN
STIG, V2R1

Cisco ASA NDM STIG, V2R2:
- CASA-ND-001260 - Removed requirement,
which is covered by CASA-ND-001410.

Cisco ASA VPN STIG, V2R2:

- CASA-VN-000240 - Cotrected typo in the
Discussion.

- CASA-VN-000130 - Requirement reparented
due to parent SRG ID removal.

- Rule numbers updated throughout due to
changes in the content management system.

24 October 2024

- Cisco ASA Firewall
STIG, VIR4

- Cisco ASA 1IPS STIG,
V1R1

- Cisco ASA NDM
STIG, VIR6

- Cisco ASA VPN
STIG, V1IR3

Cisco ASA Firewall STIG, V2R1:
- CASA-FW-000150, CASA-FW-000230, CASA-
FW-000240, CASA-FW-000260 - Updated based
on NIST SP 800-53 Rev. 5 changes.

Cisco ASA IPS STIG, V2R1:

CASA-IP-000180, CASA-IP-000240, CASA-IP-
000290 - Updated based on NIST SP 800-53 Rev.
5 changes.

- CASA-IP-000050 - Fixed typo in check.

Cisco ASA NDM STIG, V2R1:
CASA-ND-000140, CASA-ND-000490, CASA-
ND-000520, CASA-ND-000530, CASA-ND-
000550, CASA-ND-000570, CASA-ND-000580,
CASA-ND-000930, CASA-ND-000940, CASA-
ND-001370 - Updated based on NIST SP 800-53
Rev. 5 changes.

Cisco ASA VPN STIG, V2R1:
-CASA-VN-000350, CASA-VN-000360 -
Updated based on NIST SP 800-53 Rev. 5
changes.

-Because this is a major revision, version numbers
were incremented to the next whole number.

- Rule numbers updated throughout due to
changes in the content management system.

24 July 2024

UNCLASSIFIED



Cisco ASA STIG Revision History

02 July 2025

UNCLASSIFIED

DISA
Developed by DISA for the DOD

- Cisco ASA NDM,

VIR5

- Cisco ASA VPN,

VIR2

- Cisco ASA
STIG, V1R5

Cisco ASA NDM, V1R6:

- CASA-ND-000690, CASA-ND-001350 - Rule
number updated due to changes in content
management system.

- CASA-ND-001180 - Added note to check
regarding muti context mode. Updated rule title
for style guide compliance.

Cisco ASA VPN, V1R3:

- CASA-VN-000180 - Rule number updated due
to changes in content management system.

- CASA-VN-000450 - Updated rule title and
check text to include UPN.

- CASA-VN-000700 - Added note about split
tunnelling.

- Revision History format for multipart STIGs
revised to ensure clarity in the versioning.

- Rule numbers updated throughout due to
changes in the content management system.

Cisco ASA NDM, V1R5:

- CASA-ND-000690 - Changed idle timeout
to five minutes.

- CASA-ND-001310 - Changed requirement
to utilize redundant authentication servers.

- CASA-ND-001410 - Changed requirement
to utilize redundant syslog servers.

Cisco ASA VPN, V1R2:

- CASA-VN-000170 - Changed requirement
to set minimum AES key size to 256.

- CASA-VN-000200, CASA-VN-000640,
CASA-VN-000650 - Changed requirement to
set minimum AES key size to 256. Updated
Discussion to include FIPS 140-3.

- CASA-VN-000210 - Changed requirement
to set minimum Diffie-Hellman group to 16.

25 October 2023
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- CASA-VN-000190 - Changed requirement
to set minimum SHAZ2 size to 384. Updated
Vul Discussion to include FIPS 140-3.

- CASA-VN-000230, CASA-VN-000630 -
Changed requirement to set minimum SHA2
size to 384.

Cisco ASA Firewall, VIR4:
- No updates this release.

Cisco ASA IPS, V1R1:
- No updates this release.

VIR5

- Cisco ASA
STIG, VIR4

Cisco ASA Firewall, VIR4:

- CASA-FW-000220 - Cotrected the note in
the check text.

- CASA-FW-000250 - Corrected the syntax in
the check and fix text.

Cisco ASA NDM, V1R4:

- Rule keys updated throughout due to
changes in content management system.

- CASA-ND-000940 - Combined with
CASA-ND-000980.

- CASA-ND-000980 - Removed requirement;
combined with CASA-ND-000940.

27 April 2023

V1R4

- Cisco ASA
STIG, V1IR3

Cisco ASA NDM, V1R3:

- CASA-ND-000940, CASA-ND-001310,
CASA-ND-001350, CASA-ND-001370,
CASA-ND-001420 - Mapped requirement to
correct CCL

26 January 2023

V1IR3

- Cisco ASA
STIG, V1R2

Cisco ASA Firewall, VIR3:

- CASA-FW-000150, CASA-FW-000220,
CASA-FW-000300 - Added a note regarding
multi-context mode.

Cisco ASA NDM, V1R2:
- CASA-ND-001410 - Mapped requirement
to correct CCIL.

27 October 2022

VIR2

- Cisco ASA
STIG, V1R1

Cisco ASA Firewall, VIR2:

- CASA-FW-000100 - Updated check to
correct "logging permit-hostdown" note.

- CASA-FW-000200 - Mapped requirement
ropriate CCIL.

to a

27 April 2022
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