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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V3R2 - Trellix 
Application 
Control 8.x 
STIG, V3R1 

- MCAC-TE-000109 - Removed requirement as 
it is handled by MCAC-TE-000119. 
- Rule numbers updated throughout due to 
changes in the content management system.  

02 July 2025 

V3R1 - Trellix 
Application 
Control 8.x 
STIG, V2R2 

- MCAC-PO-000101, MCAC-PO-000102, 
MCAC-PO-000104, MCAC-PO-000105, 
MCAC-PO-000106, MCAC-TE-000104, 
MCAC-TE-000106, MCAC-TE-000107, 
MCAC-TE-000108 - Updated based on NIST 
SP 800-53 Rev. 5 changes.  
- Because this is a major revision, version 
numbers were incremented to the next whole 
number. 
- Rule numbers updated throughout due to 
changes in content management system. 

24 July 2024 

V2R2 - McAfee 
Application 
Control 8.x 
STIG, V2R1 

- MCAC-PO-000100, MCAC-PO-000101, 
MCAC-PO-000103, MCAC-PO-000105, 
MCAC-PO-000106, MCAC-PO-000108, 
MCAC-PO-000109, MCAC-PO-000110, 
MCAC-TE-000100, MCAC-TE-000102, 
MCAC-TE-000103, MCAC-TE-000104, 
MCAC-TE-000105, MCAC-TE-000106, 
MCAC-TE-000107, MCAC-TE-000108, 
MCAC-TE-000109, MCAC-TE-000110, 
MCAC-TE-000111, MCAC-TE-000112, 
MCAC-TE-000113, MCAC-TE-000114, 
MCAC-TE-000115, MCAC-TE-000117, 
MCAC-TE-000118, MCAC-TE-000119, 
MCAC-TE-000120, MCAC-TE-000121 - 
Language changed across all ESS STIGs. 
McAfee is now Trellix, and HBSS is now ESS. 
 
- Rule keys updated throughout due to changes 
in content management system.  

24 January 2024 

V2R1 - McAfee 
Application 
Control 8.x 
STIG, V1R6 

- DISA migrated the McAfee Application 
Control 8.x STIG to a new content management 
system. The new content management system 
renumbered all Groups (V-numbers) and Rules 
(SV-numbers). With the new Group and Rule 
numbers, DISA incremented the version 
number from V1R6 to V2R1. 

23 October 2020 
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- MCAC-TE-000115 - Provided clarification for 
inventory interval option for Virtual Desktop 
Infrastructure (VDI) master images. 

V1R6 - McAfee 
Application 
Control 8.x 
STIG, V1R5 

- V-74215 - Clarified policy to be validated. 24 April 2020 

V1R5 - McAfee 
Application 
Control 8.x 
STIG, V1R4 

- V-74211 - Modified the finding statement to 
not all “Recovered” as status. 
 

26 July 2019 

V1R4 - McAfee 
Application 
Control 7.x 
STIG and 
Overview 

- Modified Overview document to reflect the 
change to McAfee Application Control 8.x. 
- Renamed STIG to “McAfee Application 
Control 8.x. 
- Modified STIG to reflect the product version 
as McAfee Application Control 8.x. 
- MCAC-TE-000119, MCAC-TE-000123, 
Modified to add “Application Control Rules 
(Unix)” and “Exception Rules (Unix)” 
respectively. 
- MCAC-TE-000115, MCAC-TE-000116, 
Modified to reflect limiting # of systems being 
inventoried and interval of inventories. 
- MCAC-TE-000112, MCAC-TE-000113, 
Modified to require Memory Protection disabled 
with HIPS/ENS enabled. 
- MCAC-PO-000109, Corrected typo in Rule 
Title from organizations to organization’s. 
-Multiple, Modified Solidcore 7.x to Solidcore 
8.x. 
- MCAC-TE-000100, MCAC-TE-000103, 
MCAC-TE-000104, MCAC-TE-000105, 
MCAC-TE-000106, MCAC-TE-000112, 
Modified Check content to select the asset 
needing the organization-specific policy. 
- MCAC-PO-108, MCAC-TE-000104, MCAC-
TE-000105, MCAC-TE-000106, MCAC-TE-
000107, MCAC-TE-000108, MCAC-TE-
000109, MCAC-TE-000110, MCAC-TE-
000111, MCAC-TE-000112, MCAC-TE-
000113, MCAC-TE-000114, MCAC-TE-
000115, MCAC-TE-000116, MCAC-TE-

13 July 2018 
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000117, MCAC-TE-000118, Modified to be Not 
Applicable to Mac/Linux platforms. 

V1R3 - McAfee 
Application 
Control 7.x 
STIG, V1R2 

- V-74245 - Removed as redundant of and 
accounted for in V-74243. 

26 January 2018 

V1R2 McAfee 
Application 
Control 7.x 
STIG, V1R1 

- V-74217 - Modified requirement check content 
to be consistent with HBSS PMO's published best 
practices regarding GTI on closed networks. 
- V-74243 - Modified requirement, vulnerability 
discussion, and check and fix content to be consist 
with HBSS PMO’s published best practices. 

27 October 2017 

V1R1 - NA - Initial Release. 04 April 2017 

 


