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- IBM Hardware IBM Hardware Management Console STIG | 24 October 2024
Management Console Policies

Policies STIG, V2R1 The IBM Hardware Management Console
(HMC) Policy STIG is being moved to the
sunset list due to a focus on technical controls.
As a result, the package name has changed from
“U_IBM_HMC_Y24M07_STIG.zip” to
“U_IBM_HMC_V2R1_STIG.zip”.

No changes to the IBM Hardware Management
Console STIG for this release.

- IBM Hardware IBM Hardware Management Console 24 July 2024
Management Console STIG, V2R1:

STIG, VIR5 - HMC0080, HMC0110, HMC0120,
HMCO0140, HMCO0170 - Updated based on
NIST SP 800-53 Rev. 5 changes.

- HLESC010, HLP0010, HLP0030, HMC0010,
HMC0210, HMC0220, HMC0225 - CClIs
updated to align with SRG.

- Because this is a major revision, version
numbers were incremented to the next whole
number.

- Revision History format for multipart STIGs
revised to ensure clarity in the versioning.

- Rule numbers updated throughout due to
changes in content management system.

- IBM IBM Hardware Management Console 27 April 2023
Hardware STIG Policies, V2R1:

Management DISA migrated the STIG to a new content
Console STIG | management system. The new content
Policies, VIR2 | management system renumbered all
Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule
numbers, DISA incremented the version
number from V1R5 to V2R1.

- HMCP0010, HMCP0110, HMCP0120,
HMCPO0130 - Corrected CCI.

UNCLASSIFIED



UNCLASSIFIED

DISA
Developed by DISA for the DOD

IBM HMC STIG Revision History, V2R1
24 October 2024

-1IBM
Hardware
Management
Console STIG
Policies

- Added CClIs to vulnerabilities.

20 January 2015

- IBM
Hardware

Management
Console STIG

- Updated HMC0220 to require supporting

documentation or Letter of attestation on
file with the IAM/IAO.

24 October 2014

-IBM
Hardware

Management
Console STIG

- Changed HLESCO010, HLESC020,
HILESC030, HLLESC080, and HLLESC085
to reflect that many newer installations no
longer support the ESCD Application
Console.

- Changed the requirements for HMC0030
and HMCO0050 to exclude the tests for
current generation processors that do not
have modems.

- Changed HMCO0170 to indicate that for
HMCs not connected to a network, this
check does not apply.

- Changed HMC0180 by removed
references to hardware specific controls
that are obsolete.

25 April 2014

- IBM
Hardware

Management
Console STIG

- Changed HMC0180, removing device
specific details, USB DVD drive, from
check and fix.

26 July 2013
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