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REVISION HISTORY

Revision | Document
Number Revised
V3R2 - Central Log | - SRG-APP-000389-AU-000180 - Added 30 January 2025
Server SRG, | requirement after remapping CCI based on
V3R1 NIST SP 800-53 Rev. 5 updates.

- SRG-APP-000148-AU-002270, SRG-APP-
000170-AU-002530, SRG-APP-000174-AU-
002570, SRG-APP-000295-AU-000190 - Rule
numbers updated due to changes in content
management system.

- Central Log | - SRG-APP-000151-AU-002330, SRG-APP- | 24 July 2024
Server SRG, | 000154-AU-002360, SRG-APP-000163-AU-
V2R2 002470, SRG-APP-000164-AU-002480,
SRG-APP-000166-AU-002490, SRG-APP-
000167-AU-002500, SRG-APP-000168-AU-
002510, SRG-APP-000169-AU-002520,
SRG-APP-000170-AU-002530, SRG-APP-
000171-AU-002540, SRG-APP-000173-AU-
002560, SRG-APP-000174-AU-002570,
SRG-APP-000291-AU-000200, SRG-APP-
000292-AU-000420, SRG-APP-000293-AU-
000430, SRG-APP-000294-AU-000440,
SRG-APP-000362-AU-000170, SRG-APP-
000363-AU-000180, SRG-APP-000705-AU-
000110, SRG-APP-000745-AU-000120,
SRG-APP-000750-AU-000130, SRG-APP-
000755-AU-000140, SRG-APP-000760-AU-
000150, SRG-APP-000765-AU-000160,
SRG-APP-000770-AU-000170, SRG-APP-
000775-AU-000180, SRG-APP-000780-AU-
000190, SRG-APP-000785-AU-000200,
SRG-APP-000790-AU-000210, SRG-APP-
000795-AU-000220, SRG-APP-000800-AU-
000230, SRG-APP-000805-AU-000240,
SRG-APP-000810-AU-000250, SRG-APP-
000815-AU-000260, SRG-APP-000825-AU-
000280, SRG-APP-000830-AU-000290,
SRG-APP-000835-AU-000300, SRG-APP-
000840-AU-000310, SRG-APP-000845-AU-
000320, SRG-APP-000855-AU-000340,
SRG-APP-000860-AU-000350, SRG-APP-
000865-AU-000360, SRG-APP-000875-AU-
000380, SRG-APP-000910-AU-000390,
SRG-APP-000915-AU-000400, SRG-APP-
000920-AU-000410, SRG-APP-000925-AU-
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000420 - Updated based on NIST SP 800-53
Rev. 5 changes.

- SRG-APP-000165-AU-002580, SRG-APP-
000356-AU-000090, SRG-APP-000397-AU-
002590, SRG-APP-000389-AU-000180 -
Changed status to NA based on NIST SP
800-53 Rev. 5 changes.

- Because this is a major revision, version
numbers were incremented to the next whole
number.

- Rule numbers updated throughout due to
changes in content management system.

- Central Log
Server SRG,
V2R1

- SRG-APP-000125-AU-000310 - Spelled out
SAMI acronym.

- SRG-APP-000125-AU-000310 - Changed
SAMLI to SAMI in the Rule text.

27 October 2022

- Central Log
Server SRG,
V1R4

DISA migrated the Central Log Server STIG
to a new content management system. The
new content management system renumbered
all Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule

numbers, DISA incremented the version
number from V1R4 to V2R1.

- SRG-APP-000125-AU-000310 - Changed
SAML to SAMI to correct typo.

- SRG-APP-000125-AU-000310 - Changed
Fix, Check, and Requirement to read more
clearly. Added the retention period to the
check and fix to match the requirement.

- SRG-APP-000095-AU-000050 - Added as a
replacement for SRG-APP-000353-AU-
000050.

- SRG-APP-000353-AU-000050 -
Corresponding Parent SRG ID was removed.
Replaced with SRG-APP-000095-AU-
000050.

- SRG-APP-000353-AU-000060 -
Corresponding Parent SRG ID was removed.
Replaced with SRG-APP-000516-AU-
000060.

23 July 2021
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- SRG-APP-000354-AU-000080 - Removed
requirement. This is a capability, not a
technical requirement, and is out of scope.

- SRG-APP-000516-AU-000060 - Added as a
replacement for SRG-APP-000353-AU-
000060.

- Central Log
Server SRG,
V1IR3

- V-81115 - Changed requirement to require
backup retention for the DOD-defined
settings for SAML (five years) and non-
SAML (one year). Added additional CCI and
control AU-11 CCI-000167.

24 July 2020

- Central Log
Server SRG,
V1R2

~V-100015, V-100017, V-100019, V-100021,
V-100027, V-100029, V-100031, V-100033,
V-100035, V-100037, V-100039, V-100041,
V-100041, V-100043, V-100045, V-100047,
V-100049, V-100051, V-100053, V-100055,
V-100057, V-100061, V-100063, V-100065,
V-100067, V-100069, V-100071, V-100073,
V-100075, V-100059 - Added requirements.

24 April 2020

- Central Log
Server SRG,
V1R1

- V-81181 - Removed "guarantee" from
Vulnerability Discussion.

- V-81189 - Updated Vulnerability Discussion
and Fix to indicate that an SSP is needed to
define and give minimum recommendations.
- V-81175 - Removed SRG-APP-000381-AU-
000320, which was out of scope for this SRG.

26 July 2019

- Central Log
Server SRG

- Initial Release.

23 August 2018
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