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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V2R2

- Apple
i0S/iPadOS
18 STIG,
V2R1

- AIOS-18-010950 - Removed check from
STIG.

- Rule numbers updated throughout due to
changes in content management system.

05 January 2026

- Apple
i0S/iPadOS
18 STIG,
V1R4

- AIOS-18-018200 - Added requirement to
implement the management setting: disable
the Bluetooth radio unless AO approved.

- Rule numbers updated throughout due to
changes in content management system.

08 August 2025

- Apple
iOS/iPadOS
18 STIG,
V1R3

- Removed STIG Configuration Tables
document.

- AIOS-18-010200, AIOS-18-012500 -
Updated to remove option for AO to
approve AirDrop.

- AIOS-18-012600 - Updated to remove
option for AO to allow pairing Apple Watch.
- AIOS-18-016000 - Added requirement to
remove capability for users to initiate a device
wipe to comply with DOD mobile device
data retention policy.

- AIOS-18-016100, AIOS-18-016200, AIOS-
18-016300 - Added requirements to remove
Siri support except to comply with Section
508.

- AIOS-18-016400 - Added requirement to
remove capability to download apps
purchased on other devices.

- AIOS-18-016500 - Added requirement to
remove capability to connect to a host Mac or
PC.

- AIOS-18-016600, AIOS-18-016700, AIOS-
18-016800, AIOS-18-016900 - Added
requirements to disable all AirPrint features.
- AIOS-18-017000 - Added requirement to
disable viewing movies.

- AIOS-18-017100 - Added requirement to
disable viewing TV shows.

- AIOS-18-017200, AIOS-18-017300, AIOS-
18-017400 - Added requirements to disable
Apple Intelligence features.

- AIOS-18-017700 - Added requirement to
install Mobile Threat Detection (MTD) app
on government iPhones and iPads.

30 June 2025
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- AIOS-18-017800 - Added requirement to
disable FaceTime use.

- AIOS-18-017900 - Added requirement to
disable eSIM transfers.

- AIOS-18-018000 - Added requirement to
disable screenshots and screen recordings.

- AIOS-18-018100 - Added new requirement
to disable iPhone/iPad camera unless
approved by the AO.

- Apple
i0S/iPadOS
18 STIG,
V1R2

- AIOS-18-015600 - Added new requirement
to disable ability to hide apps on
iPhone/iPad.

- AIOS-18-015700 - Added new requirement
to disable recording cell phone calls on
iPhone.

- AIOS-18-015800 - Added new requirement
to disable iPhone mirroring on Mac.

02 April 2025

- Apple
i0S/iPadOS
18 STIG,
V1R1

- ATIOS-18-007400 - Added artificial
intelligence (Al) restrictions to the list of
prohibited apps.

- AIOS-18-015400 - Updated Rule Title,
Check Text, and Fix Text regarding API used
to disable ChatGPT access.

- AIOS-18-007200 - Rule number updated
due to changes in content management
system.

- Updated the Configuration Tables
document with the API used to disable
ChatGPT access.

- Updated the Supplemental document with
Apple Intelligence information.

- Updated DODIN APL information in the
Ovetrview document.

30 January 2025

- Initial Release.

04 October 2024
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