UNCLASSIFIED

CLOUD COMPUTING SRG
REVISION HISTORY

03 September 2025

Developed by DISA for the DOD

UNCLASSIFIED




Cloud Computing SRG Revision History
03 September 2025

UNCLASSIFIED

DISA

Developed by DISA for the DOD

REVISION HISTORY

Document Revised

Description of Change

Release Date

- Cloud Service Provider
SRG, V1R4

Cloud Service Provider SRG, V1R5:

- Added bullets to Section 5.2.2.4, 1.6 Location
and Separation Requirements.

- Revised Section 5.2.4.1, Encryption of Data at
Rest and In Transit in Commercial Cloud
Storage.

- Noted in Section 5.8, Reuse and Disposal of
Storage Media and Hardware, that any reuse of
equipment to a non-DOD tenant requires AO
approval.

- Added a paragraph to Section 5.9.4, IP
Addressing and DNS, about RFC 1918 IP
addresses.

- Added Section 5.9.5.4, Cross Domain
Solutions.

- Revised Section 5.17, Remote Maintenance
and Support, to address logging requirements.
- Revised Section 5.17.3, Restrictions on
Escorted Access.

- Clarified bulleted text in Section 6.2, Cyber
Incident Reporting and Response.

03 September
2025

- Cloud Service Provider
SRG, V1IR3

- Cloud Computing
Mission Owner Operating
System SRG, VIR2

Cloud Service Provider SRG, V1R4:
- Added Section 5.17, which gives guidance on
remote maintenance and support.

Cloud Computing Mission Owner
Operating System SRG, VIR3:

- SRG-O§-000096-CLID-000060 - Updated
Check and Fix.

13 August 2025

- Cloud Service Provider
SRG, V1R2

Cloud Service Provider SRG, VIR3:

- Updated guidance for approach for 114
addressing both Moderate and High
categorizations. IL5 now accommodates
Unclassified National Security System/National
Security Information with CUI no longer part
of this Impact Level.

- Major updates in Section 3, including 3.2,
3.7.3, 3.7.4.

- Updated section 4.1.

- In 5.1.4, added requirement for CSP to
provide the Mission Owner (MO) with a
responsibility matrix.

02 July 2025

UNCLASSIFIED



Cloud Computing SRG Revision History
03 September 2025

UNCLASSIFIED

DISA

Developed by DISA for the DOD

REVISION HISTORY

Document Revised

Description of Change

Release Date

- Major update for CSP personnel background
investigation and responsibilities in section 5,
particularly in section 5.5.2.2 and 5.5.2.3.

- Added Section 5.15 which addresses North
Atlantic Treaty Organization INATO) cloud
computing considerations.

- Added 5.16 Partner Nation Connection.

- Section 6.1 now includes a list of CSP Cyber
Defense Activities.

- Updated section 6.2.2 with a new requirement
for incident notifications.

Cloud Computing SRG Overview:

- Update guidance for approach for 114
addressing both Moderate and High
categorizations.

- Updated Section 3.3 to add customer
responsibility matrix.

- Cloud Computing Cloud Computing Mission Owner Network | 30 January 2025

Mission Owner Network | SRG, V1R2:

SRG, VIR1 - SRG-NET-000580-CLD-000070, SRG-NET-
000580-CLD-000075 - Updated Rule Title,
Discussion, Check Text, and Fix Text.
Upgraded from CAT II to CAT L.

- Cloud Computing Cloud Computing Mission Owner

Mission Owner Operating | Operating System SRG, VIR2:

System SRG, V1R1 - SRG-0S-000480-CLD-000035 - Updated Fix
Text.

- Cloud Setvice Provider Cloud Service Provider SRG, VIR2:

SRG, VIR1 - Updated Section 6 to direct Mission Owner to
review/incorporate requirements as noted in
DTM-24-001 and clarifty DOD Component
Authorizing Official; revised Section 6.8 title
and clarified text; added D'TM 24-001 link to
Appendix A.

- Cloud Computing - Updated Section 3.3.7, Contract/SLA

Mission Owner Overview | Requirements, to address incorporating into the
contract/SLA certain requitements of DTM-
24-001.

NA - Initial Release. Replaces Cloud Computing 14 June 2024

SRG.
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