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1 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

V2R6 - Google 
Chrome 
STIG, 
V2R5 

- DTBC-0064 - Corrected policy name in Vul 
Discussion. 
- DTBC-0065 - Clarified verbiage that this 
requirement is optional. 

27 April 2022 

V2R5 - Google 
Chrome 
STIG, 
V2R4 

- DTBC-0065 - Corrected policy name. 
- DTBC-0074 - Corrected syntax. 

27 January 2022 

V2R4 - Google 
Chrome 
STIG, 
V2R3 

-DTBC-0001, DTBC-0023 - Altered policy path. 
- DTBC-0008 - Corrected syntax. 
- DTBC-0021, DTBC-0037, DTBC-0065 - 
Altered policy setting. 
- DTBC-0040 - Removed deprecated 
requirement. 
- DTBC-0045 - Reinstated requirement and 
altered policy setting. 
- DTBC-0074 - Added requirement to disable 
QUIC. 

23 July 2021 

V2R3 - Google 
Chrome 
STIG, 
V2R2 

- DTBC-0051, DTBC-0040, DTBC-0013 - 
Removed deprecated requirements. 
- DTBC-0005, DTBC-0006, DTBC-0038 - 
Updated deprecated policy setting. 
- DTBC-0073 - Added TBD to disable Web 
Bluetooth API. 
- DTBC-0008 - Fixed typo in Check text. 

23 April 2021 
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2 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

V2R2 - Google 
Chrome 
STIG, 
V2R1 

- DTBC-0006 - Updated registry value. 
- DTBC-0056 - Updated requirement to allow 
TLS 1.2.  

22 January 2021 

V2R1 - Google 
Chrome 
STIG, 
V1R19 

- DISA migrated the Google Chrome STIG to a 
new content management system. The new 
content management system renumbered all 
Groups (V-numbers) and Rules (SV-numbers). 
With the new Group and Rule numbers, DISA 
incremented the version number from V1R19 to 
V2R1. 
- DTBC-0004 - Added whitelisting clause. 
- DTBC-0008 - Corrected URL syntax. 

23 October 2020 

V1R19 - Google 
Chrome 
STIG, 
V1R18 

- V-44713, V-44751 - Removed requirements. 
- V-97525 - Modified vulnerability discussion. 
- V-102867 - Added DTBC-0069 to set 
BrowserGuestModeEnabled=False. 
- V-102869 - Added DTBC-0070 to set 
AutofillCreditCardEnabled=False. 
- V-102871 - Added DTBC-0071 to set 
AutofillAddressEnabled=False. 
- V-102873 - Added DTBC-0072 to set 
ImportAutofillFormData=False. 

24 July 2020 

V1R18 - Google 
Chrome 

- V-44757 - Removed disable WebGL 
requirement. 
- V-79931 - Added N/A for SIPRNet clause. 

24 January 2020 
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3 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

STIG, 
V1R17 

- V-81591, V-81593 - Updated Active Directory 
verbiage.  

V1R17 - Google 
Chrome 
STIG, 
V1R16 

- V-44805, V-52795, V-81583 - Updated CCIs. 
- V-97525 - Added to disable developer mode. 

25 October 2019 

V1R16 - Google 
Chrome 
STIG, 
V1R15 

- V-44769 - Fixed to enable setting with a value 
of "2". 
- V-44805 - Modified to state version 74.x.x or 
higher. 

23 July 2019 

V1R15 - Google 
Chrome 
STIG, 
V1R14 

- V-44763 and V-79933 - Removed Disable 
Autofill requirements. 
- V-44769 - Updated to disable Network 
Prediction. 
- V-81583 – Updated policy path. 
- V-81595 - Removed Disable Developer Tools 
requirement. 
- V-91203 - Added to disable 
"UrlKeyedAnonymizedDataCollectionEnabled". 
- V-91205 - Added to set 
"WebRtcEventLogCollectionAllowed=False". 

25 January 2019 

V1R14 - Google 
Chrome 
STIG, 
V1R13 

- V-44763 – Updated due to deprecated policy 
setting “AutoFillEnabled”. 
- V-81581 – Corrected policy path. 
- V-81585 – Corrected policy path. 
- V-81589 – Corrected policy path. 

09 November 2018 
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4 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

- V-81591 – Corrected policy path. 
- V-81593 – Corrected policy path. 
- V-81595 – Corrected policy path. 
- V-81597 – Corrected policy path. 

V1R13 - Google 
Chrome 
STIG, 
V1R12 

- V-44791 – Corrected policy path. 
- V-44799 – Corrected Registry path. 
- V-79929 – Corrected Registry path and value. 
- Added new requirement to disable AutoPlay. 
- Added new requirement to enable TLS 1.1 as 
minimum version. 
- Added new requirement to disable Safe 
Browsing Extended Reporting. 
- Added new requirement to disable WebUSB. 
- Added new requirement to disable Chrome 
Cleanup. 
- Added new requirement to disable Chrome 
Cleanup Reporting. 
- Added new requirement to disable Developer 
Tools Availability. 
- Added new requirement to disable Media 
Router. 
- Added new requirement to disable AutoPlay 
Whitelist. 

23 October 2018 

V1R12 - Google 
Chrome 

- Updated V-52795 wildcard syntax. 
- Added V-79929 to enable prompting for file 
download location. 

27 April 2018 
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5 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

STIG, 
V1R11 

- Added V-79933 to disable credit card autofill. 
- Added V-79931 to enable download 
restrictions. 
- Removed V-44749 and V-44787 due to 
deprecated policy setting. 
-Updated CCIs on several requirements. 

V1R11 - Google 
Chrome 
STIG, 
V1R10 

- Updated V-44735 to be NA on SIPRNet. 
- Updated V-44769 to enable Network 
Prediction. 
- Updated V-44795 to enable “Click to Play” for 
Flash plugin. 
- Updated V-52795 to whitelist *.gov, *.mil site 
for Flash plugin. 
- Updated V-75165 to use new GPO setting. 

23 January 2018 

V1R10 - Google 
Chrome 
STIG, 
V1R9 

- Updated V-44741 policy name to "Enable 
saving passwords to the password manager". 
- Updated V-44769 policy name to "Do not 
predict network actions on any network 
connection". 
- Updated V-44805 to state "The version of 
Chrome must be the latest available". 

27 October 2017 

V1R9 - Google 
Chrome 
STIG, 
V1R8 

- Updated V-44741 to reflect renamed GPO 
setting. 
- Updated V-44737 and V-44771 to note that 
policy will only display in the chrome://policy 
tab on domain-joined systems. 

28 July 2017 
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6 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

- V-75165 – New requirement to blacklist 
Chrome://History. 
- Removed V-44781 and V-44783 due to 
deprecated policy setting. 

V1R8 - Google 
Chrome 
STIG, 
V1R7 

- Updated V-44757 to allow 3D APIs when 
needed. 

28 April 2017 

V1R7 - Google 
Chrome 
STIG, 
V1R6 

- Removed V-44743 – Set HTTP Authentication 
to Negotiate. 
- Updated V-44769 to reflect renamed policy 
setting. 
- Updated typo in V-44795. 
- Updated V-44799 to note that nothing will 
exist in Chrome://Policy or Registry to check 
GPO setting. 

27 January 2017 

V1R6 - Google 
Chrome 
STIG, 
V1R5 

- Updated typo in V-44729. 
- Updated typo in V-44799. 
- Removed V-44739, V-44801. 
- Add IA controls to ALL Vuls. 

28 April 2016 

V1R5 - Google 
Chrome 
STIG, 
V1R4 

- Modified V-44805 to be one week or less. 22 July 2016 

V1R4 - Google 
Chrome 

- Updated V-44775 Policy Value. 
- Updated V-44711 Policy Value. 

22 April 2016 
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7 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

STIG, 
V1R3 

V1R3 - Google 
Chrome 
STIG, 
V1R2 

- Updated V-44799. 23 October 2015 

V1R2 - Google 
Chrome 
STIG, 
V1R1 

- Updated V-44761 to correct Rule Title to 
remove mention of File as needing to be 
blocked. 
- Updated V-44711 to correct Fix Text to point 
to correct policy path and name. 
- Updated V-44775 to correct policy name in Fix 
Text. 
- Updated V-44795 to correct formatting of Fix 
Text. 
- Update V-44801 to correct policy path and 
name in Fix Text. 
- Removed V-44803 duplicate requirement. 
- Removed V-44755 to bring Chrome STIG in 
line with IE and Firefox STIGs. 
- Updated V-44761 to reference correct policy 
name in Fix Text. 
- Updated V-44783 Fix Text to include Java to 
allow access to Java approved sites. 

25 July 2014 
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8 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R10 - Google 
Chrome 
STIG, 
V2R9 

- DTBC-0006 - Changed severity to CAT III. 
 
- Rule numbers updated throughout due to 
changes in content management system.  

24 October 2024 

V2R9 - Google 
Chrome 
STIG, 
V2R8 

- DTBC-0045 - Altered policy setting. 
- DTBC-0056 - Removed deprecated 
requirement. 
- Rule numbers updated due to changes in 
content management system. 

24 January 2024 

V2R8 - Google 
Chrome 
STIG, 
V2R7 

- DTBC-0060 - Corrected policy name; fixed 
typos in check and fix. 

26 January 2023 

V2R7 - Google 
Chrome 
STIG, 
V2R6 

- DTBC-0038 - Modified fix to reflect changes 
to the policy. 

27 October 2022 

- Added V-52795 to create a whitelist for 
approved sites on which the approved plugins 
may execute. 
- Updated 
U_Google_Chrome_Browser_V1R2_Overview.
docx to address STIG versioning and FIPS 
compliance questions. 

V1R1 - N/A - Initial Release. 10 April 2014 

 


